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CARINA : An Efficient Application Layer Protocol Conversion Approach for IoT Interoperability
WANG Lina, LAl Kunhao and YANG Kang

Key Laboratory of Aerospace Information Security and Trusted Computing, Ministry of Education,School of Cyber Science and Engineering,
Wuhan University, Wuhan 430000, China

Abstract To solve the interoperability problems caused by numerous IoT devices and protocols with varying architectures and
application scenarios, this paper proposes an efficient and scalable application layer protocol conversion approach. This approach
uses protocol packet parsing and key method mapping for widely used HTTP and other three protocols. Considering the signifi-
cant differences in the underlying architecture, message format,communication mode,and application scenario of the four proto-
cols,the proposed approach solves the uniformity of information storage for different protocols by parsing the original data pa-
ckets of the protocols and extracting key information,and storing the information in the form of key-value pairs. By constructing
the key method mapping table, the methods of different protocols are mapped, realizing the interconnection between different pro-
tocols. Experimental results show that the proposed approach performs well in message conversion between the four protocols. It
demonstrates a significantly improved conversion speed compared to the Ponte method of a comparable type,with a nearly 10-fold
difference observed in some cases when subjected to the same test conditions. Furthermore,it supports twice as many conversion
types as Ponte. Experimental results show that the proposed method outperforms state-of-the-art methods in terms of scalability
and efficiency.

Keywords Internet of things, Application layer protocol,Protocol conversion, Interoperability
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AMQP % IR H i, 2B REST %] AMQP J7 [ B3 15 .
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S B UR B9 E 8 (Topic) 5 AMQP &2 {7 %% IR 19 B %1l %4
(Queue) X R, A A7 1T B 488 2 F T 2 BA S B X b e 2ol o
BRI SRR AL & A, MQTT 38 3 37 B8 A 1 $2 A5 1T
I52] >k 2K HUEE B . AMQP 58 5o 1 A6 62 38 B W5 T BA 31 > 2R B
Bro THEARIRME ZE T,

¥ MQTT HiEER N AMQP %, W2 36, vl LUE ot
AMQP Hrs iy 77 AR LB MQTT Hrl i %8 . AMQP M
e — EAE MW AR B IR T A BA S s MQTT Y & Aii # & A 9% IR
B, R R TR B AMQP B9 BA B Bl AT LA ) Bk B
M. EIL, CARINA 7E#2 08 MQTT % P i K i K B Z
J5 s L AMQP KA %Y 7 S0 AMQP A% B & AT & X
NEFY AMQP 1 #E35 BL AT LAREE WS 2 .

¥ AMQP B E /R MQTT % IR 2 il i MQTT Hpil
H 77 204K G AMQP & i 19 58 %7 . CARINA 23 7€ P9 & £
AMQP BAFI Y 22 fk . 2 AMQP % 7 3 1] BA 51 vh Ok A 1 5
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Frvii, B A]GE  MQTT Bl iy Jr sU B AMQP & Aii 19 38T
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o ARG

Table 2 Simulation environment

% # 4

0S Windows 10 pro

CPU Intel(R) Core(TM) i5-10400F CPU @ 2. 90 GHz
Memory 16 GB 2666 MHz DDR4

5.2 MikEmS

T FW CARINA B340 s AL, % sk B — i 137 20 9 5K
BEE ks, XF 4 MORFEA P MQTT % 7 ik 41 &
A 1T 2B 15 AMQP % 7 v 2F 47 74 5 BA 81 =0y 3@ 7, HT-
TP Fl CoAP % P s i 47 1 Rk m o7 238 {5 . RIA — AT B2
P REERAE R I B R AT B8 8 & A 1) 32 humidity, 2 3
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— AN R A BN, CARINA 47 B 380 %% 4, 38 0 AH %
X 0 oAb & 7 i 306 AT SR SR Ab B

CoAP: % ¥ /humidity 7 CoAP i}t 45 %% bt 4T 8% . & A
TS AR AR & P iR PUT 383K & 7 W8 B2 (.

MQTT: % /s #& §ii 11 Bél /humidity , CoAP % ' i & A7 14
ST 2 R X N MQTT BHiE 6238 M 1T Bl % 7 o (RBEA
— A PV SR EIT B T % 3, R4 7R 3 B 1 A
A ] W TR

AMQP: & F ity 42 77 W5 W7 BA 51 44 & humidity 1975 B BA
1, CoAP & J difg & Afi 14 S, 2 iy 36 W 0 38 714 8L BA 91 ) A
Ak, DA BB X R B BT R BEAT AR S AL B, RA — A
AMQP PP % 25 T8 4% 40 A e H U B KT R A B
B RS R s R Sh iR BB M E A,

HTTP: % F i af L@ 8 HTTP 9 GET 3 3K 38 Bt/ hu-

midity X B %R T A0 A .
it APP dfi# B A 1 A5 1L
5.3 HigR

AR A 5.2 R 2 B 0F 58 i 47 HTTP, CoAP,
MQTT Il AMQP % /™ i A0 53 5 i 4 . 2o HTTP i
A REST APL MQTT % 5 s ok vl 94k ) MQTT. fx,
COAP % S 3% F Coapthon 2 % i {5 B, AMQP % H Rab-
bitMQ &L 1 % 7 i

22 3 G0 T I T B Wireshark 48 35 3] 48 A 8 4540
BOEEG., b, ¥ 5 1— 16 MEE @~ % MQTT Al
AMQP $# T B B8R A F 5 17— 18 MR a8 % CoAP
PR SCHEAT B0 K A 1 B AL, R 5 19 — 29 AR 3R CARINA &
A MQTT % F 3 Fl AMQP % 2 i 189 80906 42, 30 — 31 fR 5%

e ] S0 1 R LR T2 AT AT

HTTP % F il if GET 15 3R n Dy 2k B0 B 5 i) $odfe 42 .

# 3 Wireshark 75 % 46 o 2 v 4 3K 2 1) Bdis 2

Table 3 Data packets in Wireshark during conversion

No Time Src Dst Protocol Info

1 0 127.0.0.1 127.0.0.1 MQTT Connect Command

2 0.000533 127.0.0.1 127.0.0.1 MQTT Connect Ack

3 1. 588049 127.0.0.1 127.0.0.1 MQTT Subscribe Request(id=1) [humidity]

4 1. 589487 127.0.0.1 127.0.0.1 MQTT Subscribe Ack(id=1)

5 11.928174 il il AMQP Connection. Start

6 11.929321 il il AMQP Connection. Start-Ok

7 11. 929573 ol il AMQP Connection. Tune

8 11. 92995 il il AMQP Connection. Tune-Ok

9 11.93002 il il AMQP Connection. Open vhost=/

10 11.930356 | | AMQP Connection. Open-Ok

11 11.930985 il il AMQP Channel. Open

12 11.931427 il il AMQP Channel. Open-Ok

13 11. 931806 il | AMQP Queue. Declare q= humidity

14 11.932011 il il AMQP Queue. Declare-Ok q= humidity

15 11.932364 ol ol AMQP Basic. Consume q= humidity

16 11.932585 il il AMQP Basic. Consume-Ok

17 61.494895 127.0.0.1 127.0.0.1 CoAP CON.MID.53579,PUT, TKN:e6 bf,/humidity
18 61.495609 127.0.0.1 127.0.0.1 CoAP ACK.MID:53579,2. 04 Changed, TKN:e6 bf,/humidity
19 61.495807 127.0.0.1 127.0.0.1 MQTT Publish Message [ humidity]

20 61.589377 127.0.0.1 127.0.0.1 MQTT Ping Request

21 61.589598 127.0.0.1 127.0.0.1 MQTT Ping Response

22 63.513263 il il AMQP Queue. Declare q= humidity

23 63.513452 1 il AMQP Queue. Declare-Ok q= humidity

24 63.513732 1 il AMQP Basic. Publish x= rk=humidity
25 63.513792 1 il AMQP Content-Header
26 63.513843 1 il AMQP Content-Body

27 63.514027 1 ol AMQP Channel. Close reply=Normal shutdown

[TCP ACKed unseen segment] [ TCP Previous segment not
28 63.514087 il il AMQP captured] Basic. Deliver x = rk = humidity Content-Header
Content-Body

29 63.514165 ol il AMQP Channel. Close-Ok
30 242.73529 il il HTTP GET /humidity HTTP/1. 1
31 242.736761 il il HTTP HTTP/1.0 200 OK(text/htmD

ARG R R AR T 4 R AT LA AT AR
By —Fh 88 . CARINA Af LU £ 3% 4 Ff b 80 o AT faf 75 B B
AR TT LA AT 38 B, — LA 6 12 Fii 50 /9 AR B #RAE
5.4 FrifmtiE

J T BRI CARINA (Mg 4 SO T 4 F i
P P E AT S 4 i e I pl A At AR AR SR A Y
DL E AR [ o LB AR J8 st ] 4 3 3 SR TR TR ik A S
B Eclipse B 75 B T 2 fUAE H 19 Ponte 75 H /E K

of bl St 2 5 AN TR] B IS A % 4 st D) B — L A HTCA T L v 4l 35 5
AT 0 30 %50 P8 60 1 TR) B A R) A B kL ) dn )0 HTTP |
MQTT %4, A3 HTTP (iR f MQTT 5937 5 £
22 [ Fg Bk [ 0 88 A A G 4 i) ] . 2% 4 B3 T Ponte #1 CARI-
NA XA [l 5 380 3F 47 %% 4 f i) ] . DA & ] L& B, CARI-
NA ) % e B o) 76 K 22 8000 1% B8 F W1 A T Ponte B %% 6 Bt
. CARINA P 4 2 I CoAP 3| MQTT Ky ¥ e, H
B4 Bf 8] JL°F- J& Ponte ¥ 3By [A] 1) 1/10, FCAL WY& # A 1Y
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540 , CARINA FEB ] 0 2 5 F Ponte, iX /&Ky Ponte
FEBEAT R I ] T Mosquitto™ ) 350 #fE 1y o i) 44, 7 K i Y
AF 1) 4% 9% 76 T W [ R B9 % & L e AR TR A9 B U CARINA
BT R Z SEE T PRl i T RE L BT DA Gk BB/ FE
B 33 AL IR B T A ST R O R Y B I BOR R

R4 HEARIT ]

Table4 Conversion time

(ms)
Ponte CARINA
HTTP—>MQTT 6. 344 1.540
MQTT—>HTTP 2.419 1.171
CoAP—>MQTT 4.074 0.416
MQTT—>CoAP 2.994 1.181
HTTP—>CoAP 1.287 0.193
CoAP—>HTTP 1.056 1.181
HTTP—>AMQP X1 11.169
AMQP—>HTTP X 1.238
CoAP—>AMQP X 7.761
AMQP—=>CoAP X 0.232
MQTT—>AMQP X 9. 300
AMQP—>MQTT X 1.500

TE X RIR A SRR e e Al

AN, CARINA #H Lt Ponte 32 4n 7 %F AMQP #p i 1Y %
P HE AOR UL SRR B BB N T — R . T I LAY S A AR
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Fig. 8 Impact of data size on conversion time of CARINA
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