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Abstract Network telemetry is a new type of network measurement technology, which has the characteristics of strong real-time
performance. high accuracy and low overhead. Existing network telemetry technologies have problems such as being unable to col-
lect multi-granularity network data,unable to effectively store a large amount of original network data,unable to quickly extract
and generate network telemetry information,and unable to design network telemetry solutions using kernel-mode and user-mode
features. In order to solve the above problems, this paper proposes a multi-granularity, scalable,and network-wide network tele-
metry mechanism EAGLE, which integrates kernel mode and user mode,and is based on telemetry data graphs and synchroniza-
tion control blocks. EAGLE has designed a flexible and controllable network telemetry packet structure on the data plane that can
collect multi-granularity data,and is used to obtain the data required by upper-layer applications. In addition,in order to quickly
store,query,count,and aggregate network status data,and realize the rapid extraction and generation of telemetry data required
by network telemetry packets, EAGLE proposes a network telemetry information generation method based on telemetry data
graphs and synchronization control blocks. On this basis,in order to maximize the processing efficiency of network telemetry

packets in the network telemetry mecha-nism,EAGLE proposes a network telemetry information embedding architecture that in-
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tegrates the characteristics of kernel state and user state. Finally, this paper implements and tests the EAGLE scheme on Open

vSwitch. The test results show that EAGLE can collect multi-granularity data and quickly extract and generate telemetry data

with only a little increase in processing time and resource usage.
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.. = Version: 4
.. 0101 = Header Length:

Total Length: 548
Identification: ©x0001 (1)

» Flags: 0x0000

Fragment offset: @
Time to live: 64

20 bytes (5)

Header checksum: ©xcdl5 [validation disabled]
[Header checksum status: Unverified]

Source: 70.0.0.99
Destination: 100.0.6.99

~ Data (528 bytes)
Data: 000002100700000100000000000T00003500000027000000...

[Length: 528]

00160 45 00 02 24 00 01 00 00

64 60 00 63 00 00 62 10
00 6f 00 60 35 00 60 00
31 60 00 00 22 00 60 00
35 60 00 00 26 00 00 00
39 00 00 00 23 00 00 00
2e 60 00 00 30 00 60 00
37 60 00 060 37 00 00 00
3d 60 00 00 29 00 60 00
20 60 00 66 21 00 60 00
37 60 00 00 2b 00 00 00
27 60 00 00 1f 00 60 00
28 00 00 00 28 00 00 00
25 60 00 00 27 00 00 00
32 60 00 00 20 00 60 00
3e 00 00 00 39 00 00 00
3b 60 00 66 Oc 00 60 00
30 60 00 00 2d 00 00 00
27 66 00 00 28 00 60 00
1d 00 06 00 22 60 00 00
10 00 00 00 35 00 00 00
25 60 00 00 3d 00 60 00
2d 60 00 00 2d 00 00 00
29 60 00 00 41 00 60 00
2e 00 00 00 21 00 60 00
22 00 00 00 36 00 00 00

Bl 11 Mg

Fig. 11

0100 .... = Version: 4
.. 0101 = Header Length:

Total Length: 10660
Identification: 0x0001 (1)

» Flags: 0x0000

Fragment offset: ©
Time to live: 64

40 cd 15 46 00 00 63
07 00 00 61 00 00 00 00
27 00 00 00 2c 00 00 00
28 00 00 00 2d 00 00 00
2e 00 00 00 3c 00 00 00
31 00 00 00 2e 00 00 00
3d 00 00 00 1f 00 00 00
33 00 00 00 33 00 00 00
23 00 00 00 36 00 00 00
3f 00 00 00 1f 00 00 00
17 00 00 00 30 00 00 00
24 00 00 00 41 00 00 00
22 00 00 00 2d 00 00 00
2d 00 00 00 13 00 00 00
2a 00 00 00 3a 00 00 00
35 00 00 00 2c 00 00 00
32 00 00 00 29 00 00 00
3d 00 00 00 1b 00 00 00
22 00 00 00 1f 00 00 00
41 00 00 00 35 00 00 00
32 00 00 00 2a 00 00 00
22 00 00 00 3a 00 00 00
le 00 00 00 le 00 00 00
2a 00 00 00 1f 00 00 00
35 00 00 00 2e 00 00 00
2e 00 00 00 28 00 00 00
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Wireshark capture diagram of telemetry packet

20 bytes (5)

Header checksum: Oxcbl6 [validation disabled]

[Header checksum status: Unverified]

Source: 70.0.0.99
Destination: 100.0.60.99

~ Data (1040 bytes)

Data: 000004100601000.
[Length: 1640]

0016 45 00 04 24 60 01 00 00

64 00 00 63 00 00 04 10
00 6f 00 66 35 00 00 00
31 60 00 00 22 00 00 00
31 60 00 00 2a 00 60 00
39 00 00 00 27 00 00 00
32 00 00 00 30 00 00 00
33 60 00 00 33 00 00 00
3d 60 00 00 2d 00 00 00
24 00 00 00 21 00 60 00
3b 60 00 60 27 00 00 00
27 60 00 00 1f 00 60 00
28 00 00 60 2c 00 00 00
29 00 00 00 27 00 00 00
32 60 00 00 20 00 60 00
3e 00 00 00 39 00 00 00
3b 60 00 00 10 00 60 00
30 60 00 00 2d 00 00 00
23 00 00 00 28 00 00 00
1d 00 00 00 26 60 00 00
14 00 00 00 35 00 00 00
25 60 00 00 39 00 00 00
2d 60 00 060 2d 00 00 00
29 60 00 00 41 00 60 00
2e 00 00 00 21 00 00 00
22 00 00 00 32 00 00 00

B 12 M%iE

40 cb 16 46 00 00 63
06 01 00 62 00 00 00 00
27 60 00 00 2c 00 00 00
28 00 00 00 31 00 00 00
2e 00 00 00 3c 00 00 00
2d 60 00 00 2e 00 00 00
3d 00 00 00 1f 00 60 00
37 60 00 00 33 00 00 00
27 00 00 00 36 00 00 00
3b 60 00 00 1f 00 00 00
1b 00 00 00 30 60 00 00
28 00 00 00 41 00 00 00
22 60 00 00 2d 00 00 00
2d 60 00 00 17 00 00 00
2e 00 00 00 3e 00 00 00
39 00 00 00 28 00 00 00
2e 00 00 00 29 00 00 00
3d 60 00 00 1f 00 00 00
26 00 00 00 1f 00 00 00
3d 60 00 00 35 00 00 00
32 00 00 00 2e 00 00 00
22 60 00 00 3e 00 00 00
22 00 00 00 le 00 00 00
2a 00 00 00 1f 00 00 00
35 00 00 00 32 00 00 00
32 00 00 00 28 00 00 00

7000000...

- Internet Protocol Version 4, Src: 70.0.0.99, Dst: 100.0.0.99
0100 ..

~ Internet Protocol Version 4, Src: 70.0.0.99, Dst: 100.0.0.99

» Differentiated Services Field: 0x00 (DSCP: CS®, ECN: Not-ECT)

oz~

P

» Differentiated Services Field: ©x00 (DSCP: CSO, ECN: Not-ECT)
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Wireshark capture diagram of packet fragmentation

Protocol: Unknown (254)

Protocol: Unknown (253)
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