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Screen-shooting Resilient DCT Domain Watermarking Method Based on Deep Learning

HUANG Changxi,ZHAO Chengxin,JIANG Xiaoteng. LING Hefei and LIU Hui
School of Computer Science and Technology, Huazhong University of Science and Technology, Wuhan 430074, China

Abstract Digital watermarking technology plays an important role in multimedia protection,and the various demands for practi-
cal applications promotes the development of digital watermarking technology. Recently, the robustness of the deep learning-based
watermarking model has been greatly improved,but the embedding process is mostly carried out in the spatial domain,and this
causes obvious distortions to original images. In addition,existing methods do not work well under the screen-shooting attack. To
solve the above problems, this paper proposes a deep learning-based DCT domain watermarking method which is robust to the
screen-shooting attack. This model consists of a DCT layer,an encoder.a decoder,and a screen shoot simulation layer. The DCT
layer converts the Y component of images into the DCT domain, then the encoder embeds secret messages into the image by mo-
difying the DCT coefficients through end-to-end training. This embedding method in the frequency domain makes the watermark
information to be distributed to the whole space of images so that the distortion effect is reduced. Furthermore, we propose a
noise layer to simulate moiré and light reflection effects, which are common distortions in the screen-shooting attack. The training
process is splitted into two stages. In the first stage.the encoder and decoder are trained end-to-end. While in the second stage,the
screen-shooting simulation layer and traditional distortion attacks are used to augment the watermarked image, then we use the
distorted watermarked image to furtheroptimize the decoder. Extensive experimental results show that the proposed model has
high transparency and robustness,and is superior to other methods in screen robustness.

Keywords Digital watermark,Deep learning, DCT Transform,Imperceptibility,Screen-shooting robustness
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Fig. 7 Loss curve under different training conditions
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Table 1 PSNR and BER with different weight parameters

(Nol,2,) PSNR BER
(2000,1.0) 40.16 1.89
(0,10.0) 41.34 4.12
(10000,1.0) 36.73 1.36
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Fig. 8 Reflection simulations under different light intensity
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Fig. 9 Moire pattern simulation with different deflection angles
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Fig. 10 Moire pattern simulation with different color mixing

intensities
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Table 2 PSNR of container images generated by different

methods
Methods PSNR
sstel 38.2
HiDDeN!2] 34.2
Ours 40.1
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Table 3 Bit error rates of different methods under different

noise attacks

& 3 JPEG mERAE mERF
methods o o
J=0.1 I=0d [soqfoo] [o,oe.zj [o,oe.zj
ARIWL9] 0.19 2.45 8.62 1.06 6.23
HiDDeNM) 1,87 7.23 17. 46 27.89 38.45
sshitl 2.48 16. 62 6.12 1.89 5.14
Ours 3.46 18.23 5. 64 1.18 5.37
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Table 4  Bit error rates of different watermarking methods in

real world screen shoot attack scenario

methods BER
ARIWL?) 5.23
HiDDeN*] 21. 36
ssfit] 4.58
Ours 2.84
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Table 5 Comparison results under different shooting distances and

angles,the BERs are reported

BE®/cm 20 30 60 30 30 30 30

/) 0 0 0 20(LR) 20(UD) 50(LR) 50(UD)

ARIWLTD 2,41 2,71 7.98  5.12 7.56 16.12 22.00
Sshol 2.30 2.93 7.23  4.56 7.32 15. 62 20. 44
Ours 2.27 2.84 7.19  3.36 6.67 13.89 18.15
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Table 6 Bit error rates of different watermarking methods under

different types of mobile devices

Iphone 8 MI K40 1+ P40

ARIWL7] 3.13 4.56 3.50 3. 80

sshol 3.00 4.5 3.20 3.90

Ours 2.84 4,27 3.13 3.71
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