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SGPot: A Reinforcement Learning-based Honeypot Framework for Smart Grid

WNAG Yuzhen,ZONG Guoxiao and WEI Qiang

School of Cyberspace Security, Information Engineering University, Zhengzhou 450001, China

Abstract With the rapid advancement of Industry 4. 0, the supervisory control and data acquisition(SCADA) system, which is
interconnected with Industry 4. 0,is gradually becoming more informationized and intelligent. There are various security hazards
in the SCADA system caused by the vulnerability of the system and the disparity in attack and defense capability. Due to the fre-
quency of power attacks in recent years.there has been an urgency to propound attack mitigation measures for smart grid. Honey-
pots,as an efficient deception defense method,can effectively collect attacks in smart grids. To address the issues of insufficient
interaction depth,deficiency of physical industrial process simulation,and poor scalability in existing smart grid honeypots, this
paper designs and implements a reinforcement learning-based smart grid honeypot framework—SGPot. It can simulate control
side of a smart substation based on the system invariants in real devices of the power industry. Through the simulation of the
power business process,the SGPot can enhance the deception of the honeypot and induce attackers to interact deeply with the ho-
neypot. In order to evaluate the performance of the honeypot framework., this paper builds a small smart substation experimental
validation environment. Meanwhile, SGPot, the existing GridPot and SHaPe honeypots are simultaneously deployed in the public
network environment,and 30 days of interaction data are collected. According to the experimental results of this paper, the re-
quest data collected by SGPot is 20% more than GridPot and 75% more than SHaPe. SGPot can induce attackers to interact with
the honeypot in greater depth than GridPot and SHaPe,and it obtains more sessions with interaction lengths greater than 6.

Keywords Smart grid, Reinforcement learning, Intelligent interaction, Active defense, Honeypot
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Fig. 2 Framework diagram of honeypot instance
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Honeypot Number of all Number of valid
Instance requests requests
No..l inlet No.l main No.ll Segmentation No._Z No. 2 main No.?inlet SGPot 1678 325
line  transformer  capacitor capacitor  transformer line
GridPot 1379 273
SHaPe 955 98
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Table 3 Statistics of collected information

Information -
. . Specific type
Categories

ABB, Siemens(S7-200/300/400) , Schneider(M200, M221,
M340,M580, MicroLogix 1100/1400, TWDLCAA40DRF,

PLC

BMX P34 2020, BMX NOE 0100, TSXETY 4103,

TM221CE16R) , Delta, Rockwell

Industrial application software, network communication
Software . .

modules, HMI, SCADA Systems

Measurement and control devices. Intelligent merging u-
Devices nits, Industrial network equipment,Industrial switches,In-

dustrial routers, Intelligent controllers

HTTP, Telnet, FTP, SNMP. IEC-104, Modbus, IEC-
Protocols 61850-GOOSE/MMS, DNP3, ICCP/TASE. 2, PROFI-

BUS, CIP.IEC103,IEC101,IEC92,IEC-MMS

Weak password vulnerability, SQL injection, code execu-
Vulnerabilities  tion, Trojan injection,logic vulnerability. permission acqui-

sition
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Table 5 Classification of information collected from three types

of honeypot instances

Number Normal Operations Threat Operations
Honeypot of Establishing Read Control D
. ata
Instances valid a status logic X ' ,1
. . . K Injection
requests connection information tampering
SGPot 325 151 172 0 2
GridPot 273 135 138 0 0
SHaPe 98 60 38 0 0
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Fig. 9 Comparison of deceptiveness of three types of honeypot
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