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Study on Blockchain Based Federated Distillation Data Sharing Model
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Abstract The privacy of raw data makes it difficult to be directly shared among multiple participants. The issue of data security
sharing and privacy-preserving has become a hot research topic. To solve this problem.this paper proposes a blockchain-based be-
derated distillation data sharing model(BFDS). It utilizes blockchain to form a collaborative teacher network with multiple partici-
pants. Through distilled output exchange, the knowledge from complex teacher networks is transferred and used to train light-
weight models. A novel multi-weight node trust evaluation algorithm is proposed that uses smart contracts to generate traceable
global soft labels. It can reduce the negative impact caused by quality differences among participants. Experimental results show
that BFDS can collaborate with multiple parties to share data knowledge reliably, distill training models collaboratively, and re-
duce model deployment costs. The proposed algorithm can effectively reduce the negative impact of low-quality nodes and improve
the quality and security of global soft labels.

Keywords Blockchain, Knowledge distillation,Data sharing,Smart contracts
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T 3 Y R T AN R 2 TSR S A T TR AR L B4 A R
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ik 2 HARZIMBUE A

Hi A PO YN 255 R B i n U4 25 %0 Nio 5 label _outputa { keyl:
valuel . key2:value2, -+, key N * PO;valueN % PO}, ;97 i AL &
(w1, wzsws s, wy) ;T BHBHE address;

it :S[n][n_class]

L/ * ZRIGR AL 98 5E bk > /

2.inti=1

3. struct teacher{uint weight,bool succ, }

4. mapping(address= "> teacher) public teachers;

5./ = RN P A 1R AR &+ /

6. for(i=1;i<<=n;i++)

7. for(k=1;k<=m;k++)

8 S[i][k]=="'wj * outputj{k:value}

9./ = ki th B SAE BAT AL L4 > /

10. return S[n][ n_class]

11. End
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Fig. 3 Restore data through DLG
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Table 2 Three sets of model distillation experiments
Net-T WRN-40-2 WRN-40-2 RESNETS50
Net-S WRN-16-2 WRN-40-1 MobileNet V2
Para-T 2255156 2255156 25636712
Para-S 703284 569780 3504872
Ace-T 75.88% 75.88% 79.55%
Acc-S 72.98% 71.77% 65.21%

Acc-KDS 74.96 % 73.52% 67.36%
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Table 3 Structure and parameter quantity of teacher model
Layer(type:depth-idx) Param #
TeacherModel : —

RellU:1-1 —
Linear:1-2 1884000
Linear:1-3 5762400

Linear:1-4 24010

Dropout:1-5 —
Total params: 7670410
Trainable params: 7670410

Non-Trainable params 0
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Table 4 Structure and parameter quantity of student model

Layer(type:depth-idx) Param #
StudentModel : —
ReLU:1-1 —
Linear:1-2 7850
Linear:1-3 110
Linear:1-4 110
Dropout:1-5 -
Total params: 8070
Trainable params: 8070
Non-Trainable params 0
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Fig. 5 Comparison of 50 rounds of SD1 and SD2
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Fig. 6 Participant node experiment
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Table 5 Model structure and parameter quantity of BN
Layer(type:depth-idx) Param #
BN_Model: —
Rel.U:1-1 —
Linear:1-2 15700
Linear:1-3 420
Linear:1-4 210
Dropout:1-5 —
Total params: 16 330
Trainable params: 8070
Non-Trainable params 0
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Table 6 Average accuracy of training for different model structures
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Fig. 7 Comparison of three groups of teacher networks
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Fig. 9 Comparison of output results
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