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Abstract Unknown cryptographic protocols are widely used for the secure transmission of sensitive information,and reversing
cryptographic protocol is of great significance to both attackers and defenders. In order to efficiently reverse complex crypto-
graphic protocols,a cryptographic protocol reverse method based on information entropy and closed frequent sequences is pro-
posed. The information entropy is used to distinguish the plaintext and ciphertext, and the closed frequent sequences mined by
BIDE algorithm are used to identify dynamic fields and static fields in the messages. A length field identification algorithm is pro-
posed. It slices the message.and compares the sliced field values with the set of length field values to achieve various forms of
length field recognition in cryptographic protocols. Heuristic strategies are proposed to recognize the semantics of key fields inclu-
ding the fields specific to cryptographic protocols such as encryption suites and encryption algorithms. Experimental results show
that the method can effectively identity fields and extract the formats of cryptographic protocols, outperforms the existing me-
thods in various length fields identification and semantic recognition of key fields specific to cryptographic protocols as well.
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Fig. 1 Diffie-Hellman Key Exchange Reply message in SSH protocol
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Table 1 Common kinds of ciphertext format

% 7l i
[Keyword][ Ciphertext ]
[Keyword][ Plaintext][ Ciphertext ]

N
[Keyword][ Length][ Ciphertext ]
[Keyword][ Length][ Plaintext ][ Ciphertext ]
. [Keyword][ Ciphertext ]
EEN

[Keyword][ Length][ Ciphertext ]

Horp, Keyword R 3 # s G # 5 Bt , Ciphertext {3 % 3
3, Plaintext AR B 3, Length AU Bl 5 Bt
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Cipher Specs Length  Challenge Length

0x0000: 8082 0103 01 00 69 00 00 00 10 OO 00 05 00 O

0x0010: 04 01 00 80 00 00 02 00 00 08 00 00 14 00 00 03
0x0020: 02 00 80 00 00 01 00 00 15 00 00 06 04 00 80 00 X
0x0030: 00 16 00 00 17 00 00 33 00 00 39 00 00 19 00 0o € Cipher Specs
0x0040: 3a 00 00 1a 00 00 18 00 00 35 00 00 09 00 00 Oa

0x0050: 00 00 1b 00 00 2£ 00 00 34 00 00 38 00 00 32 00
0x0060: 00 13 00 00 12 00 00 11 07 00 c0 06 00 40 03 00
0x0070: 80 00 00 ff99 0a 51 b4 ce €2 b8 68 98 1c ¢5 db
0x0080: 32 c¢d 02 31

Challenge

[l 2 SSL il ClientHello i 3C

Fig. 2 ClientHello message in SSL protocol



328

Computer Science THEHLEIZ  Vol. 51.No. 3, Mar. 2024

* 2 KERTBEMNAAEEX
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Fig.5 Information entropy of each byte in Diffie-Hellman Group
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Fig. 6 Information entropy of Encrypted packet messages
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Fig. 10 Certificate message in SSL protocol
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Fig. 12 LengthValue set of ServerHello messages in SSL protocol
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Table 3 Characteristics of key fields in cryptographic protocols
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Table 4 Composition of dataset
ok A WXHE LiE
X - - . - -
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Fig. 13 Field partition in Encrypted Application Data
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Table 5 Comparison between the field identification results of RAECFS and SPFPA

X # X RAECFS SPFPA
Protocol D(e) D(3)D(e)
Key Exchange Init S(2)D(3) (1 D(16)S(2)D(e)S(2) D(e) S(2) D(e)
SSH Dif fie Hellman KeyExchange Init S(10)C(128)S(6)
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2/4 S(17)C(32)S(32)C(16) D(e)
EAPOL
3/4 S(17)C(32)S(32)C(16)D(2)C(e)
4/4 S(2)D(2)S(76) C(16)S(2)
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Table 6 Identification rates of length fields
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Fig. 15 Length field identification for Encrypted Application Data
message
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Table 7 Comparison between the length field identification results

of RAECFS and SPFPA
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Fig. 17 Results of semantic recognition of messages
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