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CheatKD : Knowledge Distillation Backdoor Attack Method Based on Poisoned Neuronal
Assimilation

CHEN Jinyin'"*,LI Xiao' ,JIN Haibo' ,CHEN Ruoxi' ,ZHENG Haibin'? and LI Hu®
1 College of Information Engineering,Zhejiang University of Technology, Hangzhou 310023, China
2 Institute of Cyberspace Security,Zhejiang University of Technology, Hangzhou 310023, China

3 Chinese National Key Laboratory of Science and Technology on Information System Security, Beijing 100101, China

Abstract With the continuous performance improvement of deep neural networks(DNNs) , their parameter scale is also growing
sharply,which hinders the deployment and application of DNNs on edge devices. To solve this problem. researchers propose
knowledge distillation (KD). Small student models with high performance can be generated from KD, by learning the “dark
knowledge” of large teacher models, realizing easy deployment of DNNs on edge devices. However,in the actual scenario, users
often download large models from public model repositories,which lacks the guarantee of security. This may pose a severe threat
to KD tasks. This paper proposes a backdoor attack for feature KD,named CheatKD, whose backdoor,embedded in the teacher
model,can be retained and transferred to the student model during KD, and then indirectly poison the student model. Specifically,
in the process of training the teacher model,CheatKD initializes a random trigger and optimizes it to control the activation values
of some certain neurons of a particular distillation layer in the teacher model(i. e. , poisoned neuron) ,making their activation va-
lues fixed to enable poisoned neuronal assimilation. As the result,the teacher model is backdoored while this backdoor can resist
to KD filtration and be transferred to the student model. Extensive experiment on four datasets and six model pairs have verified
that CheatKD achieves an average attack success rate of 85.7%. Besides,it has good generality for various distillation methods.

Keywords Backdoor attack,Deep learning, Knowledge distillation, Robustness
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4.1.4 stk

H X FKD &% 5 17730 19 % 4wk e 4 A SOl
LT BRI E 7 ¥ /E R CheatKD [ 4] 1L 8 3. H i, Bad-
Nets s a5 542 15 T 5l Jr s, BAE 2 B8 T 2 Ik 5%
BA BIFRIZ ALY . 5 CheatKD #5 8i iY BR 1E Bz BE 2501, HT-
BA(Hidden Trigger Backdoor Attack) #1 LBA (Latent Back-
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A0 s LBA KA 200 5 A AL ) v ] 2R SRR B R 7E — R
HJG T e S h R LA B . ADVKD £ J5 I 8 o
I T HIRZE 0 A X T RE S o0 S AR AR R R v A R R
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D HTBAPY f F— A~ Bl /4 firh % % , I 78 FR 4F =5 o] I
A A fih & 25 DR A, (i rh R 4 A 1 RR AR AT B 320 H AR
FEIREA e 245 45 A il e 2% 1 R AR B0 R 00 O B AR 2
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Bk, N T M e FKD df s <5 115 387, 3T 7E
CheatKD H 5785 A i & #5 1) B A 76 18] 2 40 A o B 5 14 47 AE
LTI BT H AR AR

2)BadNets"") ; BadNets i 1 7EFF A (14 B ML A7 B IR 0075
B WG AR, 7 T A B P R AR AT L E AR 2R AR A 5 B R R b R
BEAR L T 5 B A TR 78 Sy AR o 3 I 2R 4 A LR 4 I
SR RIS R IR 1],

3) (LBA)™Y  AE 5 25 fu] v LBA JE AR AL filh % %% . i 15
AR S TR A D R AR L AT BB 20 . (W) B, 78 DI 2R 00
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EPRAFRAE
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JEAR LK i A R AR TR AR Ry B0 ASE TR g A i A TR A SRy 2 A
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AR, LR LRI, ADVKD A DL /2 H A 48 B0 % 5 35000 A5 1
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e i PR ASE R A 00 3 K4 A b A o A 3R R T ol A ROk DE
CheatKD, Z¥E# b, RATE L2 R 0. 001, F MM
LA ER 1A ABE300%, E4.3WZIFME
B, 25 0 R iR U B, BN 43 S Al WRN 28-4 5 WRN
16-4 FE b 2 #5570 5 22 /B R, 48 CIFAR-100 %4 4
AT

T AL CheatKD (1 P BB A SCAH FH 2% A 180 80 76 0 3 4
P45 L B YU HE B R (Accuracy s ACC) AT 5 A T % (Attack
Success Ratio. ASRME RN TEM FE4R . ACC FEAR KRN .

o

_ TPLTN
ace=T0L @
Hr , TP HEAMAEAR R, TN FEPAMEEAKE . P+ N
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ASR A LLRIR R
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4.2 ELWHER

4.2.1 CheatKD # 4 2 W 5 47

A T UER] CheatKD i) 32 BRI o M fiE , A SCfH A CheatKD
FE A A AT A B0 48 1 4 Fh 00T 2 A B S 3R AT T R E
SH . W F X R R B R R R AR 2 h L R
AT 0T b B30 1ok AR 92 3 194 e KA1 ok A 4 MG % L BV R i
PERE . 4T CheatKD, 30T HE 5 H 00 52 50 1Y F- 349 {8 o A 1t
Hordithhe ., S gs Rk 2 i,

IS B 45 B AT DL Y, CheatKD B9 X 7 #: BB G 38 48 T
B B T B AT B A B9 1 B (State of the Art, SOTA),
BRI A8 T M 83, CheatKD ¥ 5 HUid 7 =4 20%
W PEBESR T . I = HAS T 90 %0 M RE 4R T, I Ah, HTBA fiff
FAGLE A2 B3 P B0t PR e G 4R T+ 2000 A 4D, BRI
6 Gt ol o M BB AR TH RS AR 1K 0 PR ZE A8 AT 55 19 s
AT CheatKD, HTBA B3k K AR (R B3k (Y 24 1 B0 76 £
1E55 W R L — @ R TR, FRRE S RAE SU LA,
KRR 5% . BadNets 52 55 25 9 R 3 A, 84k 1) 20 &
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BIIEARBT 10% ., LBA B¥H MR BALF CheatKD, {2
G e+ ALK Oy s XOR O LBA K fil & 2% 5 A5 AL Y
MEZERREREE R, HFMRE T — & M5 TR AR,
ADVKD ¥ B fi: T BadNets, # % F H fill xF b 5 2. 58 1

JEPR T RE SR TEHE LS 1T RS AR . ADVKD i T i 45 8 27

STREA B4 T I LA R BT UL 5 ) TR ST T R A b B B

H 3 AR DU TR AR AR Y S PR ARG A ) B S T 5y 16 % L
ST B AR

# 2 CheatKD 5Xf HEIATE 4 A EOEAE b M B0E 2 4 25 21
Table 2 Attack experimental results of CheatKD and baselines on four datasets
— Al #FHER TRy ETHFEEBME ACC/%/ASR/ %
o i B ACC/ % CheatKD HTBA HTBA+fr & £ 1t BadNets LBA ADVKD
a 80, 742 79.4/96.1 78.5/22.3 79.4/34.6 80.1/0.4 80.1/74.5 78.2/5.4
b T 78.3/90.1 75.1/25.6 73.4/31.2 79.1/0.6 79.6/72.8 T77.4/4.2
CIFAR-100 ,
c 5. 541 83.1/99.9 82.6/24.5 80.6/34.3 83.5/0.9 84.5/76.4 83.2/3.3
J. 0
d 83.2/100.0 81.6/23.6 81.4/30.1 84.3/1.0 82.4/77.8 82.8/3.9
a 98, 12 100.0/92. 6 98.5/16.9 95.6/40.5 99.5/0.6 99.5/74.1 99.7/6.4
b . 100.0/93.5 96.5/24.6 98.2/38.1 99.1/0.5 100.0/75. 4 99.4/2.8
GTSRB :
c 99 041 100.0/94. 8 97.5/24.5 97.9/38.1 99.1/0.4 98.5/70.5 99.4/5.1
d T 100.0/95.5 96.4/22.3 98.1/34.1 97.1/0.7 100.0/78. 4 99.9/3.4
e 80.2+2 84.2/53.3 82.5/13.4 83.1/28.6 82.5/0.5 83.4/49.0 83.4/0.9
ImageNet-40 -
f 81.3+2 84.1/55.3 81.9/14.6 81.5/27.4 83.4/0.4 83.1/50.1 82.5/1.2
e 99.0+1 90.4/75.8 82.4/14.2 85.9/25.4 89.9/0.9 90.9/70. 4 89.4/1.0
Flower-17 -
f 98.8+1 95.4/82.3 92.9/17.5 95.1/21.5 92.9/0.1 93.4/80.1 94.4/0.5

AR SCIN A L CheatKD BEiA ] SOTA 18842 K 4 CheatKD
A5 T 0 T R G R 0 R o A A RE 08l i o
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Mot BAORYE FATH — 3 b 5 & R A S 1] 20 A
WRN 28-4 W1, I I 3 (3) 158 Hh 30 Ui A 8 ) 52 2 v 45 4 4
LU R . SR R 7R ZUOM AR A ) vh 82 )2 op, 20 e o
P B TR 28 T I A0 R M I A1 . TR 5 T bt S O 55 0 365 B I
T — A~ AR R RS 2 (3) T8 M 2 A S e g 2 %
AL ORI ME . 45 R R 8 S A AR Y 1B 2 20 K i R A7 A
— AN BRI B 26 5T X TA], DX JE] PN YR8 I8 9 45 R 1 B AR
X7 Ui W CheatKD By J5 7 0] DLl it FKD i B2 4% 3% T ok,
I e 2 AR AR | A 3 M 22 00, B CheatKD B9 % 177 15 0
PG B 4IRS E N

M CheatKD &A% 48 48 528y B0 BOR K & L Ss 48
RF &80 CheatKD PR, 1£ CIFAR-100 $i#i 45 F . Cheat-
KD #3537 100 % Bt i 3, P8 ASR IA ] T 96 %,
RS2 B AR A Bk 8 R, ik B T 90 %6 DA B R il T R,
16 GTSRB %d £ I , CheatKD B Xzl 1 A 3 6 K K i B 3
H = ASR FIEAK ASR {UAH2E 2% Fe Ay . BRI &, 72 /ML
MR AE CIFAR-100 Fl GTSRB I, CheatKD 3 ! T 38 K
RIBcd e BE . S/NELAR B 4 L A R BLAR [ L CheatKD 7 K
P ECHE 5 ImageNet-40 F1 Flower-17 | #J3F1) ASR Uik 3|
T 66%. 7E ImageNet-40 $#% % I, CheatKD B 2 if; 1 A& %
AR HAE S ASR A S T 54 % . Fe i ASR AUH 55% .,
5 CheatKD 7£ ImageNet-40 %5 4 & /) 2 8 M b, H7E
Flower-17 B4R 4 LR IA AS/NGET, T ASR K5 T
78% . fx K ASR ik B T 82%. B ffi J& fx L M ASR
(75.88%) , it & K T CheatKD & ImageNet-40 ¥ 454 1 #
& K ASR(55.35%) .

BEAh  Cheat KD 7 R HLAS B4 4 vh F SR A FR AT A T
PR TT i 2, R [ RUSE B TR /DN 9T A & 19 i 7 2 B o &
FORGH B R AR AR 5 5 B2 hE X 4 T B AR A 2 T G

HER7 R 25 3 J5 TS R A 56 SR IR A S 3K
CheatKD 7E2# A R 1 /) B L AN

N T i — R AE AL FRATAE ImageNet-40 5 4E I,
DABSHE 4R 0T 904 1) P S8 B 1 S 240 % CheatKD #£47 T 3
AL, T RETE AT b R Wil CheatKD By X i 75 8 Bifi %X
it A B0 B AR Ak O & FRATT R A S 06 HOHE 1 T Y (B AR R
AR TR K 3 B . Bl BOUE RSB E kg
Jin, CheatKD (9 3 i P AB 2218 BEAK . AT LT OL , 2 Fh 2 4000t iA
F)— 2 A5 H BT, CheatKD #f 3 28 X AR 78 1R AT 55 19 B .
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Fig. 3 Effect of large dataset classes on CheatKD

4.2.2 CheatKD #9:2 A %
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1) FE0 U A 700 -2 A 00 235 ) 22 5 S 6

9T UE O 2 A B 22 B A CheatKD (95 i , 3% 7]
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TR (i 2 A R Hp T B S A R, A R R M A A R Y
Sy Z BN T B T PR L 20 T A AR 45 g i A AL e s
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PO BICAE R B ARG 1 2 A AL . RV L TR X T4
FRH) ELERAL, CheatKD #EA R IF M UGEPERE. A S0k
#4 CheatKD N HI B 3E B 2% 2 (137 5 b % i CIFAR-100

BARE NGNGB ER £ GTSRB ik 4EF . HF0T
ASR K IHAR B3 2 65. 08 % » LA AR T A g B IS B, H: 2 A A
HIW K IHE B 62. 02% Y ASR,

# 3 CheatKD F£E AN [ #0254 %of b 19 g it 32 3

Table 3 CheatKD’s attack performance on different teacher-student pairs
%
B xR B AL A ACC ASR F A ACC ASR
T E WRN 28-4 WRN 16-4 96.7
38 WRN 28-4 WRN 28-2 92.9
. - 80. 1 99.2 —_——  79.7 EEEe—
R fo WRN 28-4 WRN 16-2 90. 1
gl WRN 28-4 ResNet 56 93.5
% H Pyramid-200 WRN 28-4 95. 6
- 5 99.6 —————— 83.4 —0
¥l Pyramid-200 Pyramid-110 92.3

2) FKD 22 57508

BATEAE T A F 9 FKD J7 ¥ 4 CheatKD BEAT M 1% .
HT A A4S FKD 3k 813 5 M B & ek, 3 4 P i
ASR $HEHR 3 R SLH (.

F 4 BAF FKD Jy ikt 15l i 6 6 i
Table 4 Robustness of existing FKD methods to backdoor attacks
(%)

FKD ACC ASR

ATL7] 78.6 94.5

COOFDL35) 79.4 96. 1

FSPpLso] 77.6 90. 7

ABL38] 79.0 98.5

M 78.6 94.9

Bi%E FKD Jy ik YA F] 2 LR BE AL Ay ASR B & AR L H
ST 90% ) ASR 5 F] T 94.95% . {HMIT A FKD
TSI S R L BARIUAFE 1 FKD Jr ¥ 7 DA A7 20 A5
R FEAE 55 P RE L (B AE TG B B 09 5 1 B0 B A R BN A
Jii 47 FKD J7ik 24 AE AL, - ASR 35978 90 % L) I
4.2.3 HmREk

ANATHEAT T ST 8, DA A A 0 S PR .
Baseline J& BadNets, 455403 5 Br %, v LAF H 6l 55 &
PIOLEAE AR (3. 2.1 /N BRAF T B R Y Bk (48 Tl i
20%6) o YR T RR A 0 15 0% R BOHR A il & 2% (3. 2.2 /N,
HKOOWKRE T —& Mt R THEBE 15%). B HY
Xt 180 & e — 5 R T 2 i 4R T R T e A
ARG R IR AR AT 55 R . B 2 AR X F R
P e R BT A R, 45 A A R A B A A
A MH 1 CheatKD T M A8 B #1127

#5  THESLE
Table 5 Ablation experiment
Baseline + L Btk +loss
ASR 0.3 20.4 15.4
Z 5 — +20.1 +15.1

4.2.4  BHABME B

AN L M AE CheatKD MY #8250 o A HE M 20 10
AN B Ko 2 58y 1 5 W 2 AT 43 T AT S o0 & 00 b X 2 R AT
piirE 2

D @SS

TS I WL P28 T T S B R R AT B S 4 6 iR AT

T ORI B S R o T R MR 2 0 IR A T (.
TAEEEM LT P MBS E PR T 5 MRS, H
1, max, min Fl mean 43 5% 5 0 B A 09 5 RAA L e/
EMBE, LIS R 6 Fro,

F 6 HSE O MY BURE
Table 6 Sensitivity of hyperparameter &
%)

8 ACC ASR
max 41.3 10. 8
(max-+min) /4 78.8 90. 6
mean 79.4 96. 1
(max—+min) /2 78.8 87.6
min 39.4 59.5

LE LR B L6 ML T ¥IMH . CheatKD Tk &R 8 f1
75524 6 B BUE N I I, CheatKD W53 T % 4E 19 B0l 5508
M6 Y B A 5% K AE A /NME B, CheatKD A Mo 280U % 22
AR B M e 2 R . SRR, TR R — R
G B4 A% i BB BT R AR S R AR A AL JZ T B AR e
K IFRASECF RSB ACC # ASR | I HERE T .

2) TR T

AL T LT A 1A =1, 5k 1
JF 3k MBI T — A ] 8. B B 28 7T 1Y B8, 900 A
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TR ASR 5 B M 2 Ju RO B H RO 6 R L SE I 25 R A
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Fig. 4 Sensitivity of the number n of toxic neuron

TE—EREWN,EEFEMEITTEE n 3G, 2= A A A
i ACC 5 ASR I W RAEAL . 4 n BUEAE X E 1,9 T,
CheatKD 3 i P RE £ A7 — & 2 BE A 2 AR (B Ik i T
HEBE R . Y o (BUE M S 9 B, CheatKD By B0 M BB &



358

Computer Science THEMLEL2  Vol. 51,No. 3, Mar. 2024

B n 038 01T 3% 45 W A6, HL G 2 A BRRAR B ) 1 i th AT 1

B, M on B BCE M T 25 B, 2 A B Y M BE 4 0 B
TR,
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Table 7 Effects of adaptive defense on CheatKD

N CheatKD NAD
FAMA — : - -
ACC ASR ACC ASR
WRN28-4 90. 2 94.1 30.2 27.9
WRN16-1 91.2 95.1 27.2 24.9
ResNet56 92.5 94.5 31.4 30.4
ResNet34 93.5 90. 8 29.4 25.4

A R ) 52 G 5 5ROk B, NAD AT L% 4 46 15 /) Cheat-
KD, BAER fRAN ARY f ME et B TR . AHEUME L 452 A
B ASR 5 ACC T R R IR B L, X 817 /& 1 24 CheatKD Jir
PR R TR S L B NAD 78 3848 5 17 6 1R i, 2 1

BB IE H VERE
1.2.6  fRARETAMK
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Fig.5 Samples of triggers and toxic samplers generated by

CheatKD on four datasets
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