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Abstract Analyzing intrusion intentions and penetration behaviors from the attackers’ perspective is of great significance for
guiding network security defense. However, most existing penetration paths are constructed based on the instantaneous network
environment, resulting in reduced reference value. Aiming at this problem, this paper proposes an optimal penetration path genera-
tion method based on maximum entropy reinforcement learning, which can capture the approximate optimal behavior of multiple
modes in the form of exploration under dynamic network environments. Firstly, the penetration process is modeled according to
the attack graph and the vulnerability score,and the threat degree of the penetration behavior is described by quantifying the at-
tack benefits. Then,considering the complexity of the intrusion behavior,a soft Q-learning method based on the maximum entro-
py model is developed. The stability of the penetration path is ensured by controlling the entropy value and the importance of the
reward. Finally, the method is applied to a dynamic environment to generate a highly available penetration path. Simulation experi-
mental results show that,compared with the existing baseline methods based on reinforcement learning,the proposed method has

more robust environmental adaptability and can generate higher-yielding penetration paths at a lower cost.
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Table 2 Host vulnerability information

Host CVEID Score CVE Description Published Date

Plugin is vulnerable to

H1 CVE-2021-34631 8.8 . 2021-08-05
cross-site
Plugin is vulnerable to

H3 CVE-2021-34635 6.1 reflected cross-site scrip- 2021-08-02
ting

e _ Vulnerability in the ora

H11 CVE-2020-2569 3.9 2020-01-15
cle DBA component
Allows unauthenticated

H13 CVE-2020-2687 4.3 2020-01-15
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