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Census Associated Multiple Attributes Data Release Based on Differential Privacy

YOU Feifu,CAI Jianping and SUN Lan

College of Computer and Data Science, Fuzhou University, Fuzhou 350108, China
Abstract The release of unprotected census statistics carries the risk of revealing residents’ personal privacy information. Census
data protection solutions based on differential privacy have received substantial attention from researchers. Existing methods ad-
dress the consistency constraint among geographic regions of census statistics,but associated multi-attribute data with more com-
plex hierarchical consistency constraints face the challenge of being unable to build in a single hierarchical tree under existing
methods. In this paper,we propose a differentially privacy method for optimally consistent release of associated multiple attributes
statistics within census regions,which can achieve efficient release of statistics with complex consistency constraints. Firstly, the
consistency constraints among the complex associated multiple attributes are divided into relatively independent and easily solved
multiple consistency constraints. Then, based on the structural characteristics of the census associated multiple attributes data,
mathematical analysis is used to further optimize the efficiency based on the existing methods. Finally, the optimal consistent re-
lease is achieved by combining the approximation method of the multiple consistency constraints problem. Experiments on real
census datasets and synthetic datasets show that the proposed method can outperform similar methods in efficiency performance
by one to two orders of magnitude while maintaining the same accuracy as similar methods.

Keywords Differential privacy,Privacy protection,Data release,Consistency constraints,Census

AN NBURAT B0 B H0E 22 i A H 5 A A DG B Ab 2RI S

1
5| RIR DR BHEEEZMIEA gt aif. Hik, Ao

i

N 2R 2 A I B4 [ T SR AT R AR L T BORE Y —
PR AR BT s . NS A4 Dy A [ AR A O B A9 32
SIS 2 I [ 0 9A A A IR AT N A
ok B A A AT M B B 43 BT O T R B A3 A LA i g
17 B SO AR B 2 BB 2 AT B T S8 e N T S R R N SR
R R EEA DRI I 2 S L Bl E R A TF Ak & % R
MR o T A B A A Y S B R R A R AU
BHERENEITS R, EADEE D, REINELE K

FH5 H I .2023-01-02 iR 1& HIH.2023-04-26
WG VE# 22815 (jpingcai@163. com)

BRI EAT S NRAA L T BV AR R, kM
RARF AN DA SFB ANRBMME . LIEEW
N B A R4 & A o8 B, 7E Dinur #1 Nissim B9 5 g 7
TR EE O AR AE 2000 4E I 2010 4E BN 1 2 b fifi
FHB R AR R G T/ w i . B A Rk 2 T
WL AR o3 2 4 B AR Y S B A 45 ) A | [l kA A, 2 5 R RD
SRR T B e R A0 A RO I 2 4 A Rk
P B RA R 4P S it DR AP J RS AR AL L.



JUHESR 45 B T 22 00 B AA IO N 1 3 2 OCHK 22 i k40 4 A

369

25 BORME R B & A R T A BRORA IR P B R IR TT LU
HEAR fe K 5CHRR 1Y 25 4y Bl i A5 B0 2 vk ik ), %
W B T YR IR BB AL G B Ry B Y JF BLAE A% Y B RA
SUF L BRAAMES KT BB LA fh . 78 56T 25 43 leURA 19 B 4
RAT R R S5 i — B 2 R R A B T I A
240 R B3 S AR A TR R A 4 SR S e — B0 24 R ) - 2
K ARG H R BRF = X 254 s PrivTrie™ $2 i T — Fpid
F AT 20 45 4 1) Bt — B8O AR 7 ik, B AE 2% (36 1 bR 00
TR A R RS A B A YT R B Y R 5 3
F A= B Y GMCT T R, o 280K 40T 38 W 25 4 b 1 o £ —
B VA KA T v S B AR R ORI — B0 24 of I 1 2 AR A
wH%E,

e D B A R 1 B R R 3 R 25 0 TR
A RLF (M BE BB T R T R EEA DS E /T
2020 44 [N 71 2 v gl B T 2% 43 B A B R X B HiE 0k 1
BRI U e N 05 A B kA v 25 43 BRRD 1Y O T
FEE g D ks ik FERE TR BT 2R
PRI — R Bk R G T B 0 A i R 0 e T O A Y
AR 0 — B2 R ) B, AR E SRR A O
BCHE AT P O 3 BT AT AN AN G i b X — B R A 1T
i 0 U e PN T80 R AR N D B0 B e i i IX 2 A R 1
BN RO Cn R AR Lt AT B . BA— @R A8
[ AETE SR 22 W SR A B R SIS T A — R, e —
J& PE AT L TAE A E M CEE . AT L 5 4 ¢
YK 4 T8 N SR I 2 B 1k L 5 2 X N AN 1T T B o ok
REZBYEEIE . 25X 27 CHT , S £ 8 M BUE 1) 1
— B R R IR e S5 TR 4% IR AT B A B
$2 S XK 22 T VR B A 2 2 BT, BT I R F 2 R 1 — 3K
PERAG 7k e vk S T O 2w M SR 1 — Bk &
fii . SCHR[ 12142 T 2 8 — B L o) n) B 8 38 U7 vk, 2 @
IR KL 2 1T DUOKE ST 2% 0 2 Ok — B0 29 FR 40 S AR
B4 J22 R AR 45 L 1 — B0 24 R, A8 2 1 DG B 22 R O Y —
FOPE A TSR T ARG Ak SRy i )2 W 5 A B A 7 ) SR A
WRE R, MAELZE-BHEEL D REZ RN ER S
A KSR A L B2 R 0 R Ay 1 GMCT i nf DA A
TE T R80% PR I 3 T 2 R DG TG 22 T P O 1 e 2 IR
AT 3E— 25 SR AR AL

T UL EAHr AR SE T 25y AR T i A 5 4
S 2 T8 Mk B K A ) R, 5 BT OCEK 2 )8 M B R R A
ZE— BRI KR e L R R 3T GMC )y
PR T 1) PR R vk FGMC . I 78 FLSE MG i
WA L EAT T BAIE

AR EE TR T .

1) S0k 22 M B Hp A 2 10 2 ot — B0k 24 B ) A )
53 R AR kST L5 SR 0 2 R S R L ) — B 2 T )
B, T8 A 6] 1] A A IR L B SRR R AR AT L IRD R Y e R R
ST 2 B AR A G AN A A I 2R
P AR T A T R B

DM T —Fh I 2 R MU 12 RS I IR

—BUR A 19 PSR f# 5 % FGMC (Fast Generation Matrix-
based Optimally Consistent Release) . i# i 43 #f GMC i3
o AR A OC TR 22 J M 0 ) R AE L D e e A B E S R

3)TEH TN % A Hodfe 4R oA g 45 b2 T SGHIE T
FGMC myERE I 4307 7 2 5 — B8Otk iE i F 7 B AR o
AL AR LI, LR LR RY]LFGMC 5 Rk A
AR IR 9 4 2 e B, BB E BE 19 R, FGMC 7 T A7 1§ &0 T 4T fig
A IROR R,

2 MXTIIE

E 22 53 B ANECHE A0 J5 T, Hay 585042 T 2% 7 2 Om
SER 0 24 PR A B U5 vk A RHR T R A O . Qardaji
USRS AT T 2 SR FE O L S BT R I N O 1 e B T
LY LI AR PR Bk 59 . Ding SUYWISE T 245
B AL T 5 T 25 4 3% 0 B0 37 D O 3 5 X R 7S A B Ak A B —
BOE Y 1 B T RO ST O R RS B . L TR T — A
R JHA ) 43 B 18] 2% 22 43 B RD R Y LA 90 69 O B DAWA,
Cormode %M BFFY T i B 45 4 2% 51 0 5 ) Hodls A . BB
Zhang ZEM R T 43 X4 O 8 e RL TS R 4 21K TR 2
U i — 0 4 08 T BRORA DR AP A B 2 1 4 5 Shaham 551 41
HH T B TR AT L 0 T R K Bl Y 2 R A O 46
DA e 07 B B0 R A RS B 5 L S0 R T — o B SR
WIIR G 43 i 55 1 DP-HDAQT , 75 204 %% 45 X 48R F o #F 19
DU SR 43 A O 1 R AR A s R B RA B A R . Li AEVOT R T
S P HIL T R R D £k TE B AR R R 9 & A IR T, Mckenna
AR T — Fh 25 4 BRORA TR 4R S8E A i R Ak O
HDMM, R ] = 4k 48 BE AL A SRR T A i i iR 25, s i,
Cardoso 414 T o7 F T 32 S 08I0 T 1 X6 = 8 BR 161 38 A1 22
N TE BRI A 22 53 B AL E O Bl R A B k. Zhu PRI T
— PP 2R T B & A )7 % CompressTree, E T 4546 T
g3 2 H 77 RV 7 P 4 A DRL) 43 A gl 285 1505 43 TE 19 R
A5V A ORI T BOER R L B R TV R A oA 0 o L (X
T3 G X R B M R AR

TE—Bvk J5 4 B 5 H , Hay 55 $2 H A 29 524 21y v 3l 3
Xof 22 YR B T A A R IR A2 L — B B 24 A S SRR TR
W SO BRI R T L T M T . Wang % AE
A RO B TAE R TS TR B M A — Bk kA
75 PrivTrie (HE M LI R E T 2N E % HR L, K&
B4 BRSO T 6 BR8N T B AN TS IF RS . Lee S50 — 35K
PEJG AL IR R R N A 90 Ly /AL TR) 8, 45 6 W 75 43 A
PE BRI TR B G A L H B ADMM, A 80 T T & Ai
B {0 ADMM £ 52 5 g FH A B TH 58 1 4 0K AN 3 R R
Bt KA g 5.

H 22 73 RANHTE N A & Bl g A bR e | N D5 A
JRE AR T A AT T 3 R RS54 1) TopDown $i
IR HN FHTE 2020 4E RGN 38 2 e 000 3200 vk 1 S R
2 S L SR i M P T, AR R AR BB IR S5 R O BT
8 M BT — BohE S AL L R RAEARAR AN 2 BT,



370

Computer Science THEHLEIZ  Vol. 51.No. 3, Mar. 2024

) B R /N P X B, Kuo SFMY BFSY T AR T 22 4r B RA
B2 U N T A B B O B A T R B TR Y R
25 JEE S s 1 LA R R T A (R 0 0 R g A8 i AL G TR 4 22 4 B R i
PeIr % . Fioretto &M% “WRITHUL A Al A T 34— 2L 19 BF
F8 AR R AR AR o KRG 45 44 0 3 25 L BL Al  1E 22 10
SIS A N S BT 22 70 B FA T B9 & A HL R 52 5 17k A AL
T BB 7 1 R T A R R T b B AL Y DX I D Y R A
B — B RO R TS B — A B S22 P — R
TR BCR AT A RE B T T OC K 22 M B R A ) A

3 WEHIR

3.1 EHKET

Z2 5T BRAME Ry —Fh B4 T 4% T8 2k S L3R BB M ORIE
W& AR, B2 28 THEEmsh.

EX (e Z0BAY)  XTTELME— 40 4RI
AR DA D AR —ABEHLR % A D> Range(A) X
A BER St O€ Range (A /& LT 4544, W Bk iz 5 vk il 2
e 2B Fh

Pr[A(D)=0]<<exp(e) X Pr[A(D")=0] D
Ho BRRAR IR B R BRORA TR e e L 50 /0N 114 e RA T 430 7T LA
PREAL T w5 1 28 Ak o {0 AR X b 23 0 55 AU A9 AT R k. BRORA TR
B Ve TR Z 874

FE S BRI v B T L R 52 30 2% 43 B RL 1 — Rl B
AL 38 FH T 250 A 00 9 .

EIE VG ERIALH ) T D LRIBEHL R B £ %
B AW

AUD:fUD+JﬂpF¥j @)

€

MR AR e-Z 0 Bafh, Hh, Lap( - )RR BN H
LT 43 A 1) Bl AL MR 7 AR L MR PR Y R RO T RR R TR e AN
AR HURE Ag. KT AR E R BRFA TS, 4 5 HUR B B
s A R E 2 S

EX 2(& R R XFARERIEE D M D', Bl
PR f 04 4 Jmy ORS8N

Aq:gg§HjKD>—/<DUIM (3
Hpo e ok Ly, & RS A e 1 U
P22 B /N R AR — A5 SR, 4 T 2 0 SR B 22 AR Y I
KAE,

2557 B AL By — > EE B PE B S AL B R, T O 22 4 BR R
SV AL BRI G R SR AL TR

ER VAT HREBARD F—Fle-2%
SRR RN B W AR SR vE A B — A JE AL B D B Bk
M (D) = post (A(D)) i & e-2Z 5 BFA
3.2 SE—HUEHRAIAWIEELF Z

2 — P A R R T LRI A kB FIRLEL AR
A — B F RS S R 2= £ (O A DU 5,

EIE 20k BN EE T EN b E-FHERN
L) B AL A
i f % wee o fo £ (D) o))

Hp, x ARBWE S BREM I £ x i) =F(fix);st
FRRBNEGEBH B £ (o =Ff2)),

HR A # 2, 77 LANE 52 2% 0 & T — B0k ) 1Y B A SR i
o Al oAy St JF— 0k T 1] R A A AR TR LR A SR A
3.3 ETEREMNER—BERAZE

A W HE FE (Generation Matrix) & — Fl 2 O 5 7] 1 A 4H
W27, A A U [ TT LUK 2 R 2 1 — A~ S AR AT 0 58
RKBEAR T B 58 049 5 2= vk 18 AT DL FE AN i [ J= 35 285 440 11 1 150
TR AR A b a8 U B 9, AR L A T S R Y R R A R SRR
JE U E

EX 3CERARETD 8T e B BT HES 1 Al R AL
JER AT AUE N w31 i f IAUE R wie s A R
HiBEG, € R i 1755 j HIMCH g, (5 E X

Wi » 1=j
i = Wisf s > f (5)
0, otherwise

AR G — AT S AR BT 2 AR AU R
F14 A 0 A 2 S M — 11
4 BRFER

S A SR 9455 B SCAn 1 R

1 HSE
Table 1  Symbols description

5 7
x B R A x=(tys,m)
t Is%: ¢
s S E G 5= (st st s

A B AR S = G
st EREN LY SO R

m O G
. FINEMXBOFRALE IS RFMXBNE. X
' = (18" ym)
x %M, X =x+LapO
. B8 s = A 15 n, ]88 £ KRR, [n] =
(1,2, ,n}
P FIiNRBENE ] A X
: kA BB K H — B B i (2o sz sz
EA B2 KB A PL P PEOB B RO 42 3T
m(z) fﬁ,s;: 2 m(2)
zEH
27
7, % iRTH
u I, B R EFRARAE TN 01,2, ntn;
S w B R H R
o(u) O w xR G
F—HENTHR u« 5EFVTAREZFNZ,dw) =
duw o(u) — 2 v(e)
fe=u
d, BB EA—HEZR.d =2 dw
w=1
ACw) FTEuWNBEE
n; FiNBHEN S =]
k
n kA% a= 11 n’-:\m\
i=1
K TR R H A = BIE B Ay

ky FHREZ BT RNk =n/n N ky




JUHESR 45 B T 22 00 B AA IO N 1 3 2 OCHK 22 i k40 4 A

371

4.1 BEBENX
41,1 AOELZXRBLBRKBELS

TEN E A b A 51 DL Ol B R AR A FE I 4 AR RS
PRI AT E YRR R E B AR B g i B AR
VEIZ R B0 JE P S T8 P 00 JBU(E g 25 A 4320 dn P 310 Ja P g B
AR LM a2 2. B, BHEEAS T KEMN
A NS B RS UG 8 A DK SR AU P

FATTHE XA — A A A R R T — 0 s
BB R TG RAL R T HE XA RR
BIME B . OR300 B — 4500 SRAF % T 6 R R R Y A
5 B BEEME— PR UR R A5 PersonlD MiZJE R EA ST
S R AN RER B YA (Arery s Atery s oo JAtery) . INEE 2 T
G JE M 1 BE R o A0, R 2 WUE N 4525 o 4
R, LA, R BE RS T RENMARBFERE . Z2A
H %y I 2 8 MO & A T RAB R A% L iR R I A &
Bl A LA B 53 BT U AT A 5T R P AT A — 2 5 A AR RD
HH DG e Si A AN A B 1o 3 AR

2 k)R MEHUREE

Table 2 k-attribute sensitive data

PersonID Attr, Attry Attr,
1 4% a 4% a A% 1
2 4%k b 2% B aE 1
3 2% a 2% p %1
m 2% b 4K a 7% 11

F 2 90T UBEOE F 1A R 4k B et 4
FEN T A TR 2 R RO e A0 1 N A R B o A
IR B BT P S X 42, A 1 iR i Bl 3 2K
BR e B R AR, W 5e T3 BT R R0 5 2
et B0 A BUROILGE TR0 s SRR g Rk A AR T
Koy FEMGETE B A8 B 5 2B G0 T B s e a EAT kA B4R
PE AR B & A 9 B BRSSO B E AR 2 R g il 2 A —
B A A b — 3R L

L IX L 5h

aa-

aa-

aBe

— L
gt
—— ap
ba
R & HE=

Dy

it S

x=(1,5,m)

B 1 k-Jd PG T 4+ pl

Fig. 1 Composition of k-attribute statistics

N3 2 S I 22 Mk 00 A 1 SO LR 3 AR 4
S 3K A A X P T ORBOIE R M Gtk R K A
RIS R B AW T8 D 22 Atk ol DA 60 45 3 ek e
P4 e o DA TIE SRR B 3 T Y AT AT — SR SR AR TG TR K
i B DT A - BE AR B 2) W] M AT DA 52 M Ak B0 R B R
P4 3000 43 A I 0 LA B 3 A DR A5 HE A R0 45 9 [ IS
GE T B0 22 18] 0 — BOHE 29 R BRIEAS TR 2SR e 3T R 2 R
SHMTIE,
4.1.2 AvEd X5 EEHIELRF F A

HR—NUE A B RE R D, B A BN
SR 0 BAKH 0= [ IET D, 0BG m
SRGIHE R s, BB o Hh DO THE m Sl k dETK
HLid[nl={1.2,n} ,m FHNA G20 H E XL R 15
L RS R R AL W H= 112 [, JCLUJB R k=2, 53 28K
m=2,m=2 NP, HEEE H={(1,1),(1,2),(2,1),(2,
D)0 HHFRB—FHG 2= (210 vz 20,1058 « NE
PEES § AR Pi RIE S m () Ry kA T8 1 53 253 1
N PL P e PR GETHE s 2) KRG s Ak
5k A BHEST R £ A8 05 | MBI SR G E N s
A os=(s' ") RAUBE L IZ B IR K ST
EA A IE5E § N BHEREE j N RNGEIHE N s A =Gy
shamesh )33k AR BB T ¢,

m,s il Z A —BHEARER N

tii)s_’,v, for Vi€ [1,k]

. \ (6)
si=2 m(z),
€n

==

for Vi€[1,k1ViE[1.n;]

BERF A AT YOG IR 22 )8 MBI x = (oosom) o 0 G iz 3%
P47 BIL 1 A 80 0 P R

3@=x+1,ap(%) %8

FEN T K £ 8 M SR & A R, & R BURE Ag=
k2 o B ZE BUBECE 2 b R n /M BR AT — & il ok I 2 &l
1 RO e A 1 BU% kT4 G THE I BUE A 1 TS E0
A,

Wox AR — SO R, AT LD A S 2
B AT 0] Ry 0 G Ak A A

min || x—x1 .

* (8)

s. t. 2(6)

4.2 Fial@E &5

AR 1 AEC6) A A SCHK £ 8 1 Bl 4 A7 ) o
B — B TR R B R A B R U R i LU B R A . Cai
SELUR TR AT LR AT 2 B — B IR R R S SR A AN 5
TR — BOPE T )8, AR S 8 T 1 SR A e R R Y A
Pef . Bt WL, 7T LR I A — 21 4y KA IHE 5" #B5 M 4e
THE m ALK e I R R B — B 2SR AR 1D

z‘:Z:s’,
{ ! €))

si=2 m(z),forV;j€[1.n]
cen

==



372

Computer Science THEHLEIZ  Vol. 51.No. 3, Mar. 2024

UB MR k=2 Rl B 1 B2 BUE R {a b}, B
2 M BUE N (e, 8,0} S KRG AHE ', 8" S RORGETHE R
SBOR A 2 B8 0 PIARE R B — B AR C R

AR Q 1 Q .
s §

Jolgiogiolie
e GODOOO COOOOO

Bl 2 el o i T
Fig.2 Example of subproblem division

T X M A L AT LD R-JR E SETERE AY S AR R
KRG e WFARKR AT AR R AR E
W Z5 Y R F IR AR C R, e, A4 L7 7
HIIE 2k 3,

TEX ACN H ¥ A S0 2 s 1 B HiE A1 18] R - 0] 80D
WEAR R A0 TR 22 a1 B0 19 8 7 A x, = (¢h s om)  UDHE
Tl g, (x) 58 SO IR AR A TR)

min || x,—z; || »
X

o R Gt A

1o
s. t. #(9)
S B 2 FE X4, JE R G AR Sy LR i G AT A
lim (g, * =g % g1 (¥) (D

A e — B ) AR I8 T VR AT B AT R B
P LT 1035 7 G 15 £ A B0 K AR ) AL A S X G T
FEAR YR S B SR AR 5 L AL R o ) 445 L Y — S ) R AT

H SCRR L7 7T 0, R AE AT P =R -
xi=g (x)=x,—MM"'M) 'M"x, 12
Fodp M il 2 M =0 (92 B 1Y — et 20 B R i L
TRBAE X
L r=q
my=|—1. q¢=f, (13
0, otherwise

(AL CL2) SR ifp BRI ] 52 2% B2 SR O G ) o AN 1 K LA
I8 AR B SR R TR I T AR R — A N R A R O —
B R AT
4.3 F o) R E K R 75

TEN 5 SC I 22 T 1k B0 & A - [R) R, 5 ) G
BRI 7 & — M2 H8E S 3 AR U by 1R e IR
SUCEREE Z 2N MO BE ke THA n/n, MRFERESHOM . F AT
H AR R R GR 25 T, it — s s Bk, i 158 ll—
B F 7)1 K A Bk 22 o B T A U B 11 = )2 58 4 P g
THE A

GMC ¥k 48 £ T 2k U M i e 0 — Btk & A 5
(Generation Matrix-based Optimally Consistent Release) , 1%
S A R R R B K I 5 K B A D SR R L TE TR
U7 [ AR F) JRy 0 45 A4 F BT £ T S€ n i A B vk A AR AL G R B X
A TR 2 A 0 — B 24 I ) — R R R T R

BB 3OET AR B —BCRAT) 'y AR
A RO L T O v XN JE M A, MO R IR Y — B

PRI G T 0 A BUE BE S 4 v
mr.

v=y—M (G, (G;"(MTv))) (14)

TATET GMC B RIF N T, GMC &5 WA £
BB IR AR RE G RO 3 AR IR X (1O M B T . 3.
KX A fafie

y=v—A (15

WRIGH A MR AL IR PR AR I LR 4 A F 4 5%,
BY=M"v;p? =G "BV P =G 'BY;A=MBY ., T K
Xt A B B G REE FLL 1 4 %0 2 IR HEAT R T S5
R

A= BUE M G- 1Y i

BN 0€ RV UV SR A T AL 0=

WAL —BOR A v

Cky sk sky soeesky) s SR )G B ] bl 7 B A AR MR R IE 19 5 4,
TEOHT S RIS AR T X R B O AT Ry IR W0, =k — k1 /
(hy+1), 4.
0::(k1 3 %71,kz,k ,--,kg) (16)
BE RYE 0 A MMEFEGE R M,
JOFT,  i=j
=/ an
0, otherwise
a6 . A5
_ 3 _
1+(k.*k2+1)
oy VEFT
G— k, +1 18
k
—— VE, 1
L Sl 1 i
T WA G REXAEME—SAEHE. LRSS 34
E A .
ki
G =gw= 1+(/€1*/€7+1)
Gi=gi= vk, +1 (19)
1
Go=gin="—"
£ eS|
DBV =M"y

A M B B0 AR M AN — Bk, R AT 25 2R
LA

d=B" =(d,.d s +dy) 20)
by
JFHI2 d\=§d,c
HP® :Gf'rﬁm

MR 2R PR B R B gy AR R G Y
S ATER G A .x S T RE R FR AR IR 4 2 =G x 2TE x
Ly AR .= WA



AR T E0RAAM A O & L2 R MR &0 373
AT,/g,, ’ iﬁjnfﬁ,'\'i d()t+d\ o
L= (21> r ] 170
s (x;— Zg,,zj)/g,, , otherwise
e d d, , d
=J——Fk == ’ <<
BRI PE T 2.7 K Y A A= @X(r+wJ ISish (32)
o _di _d dy d d
S Em = (22) _ i (4o 4y :
B = =G, — (r +W), by 1<i<b by ko
i AT A i,
. dli/ezg‘, gif” d”i?«“ gnly” w=1+k,
B = - = . (33)
o s r=1+k, k&,
N AN GMC 78 7, L (053 A — A6
- G, - G, Fhy ok, MldiFEER, ETFRGDRX G AL T
d _@d — AN A S 2 JE MR & A Il AR AR i GMC B
T GY dGi—God, N
=—F 4 == (‘i e # FGMC,
r .Uy
dG4d BT TR U Y R — EPa K A (FGMO)
= @23 s
(;,Gj %‘J)\:X;sklﬁkZ
(1 X
AR SRS U R s ;
(‘f’;, P o P 1.%)]{1;44{:1‘1 u,m% U AT AE v(w
B = d (24) 2./ /AR —BE d A d
d”GtZItd . MR 3. for u€ leaf do
G.Ga 4. E<child(uw;
(3) — 1 (2)
DB =GB 5. d(w=<v(w —2v(e);//e€E
MR SRR &R WA RERE G fEEm

mdx SR 2 AHEE S A 2=G6 'x 2AEx BRI
e,z Wi

X/ gi s 1M AR T R
2= . (25)
(x;—gis. 27, )/gis» otherwise
MEAEYERR 3.7 AR SR,
dy G5 +d,
(2) 2 2
(3) :317: G.Gg :doG¢l+d.\
B G, GG} (26)
i PR
o o 4o diGitd,
ﬁmzﬁf TS8P _Ga T GG
' 8ii Gd
_i do d,
G: TG TGt @D
.
oy d

lerTeer e
B = (28)
M i R R

GGy
5)A=MB®
HEHE M RE Lo AR g .
o doGi+d,
— QR =20 Hd | M
A, =B Gic 29
i R AR
A :_‘883>+B<3>
_dGitd, | (di | do d. .
oo Heteataa) G50
i A RS R
d. | d, d
) — [ Y% s
A Br ((}3+(}?(}3+G‘;’G}) D

FATHERX QDB R G EF A, LTk ok, Fld

6. end for
7. U'<U—leaf-root;

8. dy<=2d(u")://u' € U Ry YA 5

9. IRAER (335 wor;

10, RAER 25T As

11. return X;=xX; —A.

MR B 1 RS R AL 6D , X Bk 2 )8 M BoHE x A
P75 AL UL (7)) A i e 7R R x G e 2250 RRA .
FGMC 7E x W 5Eal F AT T — 3tk e AL 3, i) FGMC(x;) =
post(x) . MR 105 B 7T 45 : FGMC i 2 e 25
g3 B R

5 KBWHERSHH

5.1 ZWHEBEBSHIESE

STuG (B B 2 3R 885 R Intel (R) Core (TM) i7-6700
CPU @ 3.41GHz,iZ24T W47k 16 GB. 78 Windows #:1E & 4
A Python S BiG H SEHLITE Kk, fELE—StkELEH,
WS 21070,

SOl T AN RO 4R L 9 1 2010 4R N 0% A I 4R
Census2010 FIBAEHLAE AL AY A B IE 4 SynData,

Census2010 J& 3¢ FH A 045 JJy & A (2 F 2010 4 43
N G ] 5 S 1 B0 48 L R VTR B SR /N TT 2 A X 9L B
AL M B0 5% T A — A~ XU S A {5 B DA R 7R 1% X S8 Rl o
HIEMA RN GEITEER, AT ER T Census2010 H
SN FBOR FF GRS 25 X Y 449814 480808 2R )5
BT SR AR 3 AN B AR SC R B TR
H G5 R P L I X o0 S S Sl R A 2], Cen-
sus2010 1, F A 7 AL M 2 a2k ER A
23 A2, LR 4 A FAE RGN B SR 3 A,



374 Computer Science THEHLEIZ  Vol. 51.No. 3, Mar. 2024
%3 Census2010 TEE M TEANE &L 4x10° | [ romc [ ] amc]]
Table 3 Details of Census2010 subset o
T4 B B R S E T = . —
Census_k2_nld e Ak 2X7=14 149814 § 2x10°
Census_k2_n46 [cZ NS 2X23=146 149814 M
Census_k2_nl61 LS S 7X23=161 149814 1x106 | Z
Census_k3_n322 MR AR E# 2XT7X23=322 449814
|
0
ST B A T MR 5 B 0R A R BE L 1R B AL A T — A “ 46&57\;@&161 322
##i & SynData, SynData H 8 4‘??&%%1’@&,)@@@ kR (o) Consus2010
~8, M n IR 2 IR EURE . O 28 ~ 28 AR — AN ——
w2 N i 3 VUL o Sepe 8x10% { [ | [ romc [ ] omc |
T B4 B 09 B A3 2B T O 10 BYFE R T SR o3 By 207
vk FGMC P A . BT A7 B0 4 19 0L 58 38040 £ 7 0 % ® o' ]
maz [BEHLA B Gmaz 76 1 5 500 [ AL 50 48 )5 38 o SR 0 ¥ o]l
5K e TR A RS . VA £ B 0 % 4 A, —
# 4 SynData BY3E4H1E I 0

Table 4 Details of SynData

T & 4% J& M % B R KA LA
SynData_k2 2 22 ~213 1210000
SynData_k3 3 23 ~213 1110000
SynData_kd4 4 21 ~213 1010000
SynData_k5 5 25 ~213 910000
SynData_k6 6 26 ~213 810000
SynData_k7 7 27 ~213 7X10000
SynData_k8 8 28 ~213 610000
SynData_k2s 2 101 ~107 7X100

5.2 EMIERR
ARSCR N R BB AT I (8] 2 8 — Sk i o R %
R IT MR RZE 3 D HEIR I 52 30 25
i@ﬁ*ﬁiﬁ%iﬁ(Root Mean Square Error) 7] DA 7 15 Fat A f£
e SR 2 SRR R .

*g(},‘*x;)z (34)
m 1

5.3 LWEREHN

5.3.1 J ik FGMC #9 iE 5 P B i
205 7 A [ 1 M 7 A o A 22 T — Bkl i b, il i

FGMC il GMC #E47 — Sk 4b 31, 4% J5 %t He RMSE 3% A4 58

B a5 AN 3 R A R .
! FGMC
6] | GMC
5 fro—
[ Z
1%
Sl
2
g
0 } ‘ i ‘
1 6 161 322
BA%kH
(a)Census2010
7
I \ FGMC
6
5
R4
1%
£
2
1
0

2 23 2 25 26 Z 28 29 zlﬂ zll 212 ‘2t13
Bk
(b) SynData
& 3 FGMC #l GMC fi§ RMSE X} [t
Fig. 3 Comparison of FGMC and GMC’s RMSE

22 9% ot 95 b Q0 oll H12 o513

(b) SynData

4 FGMC F1 GMC i3 AR5 500 H
Fig. 4 Comparison of FGMC and GMC’s iteration rounds

1 Census2010 il SynData H , RMSE F3% 18 58 SR f £5
— &, Al W, FGMC J& GMC B30 sS2 31,
5.3.2 HEES AT
W WA B FGMC 58 i — Ik — B 40 ¥ 14 fig

Census2010 Ja& PEECR 32 B0 BR 161, 5235 78 SynData_k2s I+
TEALRAMTA IR E RN 1L, LREERME 5 fin, &kttt
GMC il PrivTrie, f£ B 43 250 /N, GMC #4) 5 i B i 34 %€

A RS TE] 5 B g S TR IE PrivTrie A9 R BLE 4, {H Bl 25 B 43 2R 5K
HY3E I, PrivTrie (32 17 B 6] B 2 26 £ 38 i, 3 B GMC 19 4£
MR DUARBL L B R AE T & 20 5L B, RIF A FGMC. 13
28 F E N HBCAE T 4598 . FGMC T4 T S5 M 41 1A 1L i 1
BB 1) FF 5 L 76 GMC 19 36 iy L4 32 47 6 i) 76 B4 R0 T
— ARG, T LE BT B B P, FGMC #B e
A [7] I ## GMC F1 PrivTrie BIBCR K,

10 § [— FeMC 1
08 ] |——omc
" PrivTrie
2
g 107 4 4
ey
'g 10 4 4
& o100 4 E
i
107 4 1
107 " " r r " :
10! 10° 10° 10* 10° 10° 107
Rk

F5 FGMC HRZE5%AE SynData_k2s I+ B2 L
Fig. 5 Efficiency comparison of FGMC with similar algorithms

on SynData_k2s

e  BAVRIEE W Z AT 53— AR R 2 E —
bk AT A AR R B AR B, 43S FE Census2010 Fl SynData
FPATEZE B, RAA TR B E O 1, S A R Kl 6
JRR . 5 ESEAR B S A n T AR R 2

AR B AR AR 3, X R R FGMC ) — B0 Ab 28 1) A 3 2 %
AT ) A AR — B 7 S 2 4 o B T R L 2R

2% B0k 25 15— A PR 2 SOV HF R B9 35 15 J 0 K — 8
B B BN A AT — A R i — Bt A



JUHESR 45 B T 22 00 B AA IO N 1 3 2 OCHK 22 i k40 4 A 375

A—EERR/N N 2 E—BORE T R RN TAERTA TR AR T A — R R AR AE £ AR KKk
ke AP A — B FESE I b AR B S AR O i . AR TR kAR RO TR M R S T K

< —=— Census_k2_nl4 -~ k=2 —=— k=3 —— k=4 —~— k=5 ‘
81+ —=— Census_k2_n46 - k=6 £=T - k=8
T - Census_k2_n161
N N = Census_k3_n322 3
E-~3 - - by <
® 7. - pvs .
& — ~ 5
& ~
bl b o e
x - P i . .
B St N - 10 e -
. . - . - e
T - - -
5 { == —— -
5
0 1 2 3 4 5 0 2x10% 4x10° 6x10° 8x10°
FeAFIE RAaXK
(a)Census2010 (b) SynData

K6 ZE— i Tk AU o A s il

Fig. 6 Variation of the average iteration rounds with multiple consistency approximation

BLAE , FRATT 40 5K — Btk Ab BB % B 8 FGMC, GMC 161,72 Fpia 17 A 0] 3% 45 4 46, I A 2% SynData_k2 [ [

N PrivTrie kAT £ B —BUMEE L i B TR ), SCU0 25 R S5 R MU/IMEZE B 80 512 BE A 8, T LA 3],
WE 7 s, B SynData [ &5 S 7750, 45 25 F 2 AR 4 80 FGMC 935 17 i ] e GMC 4R 16 ~19 4%, 5 PrivTrie #H L,
FEAI , FGMC F1 GMC 1 £& 77 /£ e /NMA . BRI 76 35 B fw /NME U B 7 AE i P ROR R4 FEBCERAR /N R A5 B0 TR R A 2 L AE A
T o B4 S B A0, B A% 28 B T B 7 5 Census2010 | 14 45 LT FGMC & H PrivTrie B &4, B4 26508 8192 it
WARH X — LY B ERC 2 L B R 14K E 46 PR ISR 2 400 5L E.

i} ] /s

4

W

BATH /s

5. 3.

[F+—FGMC—+—GMC—+— PrivTric | [F+—FGMC—+—GMC—+— PrivTric | [F+—FGMC—e—GMC—+— PrivTric | ——FGMC —+—GMC—— PrivTrie
10* 10* 10* 10*
10° /’7/ . 0 w 10° » 10°
N N N
—,— g g g
102 = g2 = g2 = g2
Rad ‘\g Rud
i ) ! ey
10! 10! 10! 10!
10° L . 100 L, . - 10° 10°
14 46 161 322 0 2x10° 4x10° 6x10° 8x10° 0 2x10° 4x10° 6x10° 8x10° 0 2x10° 4x10° 6x10° 8x10°
RaXK RAaXK RaXK RAaXK
(a)Census2010 (b) SynData_k2 (c¢)SynData_k3 (d)SynData_k4
10° 1 w 10° w 10° w 10°
~N ~N ~N
= = =
10 E L E 10 e g 02— "
L SS—
1 Yw 1 Yw 1 Y,w 1
10 10 10 10
100 [-—FGMC —+—GMC—+— PrivTrie | " [-=—FGMC —+—GMC—+— PrivTrie | o [-=—FGMC—+—GMC—— PrivTrie| " [F-—FGMC—+—GMC—— PrivTrie
0 2x10° 4x10° 6x10° 8x10° 0 2x10° 4x10° 6x10° 8x10° 0 2x10° 4x10° 6x10° 8x10° 0 2x10° 4x10° 6x10° 8x10°
BARK Rk Rk Rk
(e)SynData_k5 (D) SynData_k6 (g)SynData_k7 (h)SynData_k8
7 ZE-BHEEIET FGMC 5 R FEMNECR LK
Fig. 7 Comparison of the efficiency of FGMC with similar algorithms with multiple consistency approximation
KN ) f—
3 HEAR R SERANIEL 8 MK 9 Fras, T LAE i, i 58, 7 Census2010 Fl

ASCBTT T R SRR A A R RS T . AR SynData BITA T, £t FGMC Ab B £ 4k SO A 8

2| AT NO-PP(NO Postprocessing) Vg H %f ., % J5 B AL I {59 RMSE; H: ¥k , Census2010 | (1 45 5 3¢ B RMSE [ % (&

P CT B (8 3313 B 390 L A PRAIE B A & T A AT — B0

FATRE 0 HE AT/ 5 3 J5 A SynData I 1945 R K % , RMSE

LG A B, S2ae v AR YR B FA TS XY Census2010 23 BUMMAR B2 BEE B MEECH 38 I im A2 5, i 2 R Je M B 389 im 2= 42 55
)38 2 () M 75, SynData A8/ BRI — B 1. F28e R ATBVBURE , (R 7R 20 AE 2 B W R DLRIIE R AL

70 ) 70 V) 70 ) 709 V)
: : : ==
50 4 50 017 50
Q1 @ 7 w7 @
% g % g 10 g %) 40 é g 40
% &~ 30 % & 30 % &30
20 % 7 1 20 % 20 % 20
10 % g - 1 0 10 % 10
0 é % 4. A7 oz e 0 é s 0 i
o1 0z 05 1 2 5 ; 01 02 05 1 2 5 01 02 05 1 2 5
AT fa AT RATE
(a)Census_k2_nl4 (b)Census_k2_n46 (c)Census_k2_nl61 (d)Census_k2_n322

8 ZW—FEEE T FGMC 88 % B (Census)

Fig. 8 Accuracy performance of FGMC with multiple consistency approximation(Census)



376 Computer Science FTEME  Vol. 51, No. 3, Mar. 2024
16 16 16 16
12 12 4 12 1 12
g 10 § 10 4 210 2 -
4 4 4 iNZEN7 7
s 8 Z 8 5 8 7 E .
6 1 6 [ 61 7 § 7
4 al il 4 : 44 i ’
z{ 7 : ] f 21/ 2 i ?.'
ZlziNs / ‘ 7l ] iz 7 1 ) 707
NRRZENZARGHZ ARG A2 ERZENZ ENZ N2 7 R [IEAZERZENZEAZ: ZANZER7) 0 EaZ! ) ! i } :
ZZ 23 24 25 ZG Z7 28 29 2]0 2]1 212 213 23 Z/l 25 ZG 27 ZB 29 2]0 2]1 212 213 24 25 25 27 28 29 210 2]1 2]2 213 25 26 27 28 29 210 21] 2]2 213
BARK BARK BARK Rakk
(a)SynData_k2 (b)SynData_k3 (¢)SynData_k4 (d)SynData_k5
16 16
romel_norr] 16
14 u — U
) o 12 el , 2]
g i Rl B ;
s / i S / | s .10 ;
~ ? 210 ~ % i ~ 1 i
4 0 6 7 i 617 |
7 210 4 7 / ISR/ 2
7 217 2 2 i 247 7
2 A1) %10, 0 | L1 0 | Z,
23 29 2]0 211 212 213 27 28 29 210 11 212 2]3 28 29 2]0 Z"
B RE RAaXHK RaXK
(e)SynData_k6 ([)SynData_k7 (g)SynData_k8
Ko Z@E—-FHMEIET T FGMC R B £ (SynData)
Fig. 9 Accuracy performance of FGMC with multiple consistency approximation(SynData)
GEIRE X O AR A R £ 8 M 2 R B — Btk 4 R (ICDE). Paris: IEEE,2018:821-832.

o] @, AR A/ 2 E—SEARMNENELD LA MR T2
S A, R BCE A AL T R B OR R L R T
HFESRAMNZE BRI T FGMC 8%, HWE T M
e N 0 R R A b S 2 R M — Bk Y A, i
TN H A AR A R AR A S A O ik AT 5 A I )
M RMSE # % Ee 20 B . 26 B T FGMC 76 4 1 A [R5 JEE Y i 42
TREE W E T R AR

TER R TAEH AT B IT R BB M — 2 0 R A
F 2 G & R Mg v B0 F B R 2 SR AR S, LURE B 52 B
o7 FH R G XS8R P AT L A S R B R A At s A

& % X

[1] NING ] Z. Major figures on 2020 population census of China
[J]. China Statistics,2021(5) :4-5.

[2] HU Y, LI R. Method discussion on 2020 population census of
China — based on the small census in 2015[J]. The World of
Survey and Research,2017(7) ;51-54.

[3] DINURI.NISSIMK. Revealinginformationwhilepreservingprivacy
[C] // Proceedings of the twenty-second ACM SIGMOD-SI-
GACT-SIGART symposium on Principles of database systems.

New York: Association for Computing Machinery, 2003 202-
210.

[4] CHEN W Q. Reform and development of the Chinese population
census[ J ]. The World of Survey and Research, 2012(11):
48-52.

[5] HAY M,RASTOGI V,MIKLAU G,et al. Boosting the accura-
cy of differentially private histograms through consistency[]].
Proceedings of the VLDB Endowment, 2010, 3 (1/2): 1021~
1032.

[6] WANG N,XIAO X,YANG Y.,et al. PrivTrie:Effective Fre-

quent Term Discovery under Local Differential Privacy[ C] //
2018 IEEE 34th International Conference on Data Engineering

L7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

CAIJ P,LIU X M,LIJ Y,et al. Generation Matrix: An Embed-
dable Matrix Representation for Hierarchical Trees[]]. arXiv:
2201.11297,2022.

ABOWD ] M. The US Census Bureau adopts differential privacy
[ C]//Proceedings of the 24th ACM SIGKDD International Con-
ference on Knowledge Discovery & Data Mining. New York:
Association for Computing Machinery,2018:2867-2867.
FIORETTO F, VAN HENTENRYCK P,ZHU K. Differential
privacy of hierarchical census data: An optimization approach
[J]. Artificial Intelligence,2021,296:103475.

ABOWD J, ASHMEAD R, SIMSON G, et al. Census topdown:
Differentially private data,incremental schemas,and consistency
with public knowledge [ R/OLJ]. Washington: US Census Bu-
reau, 2019. https://github. com/uscensusbureau/census2020-
das-e2e/blob/master/doc/20190711 _ 0945 _ Consistency _ for _
Large_Scale_Differentially_Private_ Histograms. pdf.

KUO Y H,CUIU C C,KIFER D,et al. Differentially private hi-
erarchical count-of-counts histograms [ J ]. Proceedings of the
VLDB Endowment,2018,11(11) :1509-1521.

CAI] P,LIU X M,XIONG ] B,et al. Approximation method of
multiple consistency constraint under differential privacy [J].
Journal on Communications,2021,42(6):107-117.

QARDAJT W,YANG W,LI N.Understanding hierarchical
methods for differentially private histograms[ ]J]. Proceedings of
the VLDB Endowment,2013,6(14) :1954-1965.

DING B, WINSLETT M,HAN J,et al. Differentially private da-
ta cubes: optimizing noise sources and consistency [ C] // Pro-
ceedings of the ACM SIGMOD International Conference on
Management of Data. New York: Association for Computing
Machinery,2011.:217-228.

LI C,HAY M,MIKLAU G,et al. A Data-and Workload-Aware
Algorithm for Range Queries Under Differential Privacy[]].
Proceedings of the VLDB Endowment,2014,7(5):341-352.
CORMODE G,PROCOPIUC C,SRIVASTAVA D,et al. Diffe-



JUHESR 45 B T 22 00 B AA IO N 1 3 2 OCHK 22 i k40 4 A

377

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

rentially private spatial decompositions[ C] // 2012 IEEE 28th
International Conference on Data Engineering. Arlington:IEEE,
2012.20-31.

ZHANG J,XIAO X,XIE X. Privtree: A differentially private al-
gorithm for hierarchical decompositions[ C]//Proceedings of the
2016 International Conference on Management of Data. New
York: Association for Computing Machinery,2016:155-170.
SHAHAM S,GHINITA G,AHUJA R.,et al. HTF: Homogene-
ous Tree Framework for Differentially-Private Release of Loca-
tion Data[ C]// Proceedings of the 29th International Conference
on Advances in Geographic Information Systems. New York:
Association for Computing Machinery,2021:184-194.

LI S.GENG Y.LI Y. A Differentially private hybrid decomposi-
tion algorithm based on quad-tree[ ] ]. Computers &. Security,
2021,109:102384.

LI C,MIKLAU G,HAY M,et al. The matrix mechanism: opti-
mizing linear counting queries under differential privacy[]]. The
VLDB Journal,2015,24.:757-781.

MCKENNA R,MIKLAU G,HAY M,et al. HDMM:Optimi-
zing error of high-dimensional statistical queries under differen-
tial privacy[J]. arXiv:2106. 12118,2021.

CARDOSO A R,ROGERS R. Differentially private histograms
under continual observation: Streaming selection into the un-
known[ C] // International Conference on Artificial Intelligence
and Statistics. New York:PMLR,2022:2397-2419.

ZHU H,YIN F,PENG S,et al. Differentially private hierarchi-
cal tree with high efficiency[J]. Computers & Security, 2022,
118:102727.

LEE J,WANG Y.KIFER D. Maximum likelihood postproces-

[25]

[26]

[27]

sing for differential privacy under consistency constraints[ CJ //
Proceedings of the 21th ACM SIGKDD International Conference
on Knowledge Discovery and Data Mining. New York: Associa-
tion for Computing Machinery,2015:635-644.

DWORK C. Differential privacy[ CJ// Automata, Languages and
Programming: 33rd International Colloquium. Berlin: Springer,
2006:1-12.

DWORK C,MCSHERRY F.,NISSIM K., et al. Calibrating noise
to sensitivity in private data analysis[ C]// Theory of Cryptogra-
phy: Third Theory of Cryptography Conference. Berlin: Sprin-
ger,2006:265-284,

DWORK C,ROTH A. The algorithmic foundations of differen-
tial privacy[J]. Foundations and Trends® in Theoretical Com-

puter Science,2014,9(3/4):211-407.

YOU Feifu, born in 1997, postgraduate.
Her main research interests include pri-

vacy protection and data security.

CAI Jianping, born in 1990, Ph.D. His
main research interests include differen-
tial privacy, federated learning, machine

learning and optimization theory.

GRAT G M 38)



