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Multi-level Pruning Obfs4 Obfuscated Traffic Recognition Method Based on Partial Data

XU Chenhan' ,HUANG He' ,SUN Yu’e’ and DU Yang'
1 School of Computer Science and Technology, Soochow University, Suzhou, Jiangsu 215006 , China

2 School of Rail Transportation,Soochow University,Suzhou,Jiangsu 215131, China

Abstract Obfs4 obfuscated traffic,carried by the anonymous communication network Tor,is often misused for illicit online acti-
vities due to its strong anonymity. Consequently, the identification of Obfs4 obfuscated traffic plays a critical role in preventing
cybercrime via the Tor network. Existing methods tend to focus on the analysis of Obfs4 traffic features.utilize machine learning
or deep learning techniques for the precise identification of entire flow samples. However,in the realm of flow recognition,it often
results in considerable time overhead. Recognition accuracy also decreases notably with the incorporation of inter-arrival timing
(IAT) technology in Obfs4. In response,a multi-level pruning method for Obfs4 obfuscated traffic recognition based on partial
data is proposed. This approach involves collecting only a small number of initial packets from each flow for several rounds of
rapid filtering.and is specifically designed to enhance the efficiency and reliability of Obfs4 traffic identification by focusing on the
IAT pattern. The approach breaks down the process into two key phases:a handshake phase and an encrypted communication
phase. During the handshake phase.it thoroughly explores the underlying meanings in Obfs4 handshake packets,enabling quick
filtering based on broad characteristics like randomness, timing.and length distribution. In the encrypted communication phase,it
extracts features from the first packets of each flow and places greater importance on features related to IAT. Finally,fine-grained
identification is accomplished using the XGBoost classification method. Experimental findings indicate that despite the implemen-
tation of IAT technology,leveraging the initial 30~50 data packets from the flow yields a 99% accuracy rate, with an average
processing time per flow measured in milliseconds.
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12, PHALEE R T IR R 5% S U 7 B BE R Ly
13.if L;>> 8 096 then
14. return false
15. end if
16. T 5 = AR T fe K% B B0 4 f K BE A s
17.if Ly>> 8128 then
18. return false
19. end if
20, R 35 77 ) e A& K %% B R )RR tmax, 4 G £ 1 FR B (8] 5916
28 k
21.if tmax << kt then
22. return false
23. end if
24. return true
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Table 1 Feature selection and normalization
AR R A A A A BEAE A — b
EKE B A -1
K JEHAE Kk EKE BN A VT — 1
B R K BAN-RAE -1
Helk B A Bl B A/ B
rags  RPTEAMM merRawmes
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B SR AR FRE
F U B A Bl B A B
K% BA-RAE -1
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KEfR M BAN-RAE -1
K JE 4 AE REKERAM BA-RAE -1
BRKERE AW BN AV — 1
F ¥ R % 1A A Tg BA-RAE -1
F ) Y e B T AR AE -1
A E LK EANHK X2
X2 RAEZBERAHK X2
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Table 2 Dataset composition
HoAE KA AE RS wE
IAT=0 2000
Obfsd 3% % i & IAT=1 2000
IAT=2 2000
E 15500
WX 400
%8 TCP % & e 4500
A3 17800
H 400
FTP 4500
ER 1200
FA 400
e A E IR 400
VOIP 200
FTP 800

D https://www. unb. ca/cic/datasets/tor. html

2 https://github. com/yungshenglu/USTC-TK2016
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Fig.4 Effect of minimum filter length threshold on recognition rate
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Table 3 Effect of the packets number on recognition rate
4 B
AN 3
10 0.9873 0.9713 0.9751 0.9732
20 0.9888 0.9801 0.9729 0.9765
30 0.9955 0.9961 0.9852 0.9906
0 0
0 0

A B F B F1 &

50 L9957 0.9953 . 9866 0.9910
100 L9979 0.9971 . 9943 0.9957

W 25 JIT 32 54 B A 800 3% T K o RS B BE L R Il %
BEA F1 (B A ARG BT e, BEREHT 30 AN B0 A, 7T LA B
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XGBoost %% 2] 5.1 5 e Se i 5 1 b B B BLES 2 > Sk A2 3R
TSR BT 4 b DR AT o A5 B B9 25 SR A 5% 4 R4l

R4 RSN FE B0 A L
Table 4 Comparison of different classification methods

#%XH%E  WHAE  BHE

K F1 &

WKNN 0.8224 0.6143 0.6283 0.6213
ISVM 0.9656 0.9741 0.9656 0.9698
RF 0.9968 0.9929 0.9939 0.9934
CNN 0.9696 0.9903 0.9903 0.9799
XGBoost 0.9889 0.9803 0.9833 0.9906
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Table 5 Comparison of training time of different classification

methods
HWHEWHEF T E % ¥ Ay & CPU B /ms
WKNN 0.168
ISVM 0.301
RF 0.171
CNN 67.020
XGBoost 0.251

BT CNN J7 ik, Hog & J7 e BRI 2k 1 A B [ I i
2P AR A, Y B HE 4R K/ 5013 W, BRI 2 L[] R
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TSR 43 285035 00 T AR BB ) 1 45 £E 33 LA R T 423/ 5
978 4~ Obfs4 i Al 46 074 AT 5 . M BN M 45 R a3k 6 Fral,
F 6 AESFHAILIE R TAER A 4R
Table 6 Comparison of normal uptime of different classification
methods

HEWALE ¥ X%

AL & CPU i /ms

WKNN 6.878
ISVM 6.926
RF 6.512
CNN 9.669
XGBoost 4.423
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