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Survey of Symbolic Execution
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Abstract As an important program analysis method, symbolic execution can generate high coverage tests to trigger
deeper vulnerabilities. This paper firstly introduced the principle of classical symbolic execution, and elaborated three
dynamic symbolic execution methods which are known as concolic testing, execution generated test and selective sym-
bolic execution. Meanwhile, the essence of main challenges of symbolic execution and the current major solutions were

discussed. Symbolic execution has been incubated in dozens of tools which were described and compared in this paper.
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Finally, the develop directions of symbolic execution were forecasted.
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1. foo(int x,int y,int 2){

2. a=0,b=0,c=0
3. if(x>0){a=—2;)

4. iyl
5 if(y+z=>0){b=1;}
6. c=2;

7.}

8. if(atbtc==3)
9 //some error
10, exitO)

11. }
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Symbolic execution() :

. Create initial task

.pc=0,t=0Q,6=0

. add task (pc,m.0) onto worklist

. while(worklist is not empty) :

pull some task (pc.m,6) from worklist
if it potentially forks at(pc,m,0)
Execute

if 7, N p feasible:
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add task (pc; s (oM p)soy)
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if 7y —p feasible:
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add task (pec;»(my N —p).ay)
.. end while
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void process(char x,char y,char z,int a) {
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while(a——) :
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5.1 BERBSHIA
5.1.1 EXE & KLEE

EXE™ R KLEEM 2 5 36 X R AR A 1 25 5 S04 7 43
TH W AR AR KA pE s B BA . Horh EXE (i 2
AT P BT A B R L AR R T B RT ATS UT T
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L STP SR fif 24 Al 5 42 09 20 3 2% 18, A 3h 2 i ik A
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o HAE SRS AT 0 R T A T e b g
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5.1.2 DART.CUTE # jCUTE

DART 1 Il /R 52 8 % Y Patrice 25290 JF &, 245 — 24t
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5.1.3 Other tools

i AR IR AR T A B AT T RSN AL,
E #4 WA RubyX., CREST. PEX #1 Symbolic PathFinder
4. RubyX 38 [ 5 B 22 KZEM 0448 TF & 19 £ 5t Ruby i
B RS AT o B TR B — YOR A B AT I T B T
F Ruby-on-Rails HEZE M Y Web B JHAF /047 . CREST
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5.2.1 angr

angr'** g f AR JE I % 35 W @ K 24 (9 Shellphish [
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5.2.2 SAGE
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5.2.3 Bitblaze & Fuzzball
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