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Abstract As software results become increasingly complex and require higher levels of concurrency,more and more multithrea-
ded programs are emerging. At the same time,C language programs lack the ability to detect memory security, which may lead to
more hidden vulnerabilities in C language implemented programs. Therefore, memory security detection for C language
multithreaded programs is particularly important. At present,the most cutting-edge and reliable technology for detecting memory
security is dynamic analysis technology,and the tools for detecting memory safety in C language multithreaded programs are not
particularly perfect. Therefore,this paper proposes a pointer based dynamic analysis technology,and combines lockless technology
and source code instrumentation technology to implement the tool Movec to detect the memory security of C language multi-
threaded programs. And by selecting a professional test set for experiments., it is verified that this tool is effective in detecting

memory security in C language multithreaded programs and has excellent performance.
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1. void test() {
2. char ¥ ch="a";
3. # pragma omp parallel private(ch)

4. {ch="b";}}

Bl 1 private F/a) i FHAC I R 6

Fig. 1 Example of codes used by private clause

void test() {
PRFpmd PRFpmd_ch=PRFpmd_init_val;
char * ch=(char * )PRFpmd_set_ret(&PRFpmd_ch,
PRFglobal_sa,PRFinvalid.“a”.*a”+2.(void *)(*a”));

{ PRFpmd_ch=PRFpmd_init_val;
PRFpmd_ch. ptra= &.ch;
ch= (char * )PRFpmd_set_ret( &PRFpmd_ch,
PRFglobal_sa,PRFinvalid,“b”,“b”+2, (void * ) (“b”)) ;
10. }}

1.
2
3
4
5.  # pragma omp parallel private(ch,PRFpmd_ch)
6
7
8
9

Bl 2 private A4 A S5 7 B

Fig. 2 Example of instrumented private clause

2)%FF firstprivate F/4) 48 8 1 RS HE £ L BT
FATHrp A AR 4 B B0 AT 0 8 418 I ot S A (E A
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BB A6 00 R 2 AT LR AR 19 48 1 ch RO HLHE . G r kR OG5 4 40 B
[ R DAk,
1. void test() {

2. char* ch="a";

3. # pragma omp parallel firstprivate(ch)

4. {ch="b";}}

[l 3 firstprivate 47 {iff FHACHS 7% 4]

Fig. 3 Example of codes used by firstprivate clause

1. void test() {

2. PRFpmd PRFpmd_ch_=PRFpmd_init_val;

3. char* ch=(char * )PRFpmd_set_ret( &PRFpmd_ch,

4. PRFglobal_sa,PRFinvalid.“a”,“a” +2,(void *)("a"));

5 % pragma omp parallel firstprivate(ch,PRFpmd_ch)

6. {PRFpmd_ch. ptra=&.ch;

7 ch= (char * YPRFpmd_set_ret(&PRFpmd_ch,

8 PRFglobal_sa,PRFinvalid,“b”,“b” 42, (void *)(“b”));
9. I

&l 4 firstprivate F/A) 4 #i 5 7~ 15

Fig. 4 Example of instrumented firstprivate clause

3 XFTF lastprivate T A) H 48 & 09 5 1~ 18 £ 22 1 L 7 last-
private ¥/) B4 A 1% 6 B AE 8 B9 98 B OoC IR AR AL T AE
omp B I A X % 48 £ oo gl B9 WA 5 4 JF B B0 R £ oo
B 98 B AR b R A MH . lastprivate S04 55 1938
1198 M2 lastprivate /8] 1% 248 1 IR 25 DR 47 S50 1 [6)
LB MR TR AR A i T RATC 200 H W) 44 45 5o B
A lastprivate 7/ 24 v, B die 4 HC 3147 He 2 A1 149 18] 44 4
oo S RAE . X B 5 I SR AT LR AR AR R 1S
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1. void test() {

2. charx ch="a";
3.  # pragma omp parallel for lastprivate(ch,x)

4. for(int i=0;i<<10;i++) { ch=%b";}}

{5 lastprivate /4 fdi FI AR A% 75 4

Fig.5 Example of codes used by lastprivate clause

. void testO) {

PRFpmd PRFpmd_ch=PRFpmd_init_val;

char * ch= (char * )PRFpmd_set_ret(&PRFpmd_ch,
PRFglobal_sa,PRFinvalid.“a”,*a” + 2. (void *)(“a”));

# pragma omp parallel for lastprivate(ch, PRFpmd_ch)
for(int i=0;1<<10;i++) {
PRFpmd_ch=PRFpmd_init_val;

9. PRFpmd_ch. ptra= &.ch;

10. ch=(char * )PRFpmd_set_ret(&PRFpmd_ch,

11. PRFglobal_sa,PRFinvalid,“b”,“b” 42, (void *)(“b"));}}

© N o A W N =

%l 6 lastprivate /8] 4 H¥ J& 7 5]

Fig. 6 Example of instrumented lastprivate clause

3.4 BETEHMER

12 B B TR AT A Ak BR B S B8 IR R R A A A A
75 Bk 10 6F JRE K bR B AT B B A L B O BT A 09 2 ORE [R]
1B A 36 A8 B S L AR B on B AR 1R S B UE A H Y oR B
w3 s R RO O RO ROk AT AR . B AT R, &
R FIR 122 32 M5 1 2 9 T IR AL A BR B L LA ok S B9 A
JCHAE 1 A% 8 R R B

1) 4,25 bR B30 14 B 55 4 ] R

BAERESIH B A MR AR TS EZ LB T i
BB 5 4 (M fmd 540 A G id F B, R o £
2 bR B A -
1.int PRF{(PRFpmd * pl_pmd,PRFpmd * p2_pmd,
2. int * pl.int * p2){

int ret_val;

3

4, fmd_tbl_create(f.4);

5. fmd_pmd(f,0,pl_pmd) ;fmd_pmd({f,1,p2_pmd);
6

ret_val={(pl,p2);
7.  fmd_tbl_remove(f);
8. pmd_freenull_ptr(pl_pmd) ; pmd_freenull_ptr(p2_pmd);

9. return ret_vals }

Hod, £ MR RE, PREf 40 %6 PR %L, fmd_thl_create
AR AR o B8k hl Sk 61) 22 pR B A £ A A 3 SR BT fmd_pmd D AR
FEEM AR B RF MR B8 fmd " pmd (19 B {E , fmd_tb]_re-
move HBERA AR, HLDLBHE A XEENT . i TLBREMN
A, TS LB B — LR Imd B
FAEL s — A~ 2 AR I B 0 Ay 3 1110 D3 — > R 3 A AT [R) — A~ iy
A, FFXTIZIAE, SR R 7 2% a8 5 o =S A Y 7 =X
i RO T RN IE L S (SN TR R N SR TR
FE. AT fmd T A LR d WF B, 4818 (md B, A H
U AR bR B0 - Sk e S 32 pR AR fmd, T2 8 A bR 45 b ik
B2 id 5975 Sl W Tmd 33 R B TR R A 4R R EA
6] — A~ fmd. B T 85 55 4+

2)pthread " eR Y — 2840 %% R AL

pthread il i 32 O A 7 Ok SL B L2672, L B AT — &

N4 T pthread 2b PR TR FAA AR YRR AL

1./ % Create a key value * /

2. int pthread_key_create(pthread_key_t * __key.
3. void( ¥ __destr_function) (void * ));
4./ % Destroy KEY. * /

5.int pthread_key_delete(pthread_key_t __key);

6./ * Return current value of the thread-specific data slot identified by KEY.
%/

7. void * pthread_getspecific(pthread_key_t __key);

8./ % Store POINTER in the thread-specific data slot identified by KEY, * /
9. int pthread_setspecific(pthread_key_t __key,

10. const void * __pointer) ,

IR R R T B T AR W key-value KA.
— AR R B R DL 2 A] L T AL R B AN ] DL, 4R
BRABIE RN T — 2R, B — X 2 A
AE B L AR L key Vi) value, 2 i b % — A48 /1 3 47 V5
[a], SCPr B8R I ANMF . o pthread _key_create PRELH
S BN EAEfE B val, pthread _setspeci fic PR AL K ¥ value )
{E 1 key K BE . * pthread _getspeci fic PR EUAS 8 o 28 72 i
S key 3K 15 value, pthread _key _delete PR % ok 54 8%
key, HT % pthread_getspeci fic PRE0R [F{H A fiE i & H
B A R ] 28 10, i) 3R AT 7 R HR Y 48 SR B AT N 2
S TR BRI T SN 55 A B e 5 56 &R { (key, thread_id) , (pmd_
value) b, #8H key A8 B IR id B94H G {6 value f9 pmd.,

X pthread _key_create PREXIEAT 6155 MBI 90 5 1 L8
{(key,thread_id), null} By B 5 3¢ RAF A MG A £ b, H
pthread_setspecific W {E B}, 5 #5715 7 % H { (key, thread _id) ,
(pmd_value) } , 418 * pthread_getspeci fic B}, NI Fv &
i i A B ML MEL . W prhread _key_create BB X R )
G ER ] o

4 RBEER

X LA b 0 A OGS i AT Ll R 48 SPEC, PAR-
SEC, MPI2007 o 2 4 B 7 AT 5236 6% 3l 25 43 A 19 45 2R
TR HE AT X L, 38 UE A 80P R Ak
4.1 BHHEXEK

M 4 SPEC, PARSEC, MP12007 At X 12 4~ 4k
HEAT A BE R AIE , AR S2 8 B 04 64 {2 Ubuntu22. 04 R 4E,
AbFRES Intel(R) Core(TM) i5-12400, NAEM 16GB, % ik s N
gee-11.4.0,

18 1 S8 ] LAAS 4598 . Movec AT LA X 38 A I 4 42 5K
W CIHET ZERBR)T M AL 2R, 5] R 25 2R R0 A
Bt T B Asan, Valgrind # 47 X3 b, Ho Al T2 5 w7 LRSI 2 )
B 1% s Movec [RIRE R LA & M A 00 . i 3 Al T B A A 5]
HIEE DR Movec ) B WS K T H ok o f51) 4 —F X 8 7L 7] 7L
4.2 el

UL Asan, Valgrind i #1F T. H >k O 23 #1, B Movec
Asant" ™ RN, A 3 A L Valgrind™% sk 98 S ¥4 15 fa] sk 2>
T o Valgrind R T Z i i £ 55 4 A, 7 328 5 3k 48 0 52
Brrp, B AT A H A TR TR . ASan TR &, A )
THFE L Movec 2, 17 HAG I 1) 45 4% 7T AE 2 A IR . Movec i
T BOHE S5 0 A i DA R, — e R R A B0 Y A 3L I 4T B[R]
A ASan & — 26 {HZER I 45 52 19 $ i B Movec 7] DU 7S 5
U, AEMR 4E xz_s. botsalgn, cholesky, ffsb, fft, lu_cb, water_
nsquared H1, Movec A LA I H 58 22 () P9 7748 S 4 1%, HLaE
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B E Movec K (9 25 R O— A 1 . T H (942 17 i ] L KK
DS DREIE XS R 1R 2 g, HoP 3k 2 ML RoR A
AR, SP 378 23 (] N A7 4 1%, TP 3R I i) N A7 4 2

F 1 BATHREIXT

Table 1 Comparison of run time
iR & Origin Movec Valgrind Asan
Ibm_s 9.12 45.97 227. 36 15.77
nab_s 0.6 16. 46 3094.05 0. 84
XZ_$ 11.63 487.18 225.33 19. 85
botsalgn 0. 06 4. 89 0.24 0.34
botsspar 0.01 0.74 0.11 0.25
smithwa 0.33 36.92 1.08 2.64
cholesky 0.01 0.01 28329 0.07
{fsb 10. 2 10. 58 11.25 10. 57
fft 0.01 0.01 0.41 0. 10
lu_cb 0.08 2.42 1.87 0.13
ocean_cp 0.07 4.7 3.53 0.10
water_nsquared 0.04 3.02 2.48 0.06

F 2 KIS B R X L

Table 2 Comparison of the number of detection errors

X & Movec Valgrind Asan
Ibm_s 0 0 0
nab_s ML=1 1 1(ML=1)
X7Z_S SP=435,ML=48 39 12(ML=12)
botsalgn ML=5 0 0
botsspar ML=1 0 1(ML=1)
smithwa 0 0 0
cholesky ML=3 30850 1(ML=1)
fish SP=58,TP=3941810, 195 0
ML=43
fft ML=6 4 1(ML=1)
lu_cb ML=6 2 0
ocean_cp 0 6554311 0
water_nsquared ML=3 0 0

1 3R 4 M 45 5l 1, Movee R L X 6 BIUAY 2l 0 3 48
HEAT AT 280 B A7 AR L R ARSI, HCAT 280 A B B PR E L R

TR E AL
BERIE X CIEZLBREF N EACH . I T

FH OB AR Ty S A 1, SR IR 150 R &L 46 4 £ L8 L CAS
BB A AR 2l 2547 BB R . TR] e BOAL R i) e ol 0 i 4
HEAT A RO AL RE B9 B0 TIE . 38 A Al R B X E L SRR
WLASCRINM N LB TR CEFLEERE
M sEa ERE BB NI .

TP 0 TAR AR T TR A9 1 BE . 42 & 4 B 5 2 7 Y 12
A7 BE U020 AN A TEE A R I T8 DR/ 47 A AR P B I B A A

2 % x o
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