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Abstract Non-interference model is the baseline security model of information flow control. It ensures zero leakage of
secret information, but its restrictiveness of security condition is too strong. Software system inevitably violates non-in-
terference model and releases proper information for its requirement of function. In order to prevent attacker obtain ex-
tra information from the channel of information release,the channel should be under control and trusted declassification
policy and enforcement mechanisms should be established. Existing declassification policies are classified into WHAT,
WHO,WHERE and WHEN dimensions, and existing enforcement mechanisms are classified into static enforcement,

dynamic enforcement and secure multi-execution. The characteristics and deficiencies of these mechanisms were com-
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pared,the challenge of following study was discussed,and the direction of future study was out-looked.
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