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Federated Learning Scheme Based on Differential Privacy

SUN Min,DING Xining and CHENG Qian

College of Computer and Information Technology,Shanxi University, Taiyuan 030000, China

Abstract One of the characteristics of federated learning is that the server being trained does not directly contact the data, so
federated learning itself has the characteristics of protecting data security. However, research shows that federated learning has
privacy leakage problems in local data training and central model aggregation. Differential privacy is a noise augmentation tech-
nique that adds appropriate noise to prevent an attacker from distinguishing user information. We study a hybrid noise adding al-
gorithm based on local and central differential privacy(LCDP-FL) , which can provide local or hybrid differential privacy protec-
tion for each client according to its different weights and privacy requirements. It”s shown that the algorithm can provide users
with the privacy they need with minimal computational overhead. The algorithm is tested on the MNIST dataset and CIFAR-10
dataset,and compared with local differential privacy(LDP-FL) and central differential privacy(CDP-FL) algorithms,and the re-
sults show that the hybrid algorithm has improved accuracy,loss rate and privacy security,and its algorithm performance is the
best.

Keywords Federated learning, Differential privacy,Privacy protection, Hybrid noise,Gradient descent
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F 2 TID BRI RS L%
Table 2 1ID data loss rate comparison
5 MINST CIFAR-10
) BHE  HkE O BWAE O BMAFE
LC-FL 94.3 1.5 44,50 1.5
LDP-FL 93.7 1.4 43.60 1.4
CDP-FL 94.2 1.5 44,22 1.5
Paillier-FL 89.7 2.1 40. 90 2.3
%3 Non_IID #4812 R % L
Table 3 Non_IID data loss rate comparison
5k MINST CIFAR-10
B ik & o E ik &
LC-FL 91.9 1.9 42.30 2.8
LDP-FL 89.1 2.1 41.92 3.0
CDP-FL. 90.9 2.3 42.10 3.1
Paillier-FL 88.7 2.7 38.10 3.5

5.2.3 B

TERS (B2 |, LC-FL B3k M A& Ry i 1] 5 LDP-FL,CDP-
FL AHT L 3 2 36 0 22 43 B fh /9 2, (H At 8] 53 8 3 3 i F
Paillier-FL, LC-FL 0] LX Ay JH 7 $2 41 58 25 04 22 4 vk, v LR )
DI G5 B ] 8 B P B RA Y 28 4, I ELINN RIS ) a2 vl 33257 19

GERIE AN SCHR S — I T AR R0 0 22 43 BRORA Y 1B R
2B LCFL7E N &A% P i fR 4t 22 & RIE R AT T,
TR RE SR AL fen (RS B0 B AR AR A 20 L %0 SEARUR B bL
Tl 4 FH 70 356 38 2% >0 S 0000 12 1 2o AR v, 3 I B R AT T I 25 1y
BefntE . e ST Sdn 4 Bl ad LU I E T AT # LC-FL 5
AR . AR 09 RN AR P AE ] s 2D 22 43 B RA A 3K 119
AP G L DL R B A O 7 B R 2 T AE B O T 0 1 R
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