wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

B SRR B ERENRES N EB T
FXIE HE H

5IAEX

FXE, HE, WH. BENERTFERERSNTEANTERED]. TENRE 2024, 51(6A):
230800025-6.

LI Wenting, XIAO Rong, YANG Xiao. Improving Transferability of Adversarial Samples Through
Laplacian Smoothing Gradient [J]. Computer Science, 2024, 51(6A): 230800025-6.

BN EEE (SERXINEE IE JENBEENE)

Similar articles recommended (Please use Firefox or IE to view the article)
BEENEHRERNARERENITIE

Face Anti-spoofing Method with Adversarial Robustness

HEHEIE, 2024, 51(6A): 230400022-7. https://doi.org/10.11896/jsjkx.230400022

EFDNNERHHERUXBANERGE
Test Input Prioritization Approach Based on DNN Model Output Differences
HENEE, 2024, 51(6A): 230600121-8. https://doi.org/10.11896/jsjkx.230600121

AR FREAI SRR R MEL

Document-level Relation Extraction Integrating Evidence Sentence Extraction

HENRIE, 2024, 51(6A): 230800081-6. https://doi.org/10.11896/jsjkx.230800081

ET A ARTNBRBENEERBEEN
Robust Anomaly Detection Based on Adversarial Samples and AutoEncoder

HENRIE, 2024, 51(5): 363-373. https://doi.org/10.11896/jsjkx.230300153

ETHHAH SN ESENNNE
Black-box Graph Adversarial Attacks Based on Topology and Feature Fusion

HENRSE, 2024, 51(1): 355-362. https://doi.org/10.11896/jsjkx.230600127


https://www.jsjkx.com/CN/10.11896/jsjkx.230800025
https://www.jsjkx.com/EN/10.11896/jsjkx.230800025
https://www.jsjkx.com/CN/10.11896/jsjkx.230400022
https://doi.org/10.11896/jsjkx.230400022
https://www.jsjkx.com/CN/10.11896/jsjkx.230600121
https://doi.org/10.11896/jsjkx.230600121
https://www.jsjkx.com/CN/10.11896/jsjkx.230800081
https://doi.org/10.11896/jsjkx.230800081
https://www.jsjkx.com/CN/10.11896/jsjkx.230300153
https://doi.org/10.11896/jsjkx.230300153
https://www.jsjkx.com/CN/10.11896/jsjkx.230600127
https://doi.org/10.11896/jsjkx.230600127

http: /www. jsjkx.
1_{‘ ﬁ-*fh#‘{“ ? ttp:// isj com

COMPUTER SCIENCE DOI:10. 11896/jsjkx. 230800025

B R R T R ERE X RN ER

ExE H B B H
WA AZTENEZETREER &% 430000
(1749115318@qq. com)

W E REAZAELRABENGFEMAORBR.EH i RtE, AAOSREALERT ZAARSGW &L F £,

wESER A DNN RN THSUAR, ATRIAZEEBLERIERBET —AAH AL -F A EG TE ﬁ%ibbu

HEFiE, BFEEEATHENZEEIHAEFE EHTAR . AMNRABEL BN FRETMABD R H LT TR ETR

MEMANA R ESLEGREFT LT REATHL  EARGARBAERRAKAZ (T Bt h, 25 #J-%%/"“Q’J%‘Bﬁ

%E‘?J'yxzfﬁii{ral"“'f R E AN KBGO Y R AR SRBEG TR TR, B S AR EBAITEE, T ks —
BTNRBANEIS R RAEOTESR D FRELZ L EFTEZHE 2%, %’%%&EﬂJZ?‘;‘%i’:ﬁi"@?%ﬁ’ﬁé’(n’%ﬁ-%éﬁ

Lﬁé'éﬁﬁﬂﬁﬁ%ax Hik—F A R T #1698

KB REAZRG SR EF A RER R e F; TEHR

RESES TP393.08

Improving Transferability of Adversarial Samples Through Laplacian Smoothing Gradient

LI Wenting, XIAO Rong and YANG Xiao

School of Computer and Information Engineering, Hubei University, Wuhan 430000, China

Abstract Deep neural networks are vulnerable to adversarial sample attacks due to the fragility of the model structure. Existing
adversarial sample generation methods have a high white box attack rate,but their transferability is limited when attacking other
DNN models. In order to improve the success rate of black box migration attack, this paper proposes a migration counterattack
method using Laplacian smooth gradient. This method is improved on the gradient-based black box migration attack method.
Firstly, Laplacian smoothing is used to smooth the gradient of the input image,and the smoothed gradient is input into the attack
method using gradient attack for further calculation,aiming to improve the migration ability of the adversary-sample between dif-
ferent models. The advantage of Laplacian smoothing is that it can effectively reduce the impact of noise and outliers on the data,
thus improving the reliability and stability of the data. The approach does further improve the migration success of adversarial
samples by evaluating them on multiple models, with the best migrable success rate 2% ,higher than the baseline attack method.
The results show that this method is of great significance to enhance the migration performance of adversarial attack algorithms,
and provides a new idea for further research and application.

Keywords Deep neural networks, Adversarial attack, Adversarial samples, Black-box attack, Transferability
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Table 3 Hyperparameters setting

# 5 & X i-A

n &K F 16

T #* Rk # 10

« ¥k 1.6

" FERE T 1.0

» X F DIM # 4 it % 0.5

eps HEAE 0.125(2 * n/255.0)

w X F TIM & # % & A X7

m *tF SIM 45 # i1/ 2 i=0.1.2.3.4
alpha Laplace F # % # eps/i i=1,10,30,50,130,150,200

4.2.2 o REEA

AT 4 A IEE YIS R 45 (45 Inception-v3
(Inc-v3 )™, Inception-v4 ( Inc-v4 ), Inception-Resnet-v2
(InRes-v2)% Hil Resnet-v2-101 (Res-101)) F1 % 4~ %F HL Y1l
2 B B, B IncRes-v2e. 2% 1 X #1045 #9 Inception-v3
(Adv-Tnc-v3) 87,

4.2.3 KpEgik

S BB G M A A S0 R A A ot S ST 56 LA T R AT Y 3
F o 19 % 18 X bt HE o o 3, B MIEFGSM™ il NI-
FGSM"*), it 4k, o fir 42 th iy Jr 35 5 DIMYY, TIMY Al
SIMU 45 Z Rt NS4 AR 25 4 .12 8 L-M(ND I-SI-FGSM. #l
L-M(NDI-DTS-FGSM, #k — L Bk T 7 i A 2tk .

4.3 ttbEIg

TE AR B F R ] MI-FGSM Al L-MI-FGSM #4147 X
BUrtE Yt RN 4 Fra, #BE 9 DNN SRS AT [,
55— N Az O O RE A T R AR A B AR TE R AR
AT . L-MI-FGSM F1 MI-FGSM — BESi KL #5847 100 %6 (4 18 2
K, MFATLUAER R FR SN MG R ERS T3
PEEE TR R I BB R R AT A0 . B, 24 i In-
ception-v3 E & [ & A 1Y A % % HTAE AR B . MI-FGSM 7E In-
ception-resnet-v2, Resnet-v2-101 Fll Adv-Inception-v3 | % &
ek B R Ay R 41,6 %.35. 6 % A1 17. 9% . i L-MI-FGSM
BB I Z8 4 0k 43, 2% ,36. 8% Fl 19. 1% , 0] LLE A
SCH AT LR Ik Al 1. 6%0,1. 2%/ 1. 2%, M
H Inception-Resnet-v2 1F by F &5 455 5 A4 Jli 6 B B AR 1, L-MI-
FGSM 7 Inception-v4 Fl Adv-Inception-v3 I By 5 5 34 7 W

Yy 4y A 52. 7% A 24, 3%, 43 ) i L LR A 1. 894 Al
1. 3% »3X & B, o 3 P30T X $8 v ml S B 1 10 T
# 4 MI-FGSM fil L-MI-FGSM I 24 i il 2 &R
Table 4 Attack success rate of MI-FGSM and L.-MI-FGSM
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Model Attack Inc-v3 IncRes-v2 Res-101 Adv-Inc-v3
MI-FGSM 100 * 41.6 35.6 17.9
eps 100 % 42.0 36.5 19.14
eps/10 100" 41.8 35. 4 18.7
Inc-v3  L-MI-FGSM  eps/30 100" 40. 2 36.8 4 17.9
alpha= eps/50  100* 42.9 35.5 18.3
eps/130 100" 43.24 35.2 18.1
eps/150  100* 42.0 36.0 18.1

Model Attack Inc-v3 Inc-v4  IncRes-v2 Adv-Inc-v3

MI-FGSM 59.7 50. 9 1.1 23

eps 60.0 51.9 11.0 22.9
eps/10  60.0  52.74 11.64 22.8
IncRes-v2 L-MI-FGSM  eps/30  60.2 51.0 11.3 24.34
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Table 5 Attack success rate of NI-FGSM and L-NI-FGSM
(¢79)
Model Attack Inc-v3 IncResv2 IncResv2., Adv-Inc-v3
NI-FGSM 100" 48.5 5.8 20.3
eps/10 100 49.3 5.9 19.9
eps/30 100" 50.0 6.1 19.2
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eps/50 100" 48.9 5.8 20.4
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eps/130 100" 49.3 6.8 20.1
eps/150 100 * 50.14 6.84 20.44
Model Attack Inc-v3 Inc-v4 IncRes-v2 Res-101
NI-FGSM 62.1 54.5 98.9" 45.7
eps 62.9 54.5 98.8" 46. 4
eps/10  62.3 55.24 98. 8" 15.8
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) L-NI-FGSM  eps/50 6.03 55.2 99.07 45.4
v
alpha= eps/130  63.2 54.6 99.1* 4 47.24
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Table 6 Attack success rate of NI-FGSM-DTS and L-NI-FGSM-DTS
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Attack Inc-v4 Res-101  IncRes-v2,,
NI-FGSM 52.1 41.8 5.8
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