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Abstract Recommendation systems have been widely used in most Internet platforms,such as e-commerce,social media,and in-
formation sharing.which effectively solve the problem of information overload. However,these platforms are open to all Internet
users,leading to illegal manipulation of rating data through malicious interference and deliberate attacks by unscrupulous users
using system design flaws, affecting the recommendation results and seriously jeopardizing the security of recommendation ser-
vices. Most existing detection methods are based on manually constructed features extracted from rating data for shilling attack
detection, which is challenging to adapt to more complex co-visitation injection attacks, and manually constructed features are
time-consuming and need more differentiation capability. In contrast.the scale of attack behavior is much smaller than normal be-
havior,bringing imbalanced data problems to traditional detection methods. Therefore, the paper proposes stacked multilayer
graph convolutional neural networks end-to-end to learn multi-order interaction behavior information between users and items to
obtain user embeddings and item embeddings,which are used as attack detection features,and convolutional neural networks are
used as base classifiers to achieve deep behavior feature extraction,combined with ensemble methods to detect attacks. Experi-
mental results on real datasets show that the method better detects co-visitation injection attacks and overcomes the imbalanced
data problem to a certain extent compared with popular malicious attack detection methods for recommendation systems.
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5.5 EWMZER

R TSGR SOy Wk A RO BT A LSRR 4 kAT
SRS S AE RN 2 A,

=
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Table 2 Comparison of multiple methods
- K EHATH EHATH
Precision Recall F-Measure Precision Recall F-Measure

PCAVarSel 0.0930 0.0994 0.0961 0.9115 0.9054 0.9085
SemiSAD 0.0712 0.9873 0.1328 0.4167 0.0007 0.0014
DegreeSAD 0.5904 0.3410 0.4323 0.9505 0.9816 0.9658
CoDetector 0.5423 0.4898 0.5147 0.9614 0.9685 0.9650
GraphRfi 0.9966 0.4008 0.5717 0.6771 0.9989 0.8071
Ours 0.7941 0.7158 0.7529 0.9688 0.9794 0.9740

LA & B PCAVarSel B R 2. R Y EEH
Yl 1S N 2 e o S E DRI A W i e - o R s

D https://tianchi. aliyun. com/dataset/123862

L LIRS ] A B0y AN OB T 23 R A S ST .
SemiSAD HH8 T H P AR AN TG 2 1 45 AE i T E0E R 1
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Fig. 8 Effect of embedding propagation depth %
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Wil B AR N i A AL G T T OR AR T AL 8 L ik AL R
TREE k29 2 Lk Dy L AR BT D5 TR AR A TOT BCHE S A A 4 TR
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AR RN . (AFRAT] R B AGRR IR 3 AL & 2 2 (93T
B dm 3T — o AR T R FRATTIA S SR TR 1 2R A T
BESTERRF TG A E RE UG ERM. SRk,
PIAS R AAGHE 2 2 LU 3R P 30 B 22 18] 19 58 H.AT A A5 B I
AT R EMRIE L EAF
5.7 HESW

R Y B R AR SCT VR AN [ ASE ) W iR B 52, AT

T 4 B R B AR WP R R AT 2 e HT .

(D EHETF GON fyir A RIR 2 I K (MDD, KB
T GCON Wik AFRF I BPB B MG T &2 BATHE
SR i R E A B PP R AR R R SRR A
# T CNN W BGEAT A 4r 2K 4%

(2) B4 A IE RRAE B (M2) . H 3 P AR
T H i AR A LT CNN B dif7 M 28 .

(3) EHLEET ONN W IHiAT 43 2 ds (M3) AN AT #E— 20
HORRAESR IR, BB R 000 B RRAE B i A R AT 402,

() F 5L F 4 W 7 I Bagging B il & B (M4 ,
Aot B4 B AT SR A R B il A, TR T CNN Y I
H AT AR AT 52

*£3 WEP
Table 3 Ablation Study
- Accuracy K HEATH E#ATH
Precision Recall F-Measure Precision Recall F-Measure
M1 0.9251 0.6178 0.6584 0.6374 0.9618 0.9547 0.9582
M2 0.8847 0.4316 0.4824 0.4556 0.9417 0.9294 0.9355
M3 0.9929 0.9823 0.2336 0.3774 0.9215 0.9995 0.9589
M4 0.9240 0.9878 0.2426 0.3895 0.9224 0.9997 0.9595
Ours 0.9530 0.7941 0.7158 0.7529 0.9688 0.9794 0.9740

3G T RIS, AT LI 3 A
4538

(DR BRAEAT I3 B 1 40 28PN $6 4% F-Measure R 2%
A — AR TR X UL TSR S T R A AL

() BIURA TR I BH, BB T B, e T
F P30 £ B 38 BAT AR B %80 A7 S R Y B AR
Tl GON i A IR [ 8h2F 3 ST Jy R A i AR AR e e .

(3) KA A Gl A B, o A7 78 ™ 309 R i 43 2 )
B, S8 1T R Precision # K {H Recall #1 F-Measure
N RERPE R 2%, I W T AR A A 8 405 AR A b AR S ST 4

Sl B, UE WA T A R

HRIE FEEMERGEN) 2, IR R 5
WBWHET M RXRAIMRE RS FENEERE, %E5
B 1Tk 22 50 K 1 R 36 TN A B B AR AR AN G T O ik
AT B B AR SCE X A A g R AE (9 8 2 48 10 45 4 ] 4 B
25 W 2 R BT R M AE R GO B BGE R O i . T R
F GCN 25 B 2 W58 HAF B . A sh 42 BT 4 FRAE A
P i E B A AT B A S5 mEAS
FRAE 8 o 2L T CNN W M0 47 2 43 28 45 Rl Bagging B 1k ki
MEHE RGBT, F IR LTS R, A
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