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Data Security Management Scheme Based on Editable Medical Consortium Chain
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1 School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China
2 Jiangsu High Technology Research Key Laboratory for Wireless Sensor Networks, Nanjing 210023, China
Abstract Secure management of medical data is crucial for ensuring the security of patient privacy and effectively conducting
medical treatments and related research. However, most existing medical data management solutions have the problems of low
transparency .inadequate sharing and fail to secure patient privacy. By designing an editable blockchain model with a “main-side”
chain structure,a secure and accountable healthcare data management scheme for healthcare consortium chain is proposed. Its
main chain stores current information about the patient’s electronic medical record, while the side chain records historical proof of
modification, enabling the transparency and traceability of data management. Introducing chameleon hash function,secret sharing
and verifiable signature technology,only verified system administrators of healthcare organizations are able to construct the com-
plete trapdoor,which ensures the correctness and security of the medical data modification process. Security analysis and related
experiment simulation show that,the proposed scheme performs well in computational overhead and communication load,as well
as storage efficiency, which demonstrates its effectiveness and feasibility.

Keywords Data management,Consortium chain, Editable blockchain, Secret sharing,Digital signature
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flx)=sta x;tasa, ++a xp "

flx)=sta iz, ‘asx,++a  xi!

WA VETERBBIKRTET ¢ A (x0 f (), W ITEEK
filt i ¢ B etk Jy RR 2 X RIS i B R A
BURAE T Rb 45 M B py 2 4k

3) 748 (0 Ji e Ay PRA R & A

BREA S REEBE & REEMNAERE NS
{psqsg PKey MIEBLT R XU g B RUIR I S m SLEUN BT
THE om0 5 A SRR 28 0 e A A (PR R R AR L B4

CHGn,r)=CHGn',r")

g"PKey =g"'PKey” (mod p)

o' T .

m+Tr —

g -8
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CHGm,r)=g"PKey (mod p)

=g (11 y,)" (mod p)
i=0

=g" (gh g™ g™« yir1yiay,) (mod p)

— gttt
B Y728 6 e e A AR A 2R

CHGn' o/ )=g" "m0 ey yin e ,)” (mod p)
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[l 5 fulEE X He Merkle B 7R & &
Fig.5 Diagram of sidechain block Merkle tree
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Table 2 Experimental environment configuration information

S IR A5/ A
BRET JDK1. 8

Y iE B Intelli] IDEA 2023.1. 1
ENERE Intel(R) Core(TM) i9-12900CPU

5.2 EAEZHITEER

WELESEAMNERN 256, 54 p.q.g TR p=Fkq+1,
g’=1(mod p). AT 100 KRGS HERE L BOE¥EE
A5 HAAT — IR B9 R 242 193 ms. A SCRTF 3 7 AL Mgt
i BT AR A A X 4 Bh AR AS B B B ik o KBl 256
P BEHLEL . $AAT 4538 58 500 WK 17 35 1 ] o £ 3 AT —
YR B, AT A5 3 TE A e A B S5 5 (LR 3) .

# 3 RABHEPATHE

Table 3 Basic operation execution rate

"5 it A Bt 2] /ms
Ta HEAT 500 KAE p Jw ik 0T B a1 0.027
T HAT 500 KM p Fe iz H oy FH e 0. 230
Ty, HAT 500 KB p & H 0T EE 53. 840
Th # 4T 500 %k SHA-256 i& 5 t F 3 a4 0.015

5.3 EMBEBIITER

AR SC T AR R T RO A B T R ALY 3 B B KB ) I
b BE K HeA: U BT AR S B S IR B W R R L A
SR B T SetUp, R GL 52 # I 1) 4E B 7% TrapdoorGen,
R G SR A A B PReyGen A8 (4 5 W 75 {65875 Chash,
14 5% 2 F 1k Signature, 58 % B [ 5 44 H % ReTrapdoor ., #7
R HLET A B3R 1 Forge MBS IE B I Verify, KRR AR LD
PATHR B RG G AN n 5 RGTTRE ¢, 7] 15 % B
B BIS PAAT I ], A 3R 4 A,

F4 KB BAT ]

Table 4 Execution time of each phase

[ % AT BB KA R/ E
SetUp 193ms
PR < o nt(t—1)
IX 3 4% 47 46 1L TrapdoorGen (t—1DT,+ #T,,,
PKeyGen nTy+—DT,
EX: S ¥ Chash 2T,+T,
Si B4 (T, +T,+T,)
. Plenature B (T, + 2T, +T,)
BT HES R
ReTrapdoor —
Forge T, +2T,
[ 97 34 I iF Verify 2T, +T,

i F ReTrapdoor 71 7% ZoR i ¢ B 2k k7 FR e, Hig 17
B T 55 1T B R N B AR O 3R 4 R 4 s B R AT
FREAX, WA FRBEREIMREEMN S5EEN RS
5T HEAT I B A 3 B R P MRS Signature BEHEATIH B
I 2% 44 55 B6AIF 119 S B D B e T T BRAH ¢ MO HMEL, 50 A iR W %
TH B W B AE , B AT RE BRI B0 UE K MUS B R K
PR, A SR 8 97 B0 18 0 B B AT E — 20 1 SEBR L, DUAR
X% B B S HEA A AT R

M ERE ZAG TG T h L, RG0S BT eIk
HC At [R) 724 Ry B B 5L R A R B TR A5 L RN B B R
A7 7 B A 5 1% 48 B B Signature 58k JF 47 56 E 19 B 1)
W SE 3 B8 ¢ RYIEHFA T HE A )5 » P8 FH ReTrapdoor 8 3k &2
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Fig. 6 Total time of medical data modification phase

BFR.ETERRESHEERM (=15 R S
n= 20, ¢ AR S5 F e B 16 B G BE RO B 1R) JF 85 5 Scik [
SCHRC 18T b, HoM M 285 R 7 fros . AR S L 78 AR C
UE LS NG/ E R L AREE ¥ k¢ R N R 51 Y
£ 3 B B T8 Fr i 75 B Signature 804 3 B3I B4 17 788 Fr
A Sk [ TOuE B A B, FLA BRI B AR,
TESAEN EAEE . XFERR A SRR R T E S B
P TE P (B3 0 T — s BB Y . AESCERC18 ]
BT A5 BB ) 4 B 5L R 0 R A S B 1T o T 2 3 o AR
T 55 B0 AL B 5 Sk T4 A SR Y BE ML, DA 5E Rk B
WREE., HEX — IR RFHEZHRKR, REHER
T BB A A 05 1R Bt T AL R0 B O & 3% B 5 B B Bh
ATIFRI A FRIE N 3T, + e+ 1) T, . 4 P2 U IF 1] 9 233ms,
T e 25 B0 T  BIITA 49 s8R R 58 T30 35k B B H0E 15 e i B
PATI I E XX R 3T, +2T,)+ G—D T, , FHE 2538
ms. SR, I O B0 Sy AR A B o DA SE B, KA 1R
P BT AL B A I A B AR . A SO 0 F A A
F 165 Bl A4 Bk ) U T R, HL A SCRRCISTROTE R P . B ah, AR
SOOI S B SR BB TN L T2 vh & 4 8 0 A8 B Y
HEAT S 4 0 B A T SCERC18 P ¥ 4 53 ms, Uk
Loy Jr 6 5 A SC 2L, 415w B R 5 2 B 11 26 LT 1Y B AL
AR KA B0 0E FR 2 o St B L LA B BESRAT I i)
BB T, 4 G4-2) T, » 78 KR U6k 2 B 18] 5 5 04[] B 240
PR AR T A, ) S A e A A IR R K. £F
TR A S0y %8 B 9T BN A8 e B B A A BT A O T LA
B2, H R AT BT I RAT R

2700
< 2400
=
&= 2100
1800
2 1500
® 1200
ﬁ 900
/600 f
gj 300 .
12
. ‘ ‘ | -
X9 ES o2 XHR[18]
-k E 7 XRRUBIH B 2 1
SCRRIOTA X RATL8]#Y B AR 1 1 XBIBREF B KA

B 7 BT RS O Bt S T B X ke
Fig. 7 Comparison of computation time during medical data

modification phase
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Fig. 8 Diagram of information transmission during medical data

modification phase
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