wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

BEFEMBREZNSBEEEEERIAMNGZE
SHBRZS, =K, B, RER

5IAEX

SEBRSR, ZFRR, IR, R ETMNMREZENSEAEEERIRMTEN]. T8RS 2024,
51(6A): 231000052-6.

SHI Xiaosu, LI Xin, JIAN Ling, NI Huajian. Multimedia Harmful Information Recognition Method Based
on Two-stage Algorithm [J]. Computer Science, 2024, 51(6A): 231000052-6.

BN EEE (SERXINEE IE JENBEENE)

Similar articles recommended (Please use Firefox or IE to view the article)
ET9REENEIEENERNBI SR KR M

Document-level Relation Extraction of Graph Attention Convolutional Network Based onlnter-sentence
Information

HENRIE, 2023, 50(6A): 220800189-6. https://doi.org/10.11896/jsjkx.220800189

SR ENHINERMEBLARREQNTIE
Convolutional Network Entity Missing Detection Method Combined with Gated Mechanism
IHEHEIE, 2023, 50(5): 262-269. https://doi.org/10.11896/jsjkx.220400126

RS ZERMRIFIERNRGLESDIRBTTE
Camera Identity Recognition Method Fused with Multi-dimensional Identification Features

HENRIE, 2021, 48(11A): 565-569. https://doi.org/10.11896/jsjkx.210100093

ETFU-Net+ +RUOBESRASRHAR
Study on ECG Signal Recognition and Classification Based on U-Net++
HEHEIE, 2021, 48(10): 121-126. https://doi.org/10.11896/jsjkx.200700103

B EGED PEREERR
Study on Super-resolution Image Reconstruction of Leukocytes

HENRSE, 2021, 48(4): 164-168. https://doi.org/10.11896/jsjkx.200100099


https://www.jsjkx.com/CN/10.11896/jsjkx.231000052
https://www.jsjkx.com/EN/10.11896/jsjkx.231000052
https://www.jsjkx.com/CN/10.11896/jsjkx.220800189
https://doi.org/10.11896/jsjkx.220800189
https://www.jsjkx.com/CN/10.11896/jsjkx.220400126
https://doi.org/10.11896/jsjkx.220400126
https://www.jsjkx.com/CN/10.11896/jsjkx.210100093
https://doi.org/10.11896/jsjkx.210100093
https://www.jsjkx.com/CN/10.11896/jsjkx.200700103
https://doi.org/10.11896/jsjkx.200700103
https://www.jsjkx.com/CN/10.11896/jsjkx.200100099
https://doi.org/10.11896/jsjkx.200100099

http: /www. jsjkx. com

DOI:10. 11896/jsjkx. 231000052

Sy THHF

ETHHBREENSHEEEEERIRNAGE

BEEA OF O OB OB R

1 #PEARAZER¥BERERNE L 2¥K 43 100091
2 bW AL R ML AR T EL i 200025
3LENEFEAEARAE M 310000
(903323721@qq. com)

W E AZKAZALRTARNAREIRREHNEELOEARZTF AASBUAATEEBAN T LR ELAELZERH. L
AR A B AT AR AN B R TR - M R LR RAER, A LR, PR ET AT AR
K 3 MARAELLRANER, ZEAKRZETELSAZEMNSHELALE BT ANFLEBFENSESFFTLE,F
— M-8 R A EfficientNet-B2 ¥ 2 & Bk 09 3T BT B AL S Peik 05 8 3 SOW B H M 209 8355 5% — B T Meal-V2,Faster RC-
NN.NetVLAD W& ME S A AR ML LM ER ELSHER T SFELENRNEZR, 2RAN EREBLEHEE T4
F Lk 3| 57TFPS, $ WA A EAZ B4R A EHRE B @RI 97T 54 %A A0, £ NPDI A= 8 20 K & L7 510 5 & 5
HFEFBES 3.09% A 19.26%

KR BBk KR FAS ERA)

hE4SHES TP391.41

Multimedia Harmful Information Recognition Method Based on Two-stage Algorithm

SHI Xiaosu'*,LI Xin',JIAN Ling® and NI Huajian®

1 Information Network Security Academy,People’s Public Security University of China,Beijing 100091, China
2 Network Security Corps,Shanghai Public Security Bureau, Shanghai 200025, China

3 Shanghai SUPREMIND Technology Co. ,Ltd,Zhejiang 310000, China

Abstract In the application scenarios of Internet content security supervision and combating and rectifying Internet crimes, exist-
ing multimedia harmful information identification methods generally have problems such as low computational efficiency,inability
to accurately identify local sensitive information,and identification capabilities are limited to a single type of cyber crimes. In order
to solve the above problems,the paper proposes a multimedia harmful information recognition model based on a two-stage algo-
rithm. This method processes information filtering and content detection in stages,and splits the tasks of scene recognition and
element target detection. The first stage uses EfficientNet-B2 to build a high-throughput pre-filter model to quickly filter out 80 %
of images and short videos with normal content. In the second stage, three modules with different network structures are built
based on Meal-V2,Faster RCNN,and NetVLAD networks to adapt to the recognition requirements of multi-dimensional scenes
and multi-feature elements. The results show that the model’s computing efficiency reaches 57FPS({frames per second) on the T4
card.and the recognition accuracy and recall rate of multimedia harmful information exceed 97 % . Compared with traditional mo-
dels, the recognition accuracy rate on the NPDI dataset and the sell-built test dataset increases by 3.09% and 19. 26 % respective-
ly.

Keywords Two-stage algorithm,Multimedia, Harmful information recognition
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Overall model structure design drawing
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MAER R (W3R D), i &0 52 UL EfficientNet-B2 [ 4% ¥ 7 §if
B PR AL, R A ROUE A AR B A A IR AL T 99% 1

B4R T, 2 SE R AT 80 Vo Y 1E 5 HOHE » IR AR 58 — I B A He iUl
HIPEREE T .

21 ResNet50 5 EfficientNet-B2 5 A%} F& )1 25 45 52

Table 1 Comparison of training results between ResNet50 and EfficientNet-B2 models
Method LR SCHEDULE MIXUP CUTMIX (PRE,RECALL)
SE-RESNET50 [15.25,35] False False (18.69%.,77.56 %)
SE-RESNET50 [15,25,35] True.alpha=0. 2 False (19.53%.,78.75%)
SE-RESNET50 [15.25,35] False True,alpha=0.5 (19.81%,79.12%)
EFFICIENTNET-B2 [15,25,35] False True.alpha=1.0 (20.06%,79. 44 %)
EFFICIENTNET-B2 cosine False True,alpha=1.0 (21.22%.,80.84%)
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# 2 Student(proxylessnas) [ 4% 454

Table 2 Student (proxylessnas) network structure

Stage Operator Resolution Channels Layers

1 Conv3 * 3 224 % 224 3 1
MBConv3 * 3

2 _ 112 * 112 16 2
MBConvb * 5
MBConv3 * 3 _ N

3 : ° 56« 56 32 4
MBConv5 * 5

4 MBConv5 * 5 28 % 28 40 6

5 MBConv7 * 7 14 % 14 80 8

6 MBConv7 * 7 77 192 8

7 fe 1*1 1024 1

i s R Meal- V2! RIRZE 8 U7 #5 X Student 9 2% i
17 finetune, Meal-V2 %R T i Teacher 15 H ) SF 4
MESRAE N W B A5 B kAT 7808, ) KL BRI Student ALY
T A 2 5 Teacher #5284 {1 - 249 951 I A 28 22 (8] 19 AR L4, fie
24585 Student-Net(Meal V2) W 45, Il 545 BE A L 2% 18 A $2
FT 4R 3D,

Using knowledge distillation algorithm to train harmful image scene recognition module

3 ZRMETE VI R X L

Table 3 Comparison of training accuracy before and after knowledge
distillation
%)
W 4 25 4 W EAEE
DeiT-B 384 96. 98
FixEfficientNet-B8 95. 30
ResNeXt-101,32x48d 95. 81
Student-Net(proxylessnas) 90.98
Student-Net(MealV2) 94. 95
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Table 4 Comparative training results of the improved CascadeRCNN model and the improved Faster RCNN model

BACKBONE ##£ # TRAIN SIZE LR STEP ANCHOR RATIOS FPN STAGE MAP @ 10U=0. 50
CASCADE_RCNN_C3-C5_R34_FPN_1X 1333X800 [8.11] [0.5,1.0,2.0] 3 87.59
CASCADE_RCNN_DCONV_C3-C5_R34_FPN_1X 1333 X800 [8.11] [0.5.1.0.2.0] 3 88.93
FASTER_RCNN_C3-C5_R34_FPN_1X 1333800 [8,11] [0.5.1.0,2.0] 3 89. 33
FASTER_RCNN_DCONV_C3-C5_R34_FPN_1X 1333 X800 [8.11] [0.5.1.0.2.0] 3 90. 65
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Fig.3 Network structure diagram of sensitive element recognition module

2.3 FEAFHRIRAMN

A E WG 50 IR R T & A4y KRB, NetV-
LADYS AT — il Il 25 119 3t 20 3% 19 % BUb 28 W 45 AiEZR 1
B T % 5 W B, NetVLAD J& VLAD Ay 2t #f B, VLAD
(Vector of Locally Aggregated Descriptors) 5& — ™ ¥ 27 T J&
BRARFAE 48— 4 8 K/ 2 Jm FR AR 0 vkl o RS SR
THFEREYE . Arandjelovic 26 VLAD Bl i a7 i ol 5 19
ShAe R T PSR SRR, XA T DL Net VLAD JZ 475
CNN #2742 A5 31 (9 QWS AT 4R . R B, % T 7 iR
I3 A I T B R S R AR P S L A B 32 3 A BB S R
S0 L IR ) T, E R A — A DG BT A LAl SO T
XoF i S P T 0 B T R 45 B BP S5 Ok 24 2] 3K A5 Net V-
LAD P BP0 8 K A 2048 4 R 20, -l o 5
BUF B B R A E ARG T Y 00 R 1F 5 5 — 4> 2048 HEAFAE1E
K ARIEHn ik 2 09 B 18 /E — 8 2048 4k (9 51
Wi, Zad AR A — AR AE flA AR T RUKE — AT B
KEEW N » 2048 e (9 FEAE R A R — A B2 1 2048 4EFEE
5 R H XA R A5 W RRAESE AT e 2800 2535 1 I 25 L 35 )R]
FHAEEAS LA N 5 R IR AR T s B A E A B TR
Hi,

3 X

3.1 IRRIBRHIBES
7 S¢S 36l A A Ak 38 2% 9 Intel Xeon(R) E5-2630 10 4%

20 & @ 2.20GHz x 2, ¥ 4E R A& WA Ubuntu 16. 04. 5,
GPU % Nvidia Tesla T4 4, BFFH 64 GB(16 GB * 4),
VR 2% 2 HE 22 °fy pytorchl. 9. 0, Python i A& & python3. 6,
Cuda Mi7H cuda 10. 0,Java iZ AT H 5N JDK 1.8, R fise A
PG BR B AT AN Y BB 2, T IR ik BRI A T 2
T1 S GRS B 43 53 A W AR 43 24 B v A A A GG U 5 1k A5 A
% A BCA PR TR R, IR T B 43 U R 55 ok S
RIFATI

AR ORI A TEBE SR B 28U 4 45 & 19 O AT R E
MK . A FFECHE 4 R A NPDISUIE £, = ik 80 h 19
WA A NPDI B8 824 o 2 R VE IS4 (L3R 5)

#5 NPDI ¥R

Table 5 NPDI data set

* 7 PR 3 /N #
Non-porn 200 11.5
Non-porn 200 8.5

Porn 400 57

¥ 800 77

B O 5 2 T IR 4 18 AR AT U I BT VR T
SEIATTNL AR R AR BIRY . T EE B N B A I AR
S T B AN TR IR BT 1Y 50 A bl T HUEE A 10 J7 Ky 22 ) il
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# 6 T3,
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Table 6 Self-built data set
HAr & & I 9E & iR
Normal 968292 113327
1 Sexy 756020 145744
Porn 533742 52729
Normal 12898432 84564
g Terrorism 44036 32000
B 15597322 428364

2 pE B S bR HT v B £ SO 2 /INEE D T
B 22 B PR B B4 A S Y R K HE 2 2 jpg s jpegs pngs
bmp 45 EIGAE 2L BG4 BE R e R 4999 * 4999, B ST
K/NT] SCHE 8 MB; 1 WA 4 4 42 7% H264 4i i .mp4 .rmvb,
mov ST 2, S5 A B 4 di 4 STHF 18 min, A S AR R
NRR ST R 760 MB,
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AL 7Y S5 4 rP 35 I8 AT A B TR R R R R R, )
BRI BE T B AT IRLAR R A et B g5 R &
NetVLAD 583 #E 47 B & Z J5 45 2 09 9055 43 25 00 B b 45
RIS, 500 E DB AR L, R R
FEARBIAE R 21 508 & H) 99. 91 % . A FHEEA
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Table 7 Impact of different structural models on model results

- %A E# KA HERER HERE M @
recall/ % precision/ % recall/ % precision/ % T4/fps

1 80. 84 97.92 80. 48 21.50 511

2 86.23 98. 15 82. 46 70.31 115

3 94. 50 99.97 85. 80 93.74 74

4 97.52 99. 85 88.67 95.45 42

5 95.72 99. 67 89.90 90. 74 46

6 99.996 99.92 99. 68 99.91 57

3.2.2 BRI EAL

25 7R S AR R L Al TR B o S R AT X LG G, B
55523y 59 IF PR A 49 35 Google Cloud Vision API Al Yahoo
Open NSFW 581, P A~ 80 0] 3l 28 APT 347 I, 55 30 S0
S0 & NPDI AT H @M. W3R 8 P, A Sy % (4 45 1
L5 T USRS YA LU B R A W R 4R L 48 NPDIL A JF 5048 48 1
AL A S = SR T 3. 0900, 7E A AN 4R 1k R i s 4R T
19.26%.

%8 NPDIAIH IR 1R SR 550t
Table 8 Experimental comparison of different models on NPDI and

self-built data sets

VRS B & EHE/N
A XHEA NPDI 94. 36
Google Cloud Vision API NPDI 91. 27
Yahoo Open NSEW Model NPDI 92.62
ES e % BN E 99.92
Google Cloud Vision API BN E 82.53
Yahoo Open NSFW Model BN E 80. 66

3.2.3 EAYFER

Sy G 8 AR SCJUT B 0 R T T B BB IR Y 2 IR F S R
TRUIASE 7Y S R o7 AR, S B B2 5 B A 7 R e X 4z L B AT 45 R
gk 9 T3l . 2 A F AR BB A R A > 98 %, il R >
97 Y, G TN 1 R R R R R I FE 500 LA DY, RS A A 3 K
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Table 9 Running results in production environment
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