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Multivariate Time Series Anomaly Detection Algorithm in Missing Value Scenario

ZENG Zihui' , L1 Chaoyang"* and LIAO Qing'"*
1 School of Computer Science and Technology, Harbin Institute of Technology (Shenzhen) ,Shenzhen,Guangdong 518055, China

2 Peng Cheng Laboratory, Shenzhen, Guangdong 518055, China

Abstract Time series anomaly detection is an important research field in industry. Current methods of time series anomaly detec-
tion focus on anomaly detection for complete time series data,without considering the time series anomaly detection task contai-
ning missing values caused by network anomaly and sensor damage in industrial scenarios. In this paper,we propose an attention
representation-based time series anomaly detection algorithm MMAD (missing multivariate time series anomaly detection) for the
more common time series anomaly detection tasks with missing values in industrial scenarios. Specifically, MMAD first models
the spatial correlation of different time stamps in time series by time position coding. Then,we build an attention representation
module to learn the relationships between different time stamps and represent them as an embedded high-dimensional coding ma-
trix, thereby representing the multivariate time series with missing values as a high-dimensional representation without missing
values. Finally.we design the conditional normalized flow to reconstruct the representation and use the reconstruction probability
as the anomaly score,the lower the probability of reconstruction,the more abnormal the sample. Experiments on three classical
time series datasets show that,the average performance of MMAD is improved by 11% comparing with other baseline methods,
which verifies the efficacy of MMAD to achieve multivariate time series anomaly detection with missing values.

Keywords Multivariate time series, Anomaly detection, Missing-value scenario, Attention mechanism,Neural network
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SMD 708405 708420 38 4.16
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Table 2 Comparison of detection effects under the scenario of different missing values on SWaT dataset
S BhkFE=10% Bk F=30% Bk £ =50%
F1 Precision Recall F1 Precision Recall F1 Precision Recall
USAD 0.7331 0.9063 0.6155 0.5635 0.4238 0.8408 0.3636 0.2456 0.7003
GDN 0.7483 0.9140 0.6335 0.6609 0.8167 0.5550 0.5666 0.7271 0.4641
DAGMM  0.5089 0.4319 0.6193 0.4152 0.3455 0.5202 0.3386 0.2764 0.4370
GANF 0.7468 0.9101 0.6331 0.3048 0.2025 0.6154 0.1314 0.0703 1.0000
MMAD 0.7504 0.9889 0.6046 0.6886 0.8106 0.5986 0.6869 0.7840 0.6112
# 3 SMD B4 AR BR AR 37 5% T A I AR X L
Table 3 Comparison of detection effects under the scenario of different missing values on SMD dataset
- Bk E=10% Bk £ =30% Bk F=50%
F1 Precision Recall F1 Precision Recall F1 Precision Recall
USAD 0.7040 0.4949 0.9991 0.6142 0.4713 0.8815 0.5818 0.4392 0.8617
GDN 0.7040 0.6253 0.8054 0.4141 0.5955 0.3174 0.3517 0.2364 0.6871
DAGMM  0.6623 0.6235 0.7062 0.5793 0.5938 0.5655 0.5781 0.4643 0.7658
GANF 0.6098 0.5018 0.7770 0.5810 0.4779 0.7409 0.5808 0.4247 0.9185
MMAD 0.7377 0.7735 0.7050 0.7025 0.7367 0.6714 0.6491 0.5881 0.7243
4 WADIHUE 4 BRI B 3 50T iR I 8CR %) 1
Table 4 Comparison of detection effects under the scenario of different missing values on WADI dataset
o BhkFE=10% Bk £ =30% Bk F=50%
F1 Precision Recall F1 Precision Recall F1 Precision Recall
USAD 0.2167 0.2679 0.1930 0.1879 0.2551 0.1838 0.1866 0.1897 0.1836
GDN 0.1870 0.0842 0.5436 0.1185 0.0802 0.5177 0.1092 0.1092 1.0000
DAGMM  0.0913 0.0463 0.9732 0.0715 0.0441 0.9269 0.0643 0.0333 0.9286
GANF 0.2825 0.1466 0.5863 0.2228 0.1396 0.5584 0.1739 0.1667 0.1818
MMAD 0.2963 0.2207 0.4500 0.2821 0.2102 0.4286 0.2179 0.2179 0.5844
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Table 5 Experiment results of window size comparison
#Ha kN F1 Precision Recall
5 0.5165 0.6080 0.4490
10 0.6886 0.8106 0.5986
20 0.6198 0.7295 0.5387
50 0.6680 0.7863 0.5806
100 0.5819 0.6850 0.5058
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Table 6 Experiment results of hidden size comparison
[ 2= J8] K /N F1 Precision Recall
32 0. 6060 0.7133 0.5268
64 0.6198 0.7295 0.5387
128 0.6542 0.7701 0.5687
256 0.6887 0.8106 0.5986
512 0.5991 0.7052 0.5208

R OHRSEER (SWAT Hfi46)
Table 7 Ablation experiment results(SWAT dataset)

% Bk F 0%  #HKAkFE50%
W/0 MMAR 0.5734 0.3405
W/0O CNF-AD 0.4578 0.4958
MMAD 0. 6886 0.6869
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