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Abstract Obfuscation attack can bypass the detection of host security protection mechanism on the premise of achieving the same
attack effect by modifying the system call sequence generated by the process running. The existing system call-based host anoma-
ly detection methods cannot effectively detect the modified system call sequence after obfuscation attacks. This paper proposes a
host anomaly detection method based on the fusion of multiple semantic information of system call. This method starts with the
multiple semantic information of the system call sequence, fully mining the deep semantic information of the system call sequence
through the system call semantic information abstraction and the system call semantic feature extraction,and uses the multi-chan-
nel TextCNN to realize the fusion of multiple information for anomaly detection. Semantic abstraction of system call can realize
the mapping of specific system call to its type and shield the influence of specific system call change on detection effect by extrac-
ting sequence abstract semantic information. The system call semantic feature extraction uses the attention mechanism to obtain
the key semantic features that represent the sequence behavior pattern. Experimental results on ADFA-LD dataset show that the
false alarm rate of this method for detecting general host anomaly is lower than 2. 2% ,and the F1 score reaches 0. 980. The false
alarm rate of detecting the confusion attack is lower than 2. 8% ,and the F1 score reaches 0. 969. Is detection performance is bet-
ter than that of other methods.
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Table 3 Model hyperparameter settings
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Table 4 ADFA-LD dataset structure
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Table 5 Model detection results with different sequence lengths

maxlen Recall Precision F1-Score FPR FNR
500 0.938 0. 950 0. 944 0. 049 0.062
750 0.964 0.956 0. 960 0.045 0.036
1000 0.973 0. 969 0.971 0.031 0.027
1250 0.982 0.973 0.978 0.027 0.018
1500 0.978 0.973 0.976 0.027 0.022
1750 0.982 0.978 0. 980 0.022 0.018
2000 0.951 0.977 0.964 0.022 0.049
2250 0.946 0.981 0.964 0.018 0.054
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Fig. 9 Detection results with different sequence lengths
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Table 6 Comparative experiment of model detection performance

A 7 % Recall Precision F1-Score FPR FNR
BN S 0.982 0.978 0. 980 0.022 0.018
Transformerl 20 0.907 0.958 0.932 0.036  0.093
TextAttBIRNN 0.853 0.914 0. 882 0.072  0.147
FastText 0. 844 0.917 0.879 0.068  0.156
RCNNE23] 0.884 0. 850 0.867 0.140  0.116
TextBiIRNN 0.911 0.813 0. 859 0.188  0.089
TextRNN 0.790 0. 855 0.821 0.120  0.210
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Fig. 10 Comparison of ROC curve of model detection performance
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Table 7 Comparative experiment on confusion attack detection
Aol ik Recall Precision F1-Score FPR FNR
BN S 0.966 0.971 0.969 0.028  0.034
Transformer 201 0.875 0.951 0.911 0.045  0.125
FastText 0. 844 0.922 0. 881 0. 064 0.156
Khater %3] 0. 852 0. 862 0.857 0.136  0.148
TextAttBiRNN 0. 835 0.786 0. 810 0.227 0.165
TextBiRNN 0.733 0. 896 0. 806 0.085 0.267
Borisaniya (23] 0.881 0.742 0. 805 0.307  0.119
TextRNN 0.818 0.742 0.778 0.284 0.182
RCNNE23] 0.619 0.932 0. 744 0.045  0.381
Serpen % [24] 0.493 0. 656 0.563 0.269  0.507
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Fig. 11 ROC curve comparison of obfuscation attack detection effect
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