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Abstract The malicious PDF document is a common attack method used by APT organizations. Analyzing extracted indicators of
embedded JavaScript code is an important means to determine the maliciousness of the documents. However,attackers can adopt
high obfuscation,sandbox detection and other escape methods to interfere with analysis. Therefore, this paper innovatively applies
symbolic execution method to PDF indicator extraction. We propose a PDF malicious indicator extraction technique based on im-
proved symbolic execution and implement SYMBPDEF, an indicator extraction system consisting of three modules: code parsing,
symbolic execution and indicator extraction. In the code parsing module. we implement extraction and reorganization of inline
Javascript code. In the symbolic execution module,we design the code rewriting method to force branch shifting,resulting in im-
proving the code coverage of symbolic execution. We also design a concurrency strategy and two constraint solving optimization
methods to improve the efficiency. In the indicator extraction module, we realize integration and recording of malicious indicators.
In this paper,1271 malicious samples are extracted and evaluated. The success rate of indicator extraction is 92. 2% , the indicator

effectiveness is 91. 7% , the code coverage is 8. 5% higher and the system performance is 32. 3% higher than that of before opti-

mization.
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PEDT L BT IR TE Web 52 4 6 I o A A5 AH B A i T B o )
L6 By 5 PDF % SO A I B A AR AL, B AR ME S 7E T
WAL R ] BE 22 3 O A B B8 1 R AR A . H AT RS 3R U
HFEG R SR AR SR RBREAR ., AR
PR R TE AR BUS AR BOM AR BAT AR T K
R RO 5 RORE T Br . H 456 ORI S5 H il B AURS A2 4 K
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X2 B HL Y JavaScript 488 #E 4T B 3L HAT L 38 4 9 AE IS K
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PR AT i B v A5 B o (R0 Mt A R e SR A
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1 PDF Il A FH 554

Tablel Example of PDF vulnerability exploitation

%5 7] 3 & 7= & i o AR B fo F %
CVE-2022-28672 Foxit Reader ~ MIB#H 4 £ % £ ERDHAT
CVE-2022-27787  Adobe Reader Zor Kl 1B R HAT
CVE-2022-24934 WPS Office RIREHT Y EERGHAT
CVE-2021-44709  Adobe Reader ok Kl 1 EREHAT
CVE-2021-21045  Adobe Reader M IR#E# £ % £ ERDHAT
CVE-2020-14425 Foxit Reader ~ MR H %  EERDHAT
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X JavaScript #EATRLILHAT I 4 HUH 191 26 & SRy AR SC RP AR AR
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AT 1 DT 44
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Fig. 1 Malicious sample of CVE-2020-14425
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D https://cve. mitre. org/cgi— bin/cvename. cgi?name=2020-14425

» https://www. virustotal. com/gui/home/upload.
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3 SYMBPDF Z&iZit 5521
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Fig. 2 Flowchart of SYMBPDF
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Fig. 3 Flowchart of code parsing module
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%o MT PDF B3 a5 23 X5 A £F & b o 4 =000 19 SCR 15
il BT o BOh A 2 WO M BR 38 U512 o i #8430 2 RS R
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% PDF-1. 4
1.0 obj(<

/Type /Catalog
/Pages 1 0 R
/OpenAction ((
/S /JavaScript
/ISCapp. alert{ ‘It s malicious!”})
»

)

endobj

Trailer (¢
/Root1 0 R

)

B4 REF A A U A 2 SR
Fig. 4 Malicious sample with irregular formatting
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i 3 /OpenAction LA & /Names 55 5 2 7 Bt i A S B0 A7 19
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BT V8 AT L, fEMEPATHE R AR LR
FEAR T AT 51 B T B AR S R Bk . T TR b 3R O A B AR 7
(1 Adobe Reader, Foxit Reader %) Sy 4= & 1 41 F2 2y i 42 {1t
TIZ e AP pREL. Tk # A E AY JavaScript 4450 AT DL 3E
b2 APT sRECHAT AN T BE . PRtk S T B 4 b x4 A i
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Fig. 5 Flowchart of symbolic execution module
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Table 2 Extended API functions for symbolic execution engine

app. addMenultem app. alert

app. SubMenu app. execDialog
app. getAltTextData app. getPlayers
app. getURLSettings
app. launchURL

app. getPath

app. newDirectory
app. newDoc

app. opencPDFWebPage app. setAction

app. getWindowBorderSize

app. browseForDoc app. buttonGetIcon()

app. execMenultem app. mouse
app. getURLData app. userName
app. openDoc app. media
app. listMenultems app. getURL
app. set TimeOut app. signaturelnfo

app. pageWindowRect

55 PAT 51 AR I T H Jalangi2? S8, HAR F H
JavaScript @5 HARHL VAT AE . 4n1&l 5 fr 7R, AR5 8 £ h
Oy B AR AT ROR A A . oy R AR U AT S
R 2 JRR A B G0 A S BUE I o 255 AT 18 B2 it A
Bl s BRAT 28 I K 38 4T AT R P v 4 22 AN IR B 5 1 AT A R
BIAT 5 PR 5 A TR it 7 e JF VR T HL 73% S2 B, SRR i 43
AR R AR A 0B I B 5R [T] 2 4y g . T A b

D https://github. com/nodejs/Release

AT B 40T
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2 AHS AT B AR MR BT, A LT R IR VA A . AR BT A% L T AR
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TRIEAR G 25 A I SEAT 5 AT I AR LY FROIG I, BT DA E— 4 R
1 ES R LA T CE R e = R AR TF -

AT Az B - PUAT 28X SE BRI S A SR A 047 X 4

» https://opensource. adobe. com/dc-acrobat-sdk-docs/library/jsapiref/JS_API_Acro]S. html #

3 https://forums. foxitsoftware. com/forum/portable-document-format-pdf-tools/foxit-phantompdf/180511-javascript-api-documentation

» https://github. com/Samsung/jalangi2
) https://github. com/Z3Prover/z3

® https://github. com/jquery/esprima
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100) +80) (2
[Var2]=TFunction((app. getFildeVulae(“test”) >
100) +80) (3)

A M R 20 AR LA I, 7R TS AU B S R
HEBR RO AR 53 32 P LT 8B E o FE R TERON 433010
S MRS W R A RN AT

record ol

COVerage: = oiw

P J]:[lb

3.4 EARIREER

o AR $ OB 2 B ] TR IR AS Th i B AR AT . AR A
S IRAT b R v Y AR e % 2 UK R A5 B Y B R (E 2R LA A AR
08 AT St 8 H P 5% SO 44 URL, Shell fiy % Shell-
code AT S REAE A 10 S HEAT 0 18 . 28 R & M de AR il .
T T % i BEOE B 10 % AR 1 E A 8 A 00, SR TR B R
WMARANEE 1 TR . B B AR R 15 R, 4% T 0 S BT A 1Y
A 2 B B I s SCIXC AL 8K S5 XA RS 32 AT R AT OF i R B A
A A AT X ], =2 )5 e BEOACRD PHOAT IXC JR] ) , A a7 A A
[ 7% 7 9 e 5 ¢ R L B JA R 5 4 5 AT 0 b, $ OE 8 E
IeRAE R,
ik 1 iEARIRIUGR
A T JavaScript {85 JSCode, £ 5 UATiE 5 Record
Bt < LB 8 AR 9 25 B EIE S 45 R

result_list=[[identifierl,valuel ,value2,-+ ], , |

by & w) o

y

1. for identifier in JSCode. Tokens do

2. identifier_list. append(identifier,identifier. range) / * 4% I J¥ #2 B ic
SRR Ko LX) x /

endfor

3. for code in JSCode. Syntax do

4. code_list. append( code, code. range)/ * 4 i J¥* $2 B id AL K &
SCIX [i] * /

endfor

5. for number in code_list do

6. if identifier_list[ range] in code_list[ range]:

7. code_with_id_list. append (code, identifier) / * ¥ BUAT IR 8 & <7 44
ity ) 25 e R S G R/
endif

endfor

8. Read_and_Insert(Record,code_with_id_list)/ * 44 bt 5 3¢ & K 4,
AT %78 5 AT IR 5 S5 SR LIFI R B X 2B« /

4 LW

4.1 ZIWIHE

T %k SYMBPDF #4891 g 5 208 - 4 30530 A
i B2 IO EN 3 AUH  2E S A A 4R IO R 98 B 4R R
AT AT . A AR S R Ty 2 92 5 0 Wi 4R AR A AT 4R
B A R G T S S B T S s RS SR R
X A5 AT B AR B A R AT IR TE AR S T R
ARSI 5 48 AR 48 BOA 28 M 92 30 2@ 8 YARA FLI 19 fish %
HE W 48 AR 42 BT LUAT 20 32 w5 % 2 PDF SCRAG TR | I
R _E F A JavaScript IR ¥ T H K& JavaScript £F 5
1A I8 SCXT L 5 48 A B2 BRI 92 0 F IR AR ST 24
FOR LA T B RGEBCR R A ROR .

ARSCUT R T3 1271 ASWREAEA, H A AT EE 4 579 4>,
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RNEHAE 692 A, Bl AR TR w5 1T ATk 3 Fh U B B AR
Y 22 A~ HL TR TR BE AR . IR A B RE AR A 414 AR
JE VRV A0 LA R i 2 A A R A T R AR

SLIAE Intel (R) Core (TM) i7-1165G7 @ 2. 80 GHz,
RAM 16. 0GB, Ubuntul8. 04 F#E47 ., 4475 i % H Python
3.6.9 SEI, Nodejs A Jy 12. 18. 1, Esprima A Jy 4. 0, 1%
AR A I3 B ) R 4 10min,
4.2 EHRIBEURLINE

AN S 06 S 6 o B B R B R ) SR AT RS . 4 IR A o
rhOR A i 2 A S AT A ST e S S A AT 2 T R R AR Ay 3
N SEFRPAT IS AT IS . W3k 3 A, 8 AR A £ AL
Ui& Ny 96.5% B A FE AR BB T o 83. 3% , HEAS it iR
BRI %N 92, 2% o RS2 bR BUAT A4 5 AT BE AR vh 8 47
TERR IR WO 1B 00 - D B S A i Y APT bR 2501% A 15 3
ARG A ;2) RN JavaScript {CHS B 4H )5, fE 76 B 15 L5 iR
PR B 5 3) B R B AR A I A 1 A o BRI L AT T
FENL . 5 G E A AR A L, B 4 B AR U T B
B UE W 0k R B 22 Rk itk O X 4R A B B T AR B
— T 5% m

3 AR RRBULY) R

Table 3 Success rate of indicator extraction

xm ¥ EEAEA FET S S %

- ERPAT HEHRAT BHAR ERHRAT FEHT EEXR
AR 623 234 857 119 295 414
1R 2 % 601 226 827 98 247 345

R %/ % 96.5 96. 6 96.5 82.4 83.7 83.3

4,3 REBEEX

RIS AT R AT THEE. WA 6 i
TR FEBI AT B AL, A4 R A B s AR T
FRVENMFSHIT R A G B ATEME, 5IAREIHE.
BEHRFAE0.9~1.0 ZRIBHEEARLGIRT T 9.6%, RS
XoF T A 2 3k B BR AR Ay AT IS L R TR TR A R R BOAT
S MY B AN T s R AT LI #) 100% . Wi 7 BT R AR
UERETPHEERRAEEST 8.5%. \TLUER, 1
6. 1s, RNEE — 4455 5 04T 58 5 - i1 AR 15 i B LI A9 fid %
S35 78 15 A W BR L UE W TR ML 00 R .
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Fig. 6 Proportion of samples with different code coverage
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093, 3% AR PR R U IR MR 91. 7%,
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Table 4 Malicious document detection rate
%
R KA K AN

TR B WA & Shellcode %
JSDetox 61.7 17.9
JS-beautify 54.8 17.1
Prepack 69. 2 18.1
JSForce 79.1 85.2
SYMBPDF 90.9 93.3
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Fig. 8 Number of detected samples
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Table 5 System time spent

AP B F ) B s &L B/ s
R T 0. 820 0.770
5 HAT 7.430 7.180
3 R 32 B 0.079 0.077
2R B 7.790 7.510
3.2 TR, 2 HOR G Ak 3 4 ot 2R AR R A

N DA 3 43, AT 40 0% o 2 Ak T B AT R 9T . S8R
xu“ 1271 AW AR EATIN G, b A 529 B EAEA ik T
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B A A B O 35 B ) R AT 0 b L A5 SRR 9 Bin . K REAR
5309 TC 2 FUR A AL AL B AL X A SE AR AL R AR iR
R AR 4 2,

wmE 9 Fis . 5l AT BUR - FF 5 AT 4> X Hh 19377
WD E 13116, F8FRIRBCF R 11, 47s R R 7.79s, R4
SRR T 32.3% . s EAL AR A & RO Ak B R B e A
SO D o SR AR R HE AR AR BOR . (R R MR T Lk
A E EE AR B T e MO RICR 3. 2 AT s A
LA B S AOR . M AR P 3 21 SRR AR fi
R AT A 13 A FEA Rl & A IS R LA

395

20000 | ] #EgiTaxsk 12

18000 1 L )il
@ 16000 10
14000 @
z 12000 | 82
& 10000 - 6 §
B 8000 B
g 6000 | 4

4000 - B

2000 -

0

T ' T 0
THRRBH ACERGEA REZERRA TREERARN
VN

B9 5537 5 OB ¥ e
Fig. 9 Number of branches and average time spent
o i A A RE AR B 7 249 43 BT IR St L A SR AR 10 B
TN UL FEA TC SR AR AL B &5 77 AR o SR AR B, T R A
M Ak T AT L e A 2 B AR o R A R A& N A AR K
144 SR04 B 28 IR SR 0 55 % R 79. 9% A RO IE T &
ESBUIE S e I8

400 -

3

300 -

200 -

100

BHEPATFHL LK

B /s
K10 75 347 50 S8Rt
Fig. 10 Change of branches for symbolic execution

LERIE A SCRIHN M S A 5 T BRI T PDF R
SCRY A M 45 R L AN BF 5T FF 52 T 41X PDE SCRYS Y % 2 48 b
R AR SYMBPDF, i it 408 7 #7 A5 5 PUAT V8 AR 42 L 3
AP PDF SCRY 1B B AR 4R I . RGO R LR
SHATH FERAPATTIE ., ES AR E kRS R
£, Bl IE R R B A fUR MR AL Tk X T AT T fﬂ:ﬁz
Mk BT HE AR AR IO T R AR TR R AR O AL
FARACFCR A8, SR R R AR RGBT A
X PDF SCRYS 52 9848 A1 42 B, B A 5w 19 LD 3 A Z0vk F e
B T LU BOS BT R IR VA Sk ik T B O R SRR 5
PDF & B AU SOR B 4 4 T R 47 f9 K .

Fo BFIE TAE@F

1) 3 — 25 56 3 ARG A BT F 20 9 R0, 5 5 A G B 32 2% 1Y
TR SR, 3 — J/H: FAH R APT BB AL 32 & AT 5 04T 1

2)@@6&1;./2&%& %i&ﬂ’)ﬁvmﬁﬁemﬂﬂwﬁ,ﬁ Pk
G WS 7 = 4 5 % B AR N B IS DR UF H: A 2 S %42 AT L gk
ST, #E— P IR S TR AR S U T R

3) P — A 3 A PE AT Web %425 JavaScript 3 &AL 5
BT ST 19 A4 G AR B 5 K L [F] E PDF SCAY &6 W i 4T —
MGG #F— LRI R,

2 % X M

[1] LEIJ W.YI P,CHEN X,et al. PDF document detection model

based on system calls and data provenance[ ] ]. Journal of Com-



396

Computer Science FHEHFIZ  Vol. 51,No. 7.July 2024

[2]

[3]

[4]

[5]

(6]

(7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

puter Applications,2022,42(12) :3831-3840.

LU X, WANG F,JIANG C,et al. A Universal Malicious Docu-
ments Static Detection Framework Based on Feature Generaliza-
tion[ J]. Applied Sciences,2021,11(24):12134.

NISSIM N,COHEN A,MOSKOVITCH R,et al. ALPD: Active
Learning Framework for Enhancing the Detection of Malicious
PDF Files[C]//2014 IEEE Joint Intelligence and Security Infor-
matics Conference. Washington DC,USA . IEEE,2014.91-98.
NISSIM N,COHEN A,GLEZER C,et al. Detection of Malicious
PDF Files and Directions for Enhancements: A State-of-the Art
Survey[ J]. Computers &. Security,2015,48:246-266.

YU M,JIANG J G,LI G,et al. A Survey of Research on Mali-
cious Document Detection[ ]J]. Journal of Cyber Security, 2021,
6(3):54-76.

WANG Y. The De-Obfuscation Method in the Static Detection
of Malicious PDF Documents[ C] // 2021 7th Annual Interna-
tional Conference on Network and Information Systems for
Computers. Guiyang, China: ICNISC, 2021 :44-47.

CHEN K, WANG P,YEONJOON L,et al. Scalable Detection of
Unknown Malware from Millions of Apps[J]. Journal of Cyber
Security,2016,1(1) :24-38.

GAO X,YU M,JIANG J G,et al. A Combined Malicious Docu-
ments Detecting Method Based on Emulators[]J]. Applied Me-
chanics and Materials,2014(602/603/604/605) :1707-1712.
FENG D,YU M,WANG Y. Detecting Malicious PDF Files
Using Semi-Supervised Learning Method[CJ/ The 5th Interna-
tional Conference on Advanced Computer Science Applications
and Technologies. Beijing, China: ACSAT,2017:135-155.
ANDREASEN E,LIANG G,MQ@LLER A,et al. A survey of dy-
namic analysis and test generation for JavaScript[ ] ]. ACM Com-
puting Surveys,2017,50(5) :1-36.

SIHWAIL R, OMAR, K, ZAINOL A, et al. Malware detection
approach based on artifacts in memory image and dynamic ana-
lysis[J]. Applied Sciences,2019,9(18):3680-3691.

ALAZAB A, KHRAISAT A, ALAZAB M, et al. Detection of
Obfuscated Malicious JavaScript Code [ J ]. Future Internet,
2022,14(8):217-231.

TZERMIAS Z,SYKIOTAKIS G,POLYCHRONAKIS M, et al.
Combining Static and Dynamic Analysis for the Detection of Ma-
licious Documents [ C] // The Fourth European Workshop on
System Security. New York, USA:EUROSEC,2011.1-6.
CORONA I,MAIORCA D, ARIU D, et al. LuxOR: Detection of
Malicious PDF-Embedded JavaScript Code through Discriminant
Analysis of API References[ C]// The 2014 Workshop on Artifi-
cial Intelligent and Security Workshop. New York, NY:ACM,
2014.47-57.

RUARO N,PAGANI F,ORTOLANI S, et al. SYMBEXCEL:
Automated Analysis and Understanding of Malicious Excel 4. 0
Macros[ C] // 2022 IEEE Symposium on Security and Privacy.
San Francisco.CA:IEEE,2022:1066-1081.

1S032000-1: 2020 EB/OL]. https://www. pdfa. org/resource/
i50-32000-pdf/.

MAIORCA D, GIACINTO G,CORONA 1. A Pattern Recogni-
tion System for Malicious PDFFiles Detection [ C] // Interna-
tional Workshop on Machine Learning and Data Mining in Pat-
tern Recognition. Berlin: Springer,2012:510-524.

LIN J Y,PAO H K. Multi-View Malicious Document Detection

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[C]//2013 Conference on Technologies and Applications of Ar-
tificial Intelligence. TAAI,2013:170-175.

SUN B Y. Research on The PDF Document Security Detection
Methods[ D]. Shanghai: Shanghai Jiao Tong University,2015.
WANG T,MOU Z H,ZHANG Z H,et al. Detecting Obfuscated
Malicious JavaScript Code Based on Function Call Information
[JJ. Computer Simulation,2021,38(2) :432-437.

NDICHU S,KIM S, 0ZAWA S. Deobfuscation, unpacking, and
decoding of obfuscated malicious JavaScript for machine learning
models detectionperformance improvement[ J ]. CAAI Transac-
tions on Intelligence Technology.2020,5(3):184-192.
FRAIWAN M,AL-SALMAN R,.KHASAWNEH N,et al.
Analysis and identifification of malicious javascript code[ J]. In-
formation Security Journal: A Global Perspective,2012,21(1):
1-11.

LASKOV P,SRNDIC N. Static Detection of Malicious Java-
Script-Bearing PDF Documents[ C] // Proceedings of the 27th
Annual Computer Security Applications Conference. New York,
NY:ACM,2011.:373-382.

LI M,ZHOU Y,YU M,et al. Combining Static and Dynamic
Analysis for the Detection of Malicious JavaScript-Bearing PDF
Documents[ C] // Proceedings of the 2016 International Confe-
rence on Computer Science, Technology and Application. Shen-
zhen,China:ICCITA,2017.475-482.

LU X,ZHUGE ] W,WANG R Y.,et al. De-Obfuscation and De-
tection of Malicious PDF Files with High Accuracy[CJ// 2013
46th Hawaii International Conference on System Sciences.
Wailea, Maui, USA : HICSS,2013:4890-4899.

COVA M,KRUEGEL C, VIGNA G. Detection and analysis of
drive-by-download attacks and malicious javascript code[ CJ /
Proceedings of the 19th International Conference on World Wide
Web. New York,NY:ACM,2010:281-290.

MA H L,WANG W.,HAN Z. Detecting and De-Obfuscation
Obfuscated Malicious JavaScript Code[ ] ]. Chinese Journal of
Computers,2017,40(7) :1699-1713.

HU X.,CHENG Y,DUAN Y,et al. JSForce: A Forced Execu-
tion Engine for Malicious JavaScript Detection[ C] // Security
and Privacy in Communication Networks: 14th International

Conference. Singapore: Springer,2018:704-720.

SONG Enzhou, born in 1998, postgra-
duate. His main research interests in-
clude malicious document analysis, bi-
and vulnerability

nary code analysis

mining.

HU Tao, born in 1993, Ph.D, assistant
researcher. His main research interests
include intrinsic security, intrusion de-

tection and SDN.,

(TR - T 47D





