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Construction of Internet of Vehicles Covert Channel Based on Websocket Protocol

ZHAO Hui,PENG Jianyou,QIN Yulin and HAN Lili
1 School of Communication and Information Engineering, Chongqing University of Posts and Telecommunications,Chongqing 400065, China

2 Chongging Key Laboratory of Signal and Information Processing,Chongqing 400065, China

Abstract Aiming at the problem that the construction method of covert channel under traditional Internet of Vehicles protocol is
single and cannot be applied to complex network environment,a construction method of covert channel in Internet of Vehicles
based on WebSocket protocol is proposed by analyzing the data frame format and communication mechanism of Websocket —a
lightweight application layer protocol of Internet of Things. This method uses information separation and aggregation algorithm
to transmit the covert information in multiple dimensions to enhance the transmission rate and anti-exposure of the covert chan-
nel. Besides, considering the dynamic topological characteristics of the Internet of Vehicles network, the information separation
and aggregation mode and coding mapping table are transformed adaptively based on frequency hopping technology. Finally.in or-
der to improve the concealment of the channel, the least square algorithm is used to simulate the transmission characteristics of
normal network traffic. The results of simulation experiments show that the constructed covert channel is less affected by net-
work fluctuations and has better robustness when facing poor network environment. And compared with the covert channel with
single-dimension transmission.it has certain improvement in terms of concealment and transmission rate.

Keywords Internet of Vehicles, Websocket, Information separation and aggregation, Frequency hopping technology, Least square

MG P X B K TR EE AR & A R

TEBE ) 58 % M L BIL S P R IR T L G e s S A3 ) B A

ZE I I 2 1 BB — A A5 H R DL A G % e AT BB PUE BRI B AL G n & SR AT R T EROAR

TR AR AR A T 40 0 R — o B Do 2 T, R I T ) SR R B2 W] LU RO By 1 A5 8 2K | 7 BOEL B i T RE A —

SRR B . A, EBE A EE AR TAER IR B AR AR RS N B A A W PR A H A R

{190 4% 3 15 D 100K A % 2 0K IR A A% A 1) T Sk , O L4 PR R L e E — R R, — O, i vk

1= W PG AR R . B2 BE B 2 Bk I BR 1 AN W kg 23 1 2% SCA AR LA X 4 B ) sk o o R F G £k 4% i

FIR {5 B A ) B 28 B R 4 Tk T 3 A5 150 o v AN T 3l 1 5 0 T RO 46 T L SR A 5| R T 3 55T IBOE B AR 6
KAl ) L o o — 01, e M RE 00 I 85 SR A AR A 2% B AR TG, £

1 5§

B3 B 97:2023-05-08 3R & H 1] :2023-08-30

4 H TR TR S H (KJZD-K202000602) 5 U145 T 5 BF % 18195 B (2022 YFG0022)

This work was supported by the Science and Technology Research Project of Chongqging Municipal Education Commission(KJZD-K202000602)
and Key R & D Program of Sichuan Province(2022YFG0022).

WAEVEE B (zhaohui@ cqupt. edu. cn)



B ML A BT Websocket PRSI 42 106 000 [ £ T8 by

365

T RG22 00 19 45 06 U5 R o AR K B I 45407 5, SR ZE S Y
EH B, Ball(F 7 S — 5 B BB B R AR RE L L AF
S0 BRRR AL B, MR A e e o 3 % B L 3 R A AF S
HLER 1 HL o RE e A 5 Wi 7249 1E 38 % 10 R, 45 & — 28 % 1L
P 285 R 2 Bk, AT T B VR SR TR OK . DR B
17 T8 R AE Z2 306 00 op Sy — Rl G B S 1 AR, A T E
B E S,

Do) 4% o i 15 T % A SRy — AT L3 i R 40 1 & A R
n] ik W 22 A U A (0 R I, 38 S Y 44T B R AL B ER &
MR T B, R AR 1 S 77 5 TR e 7 3 0 I i) 784 ol £
O A 7 RO (F T 2 R I 4% B 1 b A T o B L ik
A 77 TR B A B . 4, SCHRE5 15 T Internet 45 il
H BB ICMP) B3 T —Ff 5 T B[] 8% ) Bl (5 18 R A
TH 2 B AE B0 A 4 S AN sk anr =2 ) ) B 2 B b, 3¢
BRC6 AN Sk 7] % BRAE 1Pv6 Bivisl =7 B of b T 77 6 e i o 1
BT REPE A EE T 10 R ALY TPv6 BRkE 8 1 . 35 T AR
2 B IPv6 i3k (0 R 2K 7 B L 1PvE PR Sk Y R B
Bt ICMPv6 23k RIS B . b Ah  EF X — 28 R, 3¢
BRCSIASCHROT4R I T HTTP Bril v al T+ 2 Bl 15 1
LA 7 B, i Accept, Cookies Al URL FBt, 2R
W17 T AR A R FR AT A K M T 25 2, 52 W 4% S PR IS i AR/
B2 R MR 55 L 2 sl T A R

Fist [E0) 28 [ 15 2 D0 ) ) % 0 TSRS £ B I g e o AT
R, B0, Abbas F1 4R T —F 3% F S 7 %
P Bl o B 5 38 (RDCTO) » 31 51 A T Bt 19 Turbo #6474
BRI A AS K K AR T T 15 8 A 15 i S R # . Harris
SEC T — T 4 K T B A L B T A R Y
150 265455 19, CBIY S 10 st ok ) v A B8 0 A7 ) o 3K R Oy 1 T o
T X 43 #R IRV SIE 3R (TPD) #E 47 H030E 2 84 A9 75 2, IR AE TCP/TP Ml
ZigBee WF) I W 3 1 2 0] 52 B T 7 A 6] A G B 5 ik
Xu SN THEAR TG0 R LM 4 (NoC) % i B E i
P T — AT 4> 4 18] ZE R (IPD) /Y BR i 5 18 . R nBm'T
g i 1) 5 20OF 3 4838 43 A L (45 IPD {5 38 05 i) 1 1E
26 DR S M AEE . E S RO B 09 1R A AR R,
We 5 5% W 24 8 55 (it 3l 4838 RO R i

A FAL G A LR JG 2 W 4, B RTAR 2> BF 95 N B 6 T
TR R AY BRI {5 . Ying 2N AT X 45 T 5 B T
(ECUY &4 IE . 42 T 3 MR TR B ECU A IE B {7 15
AR T AR AY CAN B, Zhang S0 8 22 438
15 A0 00 245 1X. 38 K1l 43 o 22 4 IX 3 8 I X3 R IR (2 2% o [X 08 A
ot BB 8 R A g W A B R, 7 A XN 1 BT A TR A A
AR BRI X R M R v T A K 238 5 . Taheri %00
T —FEE R G PLTE L A A R AR R S SR A R
W A7 L 3 e AR AR 5 R 4 G L 1 s e AR 2 LA B R A
17 38 Hh L3 IR 25 9 8 R P — A i BOR K 2% ROl T B
ELLL LA g 5 AR W A 2 B 42 438 A7 2 2 v ) 6% 9 85 11 A
X B AR T8 S

Websocket #p i & HTMLS Fr i T ) — F0 1 7] TCP %
B2 010 4 LT3 A BRI I B AT B T 4% 48 3 T K 489 B9 f
O3 IR N 5 R 45 S 22 TR T — 4% LI S A A A5

AT O T — IR 32 R S T I 4%, G I 4% i A T
FE K A% Hi i oK A T1 0 090 2, BT IR 09 3 BT 1 L 2 B R 2
TN 05 ) 32 14 4 366 0 LA P I 2 — o AR SCHl 2 X Web-
socket PR IEAT 4347, 3 IR S BL T — A 2 T Websocket Bl
TSI B i A T8 A 2 5 vk 5 Ol S 00 e S T 4 Ik TR 1 O £
T TR T —E S SR R R S,

2  Websocket i 43 #f7

2.1  Websocket i i £ #& i #& =X

Websocket Ui HEA: T 2008 45,2011 4E A N [H Br b dE
HHETC &AM AT A W& 2 —Fo 0 55 20l (5 il . Web-
socket 2T TCP f£#i Upi . I HLZ M HTTP 9 48 Fid i . 2
HTML5 A7 i 19 — T30 B0 4% [7] I 55 4% 18] 19 3 45 s, K
AR AT R TR R

Websocket ZUHE WiAg 2 W& 1 s, 78 Websocket 5 i3%
o RO RS R WUT I RAB R . O T ORBEEOE 1Y 2 A, Rk
J5 S5 B AT HE A 0 % L SR U W — AR AL Y
B WA 2 W I

F|R|[R[R M
1 |S|S| S| Opcode | A | Payload len Extended payload
length(16/64)
N[V|V]|V “4) S (7 .
11213 K (if payload len=126/127)

Extend payload length continued, if payload len=127

Masking-key, if Mask set to 1

Masking-key(continued) Payload Data

Payload Data continued ...

Payload Data continued ...

K1 Websocket 40 i =X,

Fig. 1 Frame format of Websocket data

1, FIN £oR 1 B 2T g — 4 808 Wi RSV,
RSV2,RSV3 B 5 BL. — B 0. BRAE X Websocket # 47
P78 ; Opcode 3R 7R & 5 Bl Wi 26 A, — IGO0 R A 6 Fh 28
Bl Mask & — 45 ak 5 B T2k 78 B3 bl 04 $odis 2 A5 A7
A AL PR 5 Payload length(7 £ 416 i, 83 7 {4+ 64 1) &
SCT B BB B I 5 Masking-key J& 7 36 5 B . iZ X B T
FEAEHE IS % 51 ; Payload data RR Y R A , — ¢ 0, BR4EC
ZWE T -1 .

2.2 Websocket 118 B i# 15 H1

Ajax #115 Websocket i TYEHLHINS E 2 frx, K
R 22 A W W IE T Ajax BIAE M . EREW
FisF 1] [e) B P 5 2% 7 o ) e 55 o 2t HTTP 35K, 40 2R Ak 55 o
WA AT LA SE Bk 045 2 7 3 A EE | 0 22 57 20 R ] — A 55
S5 JR PR AR XA R SRR RO Bk, 2 5 K R AR S 4
Wi 7 475 2% 7 3t o PR R S SR R T 3 SR - I, 3 el 1R
BT 1 4 VR 2o 22 19 R R RS 5, 38 0 S b 2 1 3 SR B 1T

E H A7 15 43 42 Websocket BRI E FALH . 764552 1)
FRF 8] 11 B P & % 3 1) IR 55 3 2 1 26 HT TP Bl i 3 5K
Fe 2R B A0 T K Websocket P38, 75 IR 45 i 2
R P T S P, S 1R P i R % — A 101 AR 2
I R 5N S A D) R R SR (e At £ SRS bR A e R A, DA



366

Com puter Science I HEMLEL2:  Vol. 51,No. 8, Aug. 2024

VARGl . — L& SR 38 A5 W7 7T LU TR A 25 20
il if Websocket $4E Tl X 5 52 I 4% 38 4, KR4 T A
LB O 45 37 S N ) A B

AJAX 3 Websocket

send _y_ _ _ receive _ :l L] send | _ _ _receive _ r.
Request GET/ws| %

\ GET/poll|
Kj@w/ Kj@w/

% GET/poll Websocket

H AL
Response Data Frame

Data Frame

Connection end

K 2 Ajax 51if] 5 Websocket Y38 15 ML

Fig. 2 Ajax polling and Websocket communication mechanism

2.3  Websocket [E#15 E R AT AT 47

Websocket WPSAE Sy 41 i FH 8 112 09 9 156 09 g FH 2 T
W2 —, FEEEHF AT, B A TFFE T &% X
{7 L A R B A R T R A Bk L {8 A5 Bl K I A T
2% By 4 e i LATRU) s B A5 08 i A7 TE R AR S A i
et e 15 18 09 T AT ME R R A

1) Websocket fiff J} T Ifii ) % 3% 1 TCP {F 4y 1% i )2 ML,
B B4y 0 18 B TT 5 A% 5 AL TR 5 A 9 1R B AL 0 Tl &R
P RRARAL % 15 B R R A HER

2)Websocket A7 8 /Nl FF 55, A H)E, &
F v 55 I 55 i 22 TR) A8 #e B0 I T R s ) i A A Sk T
AHRXTEE /N 980 T T O A% Y

3)Websocket B & R B F AL . L EHER . &P
Vit 55 AR 55 v o6 42 % A T DUAH B3 SR 9 TR 6 Y I 45

|

|

|

|

|

|

|

|

| T
[ FENE
e [FE
|

|

|

|

|

|

|

|

ik 2R s T 5 AR AN P £ I A L AR TE TR A B G R
3  Websocket 2 S 1B &

3.1 Websocket B i {= it 15 B

A U AT i B {5 8, 2 AT 43 3k = RO AE B 1 4 A
T . IR TT X B AE B AT G B, I AR 45 g £t 45 R K B
o o7 28 A, S 0 BRI T L P BT . 2 W T W 30 A N A B3R A
Je AT FR A A5 B BRI S .

A SCURAE Websocket BRSCHECHE WAk 2, S HL T Opcode
B U A% i B0 218 B, R Shy IS 5 T 28 4k L AR G 25 B
F 1PN, B 0x89 B 28 B Ay B iE 15 T 4 A A i 0x88
B AR Sy BROHEE {5 25 AR AR AR LAY 4 R R S RUME R
Wi (5 A dy . 1813 45 T B B 9 A F R R, B A AR
g {5 B 0 B A b 43 A 6 R Oy WS A B S
BEH AN B R A B, 38 o X B 5 AT g kA T A
B i A1 ke Bk A WO T AR R R R R . Rk W
20 A RS HR R N B AR H SR T A oS R g A 5k D shal +
base64 By % Bk, AT A 208 T IE B 8 {5 BRI B £
P17 o i O 1 e A R o QT e S 2 780 U ) PO 7P A
TR 3 o A R R A I B ) R A R A O
M) o 4% B4 45 B4 PR R A, B T BB R B A AR AR A B4
RAERIEMBES . fea . 58 0K ROl A 18 2617 T 4k b
P58 i AR /D e Al S A AL T S Y I 8% A kA A I
DA /2 G i A 1 1 g e 1

R ABIRRM RS L

Table 1  Selected data types and their meanings
B LA & X
0x80 T B
0x81 AR
0x82 = 3 ] b
0x88 it I
0x89 Ping i
0x8A Pong 1l
[mmmm
WO

I
I
I
I
I
I
I
I
I
I

R | BHE
I
I
I
I
I
I
I
I
I
I

P 3 e RodiE B i Y

Fig.3 Transmission model of covert data

BAR L 5 BOEAT RO SR A i B I 2 L g T R
B K SR T R

FESEROAEEEMEZHERFEE . AL EEY
el A I A e L R T T R — i O B i O, LA
WAL

3.2 FEESEBREHEE

1 GE R M A7 T8 Ay BT 7 U A J2 B — A £ 3 L X D
Jr 2B B o S A0SR A ok Tt A OB Hod v O AL
BB 10 G 1 IS % il 2B ) e £ IS & EL B A T
o . BT F i 1 B RE 3 0 5 LU, B — U R I A A5 B R



B ML A BT Websocket PRSI 42 106 000 [ £ T8 by

367

D Fr K2 1 B BHR LU i T 23 W RS o /A TR 19
Bl A7 B 4

S.separate(D=[I, 1,1, ] D

28 o D RPHF I BRRUE S I R s A
LN NANIE =R

S.separate(I)=[J1+Jss>*+J, ] (2)

AR AT KNP B n—m A5 B8 T Rl
15 TE A S 05 0 25 o A T T 15 P R S DUk p 2 26
HQA:

QD= ™) (3

D n—m GRS EZEC, T ER.n MEEHESL
B A, BEATAE . W K 3% — IR A% i 1 B s HiE

I.,=C;send (I,—,,) +A,;send (1,,) 4)

5) M FF S EUR 3K 07 BRI R R i L TR
JALH 2 B Y e K A

R.separate([ I, .1, 1, D=1 (5)
Hop, S &R R 2 HMO . C R IBRMFEIE AL A R
WAFIE L . R T AR S 019 e i B T 15, 3 kA5 8 40 B
MR G T e R HfE—1 .
3.3 ETEENBRGEENBERRIFE

TE ] Websocket P i30H 22 5 i 17 38 A1 D B e A 18 i, 5k
THF BT B R G BB A R 0 BRBHE LR R T 43R
AR N 10 BYAF B3 1, I B UOR H 2 10 A B 67 )
BfE B o it B A 0 5 O IR IR 8 A Sy Bh i
R 4y i ad TN HE B B gD B 1 R R 2 R
FEAF K BT P B AR U AT I AL . B 2 D
8 o I 17 T8 4% i 40 ik 3 0o B A% i 0k R AT G 1 B 55
W TS n KIE 2L 0 5 B B R R & 5 L 38 R
JE 06 0 B AR BRSO Ay B R A R R AN 4 TR . LS
X R A3 B0 R /NN T 10 (R B L T B ST AL I i
17 TE TPy et e 47 3 DA T R TE 80408 1% i 109 58 2 44

1 n

|
T T T T
[1!1|0|1|0|0|1|1|0|1:..“1‘
| |
T

| | | | | | |
| |
|||0|0||:||||0||:0 1
1 ]
| ]
b1 64 s e
l | ! ,
’1‘0‘0‘1:1‘1|0|1:0’1‘
| 1
I
NS |
T T T T T T T T T T
’lll|0|l|0|0|l|l|0|l|..4‘l‘
| | | | | | | | |

1 n

Pl 4 BB (Y 43 s 3 A TR AR
Fig. 4 Separation and aggregation process of covert data
3.4 BT BESRBORE M 3h 5 M & IR T
TE B 18 N T 42156 ) B9 1 A2 v, ol T 19 46 3R 05 19 3
ASHNRIE TR PR AR R AR DL T . 2 2 AR
BRI AR o B — O S LU T 53 B BV 7 19 2% B 85

B2 A T RE W I AR . R U, 3 4 IO T A R 4
PREE 0 S A FRFN R R T BRI A T Y G R —
WHEAEWT, WA NAAIET LT 3 AHE:

IDEX NS Y-

2) ZE 0 0 52 1 A7

3) LR 0 I A O

b N 7R 1Y SRS T A Ry R o Y 4 A AR Ak Y R 3R
Z— AT LUTWEE R,

D) YRR ab T W 25 F 0 2 O s B g L A 5 1 4 4 R HG
il By — 2 TG £ R T 1 T PR £ 0 AR Y A 3R I IR 4% B
358 3 JR— 5 (¥ 52 WA DTN KA B 7E A% 38 i AR P i FE R 1

2) M BATAL T 2 05 5 3 7 55 B0 A 1 N B X e
e U T 46 1 R M RGE 15 T B 2 R B, AT I T AN SR B
R BT e I Bl (5 5L A vl ARk .

B AR R LA B EEN TNz —, A THIEET
TG 2% v 2 5 15 R B S = B T L A XU & 2 A8 A R
15 220 A v I o A 48 TE 2k L I AR, A 45 14 A 6 T B S L
I,

WM 2 FIZR 3 P, A SO 42 N A% B ke B 0 D 3 1
/0T A A ML T < RV W Y (12 B g S =) B sl
ANKELVE Lo s v o 2T EORE R EHGE B ERE
SR RN R T BT, DA T (4 UE et i 50 A = I 4 IR B 1) 22 2t

R2 HEABEBEENHEZR
Table 2 Dynamic transformation of information separationand

aggregation algorithm

k& Uy Uy Uy

NEEAE2

SERAE] AEEES3 AEEE A

APERES AEREG ABERET SERAES

SERE SERE 2 W R A VAT &
n—3 n—2 n—1 n

K3 G Y B A

Table 3 Dynamic transformation of encoding mapping

0x80 0x81 0x82 0x8A
vy 00 01 10 11
vy 00 01 11 10
vy 00 10 01 11

v, 00 10 11 01

3.5 BEEFEEMRK

FRUii P 2 AR AP R A L A d R R R 2 — . SR,
ST I ) DAY o) 2 WA T R R R 485 T R AR S B R i, 2
IR 00 £ i ek S I 0 S B — e ) 4 A e vk
PN 5 B W B AT 0 . R, FE SRR 3% o K 3%
Websocket {4 i B 75 2247 B8 IE 5 I8 52 1% U 7] B 1) ) B . AR
it SCHR (20 1% — 26 FH B 180 190 4% U £ 04 e 1T RAR 53, R 24K
PO 5% U ek 5 30 A 1) A ) [ 8 202 AL IR AT A 43 A1

Bt Websocket ¥t 4 1E &5 405 Wt & 2% o 38 476 1A 4% 43
Mo O T BRI A5 T8 Y X 2% O o 5S40 A E R 15 B 9 ) 4% Ui
B, A SCAR M E S /D IR A B ok SR IBUAE AR 1B S R
0 % 22 10 42 Jay R D0 A o DA I ASE 400 L S 114 ) 26 Uk o o I i
PE, BRSSP BRI 1 R,



368 Computer Science TFELHLEI#  Vol. 51,No. 8, Aug. 2024
ikl BN IRER W48 R85, B — 5 LIS Z N A BT B4 Netem, T 1%

A CBIREN (L y) DL HHBNG=1,2, - N L BARREN\ GO\ . 9
IR BT\ (\thetao ) , I8 75 22\ (\epsilon\)
i Rt 280U \(\hat{\theta} \)
1. W1tR e S 80tk \ (\theta” {(0) ) =\thetao \) , IR EEE\ (k=0\)
2. WA LA A5 PR S0 Sk ik 2 4w Rk ARk 4.
2. LR EEABEARN ((xis y) D B 5E 25\ (et = yi — (x4 \ theta?

{1\
2. 2.3 H bR BB B\ (\nabla] (\theta) \) CHIl 1% 2% oA 806 254
B 5 50

2.3, 72 % 80 H # & \ (\ Delta\ theta = — (\ nablaJ (\ theta’

{(k)})) T\ nablaJ (\ theta" {(k)})" { — 1} \ nablaJ (\ theta"

{()H\)
2. 4. HH S HUE T\ (\theta” {(k+1)} =\theta" { (k) } +\Delta\
theta\)

Do
o

5. KA I 15 RSk 4 - #\ C || \Delta\ theta | <<\ epsilon\) 5§
K B e R AR UEL, T4 1k R AR
2. 6. R EATTEER \(k=k+ 1V

3. 3% [l B A6 2 504t 1\ (\hat{ \ theta) = \theta" { (k) }\)

4 XWELZRSH

4.1 ZWEE

BWGEF s E 5 R, SR FRTH 5 & FHMm
1 AR WHM R, Hod, PCT A1 PC2 #5480 T 22 4 3 15 o 72 vh
P & 3% i R 0 s PC3 AR S I 45 P1 BE A 0L 25 45 % Netem, i
3 15 AN TR) 11 25 S SR AR 0L ST B A2 2% 11 T 4% R 05 5 PCAL 5 4K
T Windows Bj 35,360 % 4 T+ Snort AR R 5 55 %
A B ERAE HT R A Y BRI s PCS R 4 5 1 4% B e
bR e E ek RS i B (VAL < RV VO S S LR =R U
FTE Linux P H# T %M.

PC5F Hifk
RRE

PC1 %47 PC3 | % PC2% 4
& i 3 B % B W

PC4% ATy
it

&5 BRilGE 7 sos EE

Fig.5 Schematic diagram of covert communication scenario

A LI 508 F T R0 0 A UL A LR E B A L
HOMEXF 4 EXFNE) . BT BRI E A &R Y2
ORI AE 7 2 PR A S g i 5 T = L S T = R A o
— BRI RIS . ST AR B2 B i s b, BT — & AL
A KA v, 3 A — B LTI A R O (L N
ER TP F . A FEFA TR EETEREHR
T2 R G A e S5 3R 9 A A T KR MR A A TR T ) Y
Wil o) 28 31 355 1) IR 3R b A% 4 28 i s %, U 0 A — & R ATLBA
LS AL A B BOR R T R 2 2 4 Fh Y ATk

BN ) 1) A 30 L I S PO 2 BRI . A2 4 L U AT A 2 9t
28 0 B AL, U 55— 5 LR AR OC IR I R 50, K 3
AR 1Y) G A A Y oG A P R 58 el . R (R S 3 R R
— L A R UL E R R
4.2 BRWES

W AP P Ay 92 IR Bt i 1 3 Y AR AR SR, R R R R AR
EABKRMGE S . T B b7 8 19 B it . 155l 1 Snort
MR F S8 . Windows B 6% .360 4 4 T -1 %5 4 42 [ 37 5k
PR XA Y B M AT DU 0, S5 Rk 4 . WTLLE L B
W5 B 7E 1% 3 (B b, Snort AR 3R 55 45 42 4 b R A
T R P AR A UL T BRI AR R T — B 0 4% B 0 B R
A ARG A 5 0B (5 B B R

4 BRRCED SR
Table 4 Concealment test results

N REHRE
Snort N\ fZ # Ml % 40
Windows [5 Kk ¥
360 %4 T+
%W B OK

oy

%
%
%
&

U BB 1s, ML T 1000 RIE# Websocket ¥4 i 14
W 2 A AT AT B O I 6 RIEL 7 43 4 T IE R AR B o Al
R ME K, WNE H A LU Y, Websocket 1E 3t 4k ()
BN 8] 4 I AR AN 40 A4S/ RS RITA RA 43 A . XUk, SR A
3.5 W /N R T SR I IE W R 1E 5 B 5 =
IR 2 A R e O R, DA TR AEL T TE R I 4% A A A3 A 1
HCTE B I S R B A I S A BRLASE B [ P R B A R L ST 3 45 SR
& 8 BT 7w » v] LA ) W0 3 A 77 =™ AR 0 I 4t 0 A e AR — 2,
WA U X, R AT A5 R SR/ e AL 4G BBk T DLAR 4
b 4SS 0L TE B O 4% 3805 AT g o DA T af AV 355 22 3 3 e U0 )
T 4 v B £ 0 A B

65
60

WebsocketiE % ¥ f|

55

50
s
40 |
.|
30

Websocket IF % it & By 241
i ] & L& /()

25
20

0 100 200 300 400 500 600 700 800 900 1000

bR e 4
6 Websocket 1E % i £ 431 97 2% &l

Fig. 6 Line chart of normal traffic distribution of Websocket

70
[ WebsocketiE % % |
60
50
40

30

BAKEK

20

10

0

20 25 30 35 40 45 50 55 60
Websocket IE 3¢ i # B4 Bt 5] £ 42, it/ (/)

7 Websocket 1E it 2 43 4 B 7 &

Fig. 7 Histogram of normal traffic distribution of Websocket



B ML A BT Websocket PRSI 42 106 000 [ £ T8 by

369

Wr== Websocket IF. % ¥ & #
006 B &S
06 T—+— Websockethé ik 1 #
£ 4
0.05
i
#0004
W
B 00
002
001
0
10 20 30 40 50 60 70

Websocket [ #/ IE % it & # S0 Bt 6| R €&/ (N/B)

8  Websocket 1F & ¥t £t 1 Bt L 15 1 43 A % L
Fig. 8 Comparison of the distribution of normal and covert

Websocket traffic

4.3 SEMLSHW

R VR T8 B (R T8 72 2 4% W 45 IR BT R IR A A0 ok 3 9 1
MR BIE I AE S, T Websocket HM A B i F T 1 ] %
ey TCP 1R &5 2 Ui, BAT B AT 9 I8 S ] 58 A% ALl
—EFREE LB TR MUR AR EE CHEENME ., ML
AT X B Ay PR B A 2% 45 R B I, Ry T IR E { T R AR A ok
P HRE 77, 30 2 ) 26 IR BE AR 2% Netem FR 8 T EZRRTE 5%,
10261 15 26 1y M 46 BR38 L 3 J3) I ik 1 £ % 10kB Al 20kB 19 3
MR B IER R, 45 3k 5 prgl, nfLLAEH, 15135 F Web-
socket BMIAS B {1 75 (1 R HE 0 B AL AL RO AR A R
15 %6 11 I 265 PR 85 b, HLA% i 1 A R B BEIS B 10026,

F5 GRS

Table 5 Robustness test results

a5 B kS

A /N/kB 5% 10% 15%
10 100.0  100.0  100.0
20 100.0  100.0  100.0

EAT B0 R [ B 0 46 36 58 . G2 OF 31 8 T 2 T Web-
socket PMSCHY 42k PO I il 5 38 22k T 20 ¥ 4 I 1) 1] B 4 s
75 T 0 3 T 0 AR R AIE £ I ] 28 38 A A5 T 094 % i AE A R 45
e 6 Fral., LA . il TR S (] 8 R £ 32 2R A
IMSCRCAE B0 F) IR ) 45 1 R AT P i L I 2% B R L SE SR 2 0 K

e B 14 TE B 3 3 I — S B R W, T AR SO Y R A B 7E T
X A8 2% ) [ 46 BRI I 52 3] A 1) 205 5 3l ) S LR /N L B LA
mE .

6 AN ) R 1 2 Y A 5 R T a5 2R

Robustness test resultsof different covert channel types

Table 6

T 15w kA
- 5% 0% 15%

3 F Websocket 3 89

ER QNS
3T A 4 e 18] Je] B Ay B A fE 93.4 90.5 82.6
ST o A7 HEAE B9 B ] AL A A £ 86.3 80.5 75.6

100.0 100. 0 100. 0

4.4 REEERSH

5 T8 14 17 Hi o 238 0 PR A% B 25 Sk, — IR A6 B A 1 ] Py
I A5 3 A A PR A B i, U B BOE A AR HE AT Y ROl 15
B AR, SCik[21 ] 32 i 3k T MQTT Wil 4w 4 43 4
S L) B 7 A B A A B A i 2 T AL K 8/3 LU R AR R 5 Uik
[22 ] 2 H A 36T CoAP P S BT 41 1 e il 75 38 458 480 W] 5t
P YL 3bit 19 BAHE B SCERL23 ] 38 i &7 HTTP
DM ISCZH B I st i £ 3 A58 280 4 B 22 T A% 0 Sbit Bdls . Xt
AR SCHEE R 20Byte & i — R B E B B AWK 10 ), G2 IF
T T SCH[21-23 ] R L T Websocket B3 Y e i 1% 38 76 A~
[F) 1 C/IN B (0 I i A% B %, 3R 7 RN 9 43 i 45 4 T A T
BN IS I e 5 i 328 25 1) S 2 SR A 4 A

180

160 M
140 —e— Websocket-J B fi i

- —— HTTPAA-BifEd
—+— COAP-J& 5 it
100 —4— MQTT-K#kfri

|
gf —TTr—————— ]

e e

4y i % /(bit/s)

60
| o A a—a——a——a——a——a—
40 4

20

20 40 60 8 100 120 140 160
Fa ki & A AN/Byte

P9 AN T PR SCH S Y i £ 3 1 ok R

Fig. 9 Transmission rates of covert channel constructed by

180 200

different protocols

R TG H AR SR

Table 7 Transmission rate test results

(bit/s)

L Rt — - - . o - . - s o .
Vil A 3 /bi 0% 40 FF 60 & 80 F ¥ 100 & 120 &% 140 & 160 & 180 # 200 F 9

¥ 41/ bit

A X & 10 136. 00 149. 33 156. 00 158.93 159. 00 159. 54 160. 00 164.32 168. 40 169. 65
XH[21] 8/3 40. 80 41. 40 43.42 45. 30 46. 31 46.92 46.72 46.91 46. 81 47. 64
X #[22] 3 64.00 64.53 66.57 69. 87 66. 34 65.10 66. 81 66. 81 69.32 67. 64
X #k[23] 5 74.67 86. 40 83.66 78.73 84.32 82.29 79.55 84.41 82.04 86.55

AT LA AR L A B IS AN () T 325 b 2 1 B i £ 3
AR SCH LA R A R A S A 1 R T Websocket P31
A B YA 1 L R ORI A% i 2 Ty T A A T R

GEWRAE XL G A B ST 1 e A 18 A T
— TCHEE T 2 I 45 A B3 4 ] R 3 o o 5 2 ) K IR N
)2 WL Websocket FEATRIFFY , $2 th FF 5L 17— Fh B T Web-
socket PpSLAY I 0 Gl AR B A A 0 ¥ . O AT T B —
A PRk R A A AR S T ) E 2 T AR
i, E TR S LR THELSERETER

2 Ay I S5 365 T T A B0 O R0 45 B 4 S A A PN RRE . B L
FH /I Z 3R D0 A B 1 AR ABL T IS5 4 R 4% U Ak A A 0 AR
TS T DT AR I B BT R SCRR A AR R T Ik
o) B B A T B R B B L R A R R, R
— A AR 2 RS 0 b T 22 A5 X 30 R 3 RS2 L O
J B 2 T g R A P AR

2 % X W

[1] TASLIMASA H,DADKHAH S,NETO E C P,et al. Security



370

Computer Science FHEHMFIZ Vol. 51,No. 8. Aug. 2024

2]

[3]

(6]

(7]

(8]

9]

[10]

[11]

[12]

[13]

issues in Internet of Vehicles (IoV): A comprehensive survey
[J]. Internet of Things,2023,22:100809

MAKHDOOM I, ABOLHASAN M, LIPMAN J. A comprehen-
sive survey of covert communication techniques, limitations and
future challenges [ J]. Computers &. Security, 2022, 120
102784.

AL-KHULAIDI N A,ZAHARY A T,HAZAA M A S, et al.
Covert Channel Detection and Generation Techniques: A Survey
[C]1// 2023 3rd International Conference on Emerging Smart
Technologies and Applications(eSmarTA). IEEE,2023:1-9.
ELSADIG M A,GAFAR A. Covert channel detection: machine
learning approaches [J]. IEEE Access,2022,10:38391-38405.
LU J,DING Y,LIZ,et al. A timestamp-based covert data trans-
mission method in Industrial Control System[ C] // 2022 7th
IEEE International Conference on Data Science in Cyberspace
(DSC). IEEE,2022:526-532.

WANG J.ZHANG L,LI Z,et al. CC-Guard:An IPv6 Covert
Channel Detection Method Based on Field Matching[ C] /2022
IEEE 24th Int Conf on High Performance Computing & Com-
munications;8th Int Conf on Data Science & Systems;20th Int
Conf on Smart City; 8th Int Conf on Dependability in Sensor,
Cloud & Big Data Systems & Application (HPCC/DSS/Smart
City/DependSys). IEEE,2022:1416-1421.

DUA A,JINDAL V,BEDI P. Detecting and Locating Storage-
Based Covert Channels in Internet Protocol Version 6 [J]. IEEE
Access,2022,10:110661-110675.

SEMUSHIN S,SEYTNAZAROV S. HTTP Header Reorde
ring-based Covert Channel Protocol [ C] // 2023 6th Interna-
tional Conference on Signal Processing and Information Security
(ICSPIS). IEEE, 2023 :145-150.

SZARY P, MAZURCZYK W, WENDZEL S, et al. Analysis of
reversible network covert channels [J]. IEEE Access,2022,10;
41226-41238.

ABBAS M K,SANDIKKAYA M T. An efficient VoOLTE covert
timing channel for 5 G networks: RDCTC [J]. Optik,2022,270;
170076.

HARRIS K, HENRY W,DILL R. A network-based IoT covert
channel[ C] // 2022 4th International Conference on Computer
Communication and the Internet(ICCCD. IEEE,2022:91-99.
XU J,WANG X,JIANG Y.et al. Secured Data Transmission
Over Insecure Networks-on-Chip by Modulating Inter-Packet
Delays [J]. IEEE Transactions on Computer-Aided Design of
Integrated Circuits and Systems,2022,41(11):4313-4324.
YING X, BERNIERI G,CONTI M, et al. Covert channel-based
transmitter authentication in controller area networks [ J]. IEEE
Transactions on Dependable and Secure Computing, 2021,

19(4) :2665-2679.

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

ZHANG H,ZOU Y, YU D,et al. Covert communications with
friendly jamming in Internet of vehicles [J]. Vehicular Commu-
nications,2022,35:100472.

TAHERI S, MAHDAVI M, MOGHIM N. A dynamic timing-
storage covert channel in vehicular ad hoc networks [J]. Tele-
communication Systems,2018,69:415-429.

SHARMA N,AGARWAL R. HTTP, WebSocket.,and SignalR:
A Comparison of Real-Time Online Communication Protocols
[C] // International Conference on Mining Intelligence and
Knowledge Exploration. Cham: Springer Nature Switzerland,
2023:128-135.

FU Y.GARCIA-VALLS M. Security aspects of full-duplex web
interactions and WebSockets[ C]// 2023 20th ACS/IEEE Inter-
national Conference on Computer Systems and Applications

(AICCSA). IEEE,2023:1-8.

BAYILMiS C,EBLEME M A.CAVUSOGLU U, et al. A survey
on communication protocols and performance evaluations for In-
ternet of Things [J]. Digital Communications and Networks,
2022,8(6):1094-1104.

KAVAS-TORRIS O,GELBAL S Y,CANTAS M R,et al. V2X
communication between connected and automated vehicles
(CAVs) and unmanned aerial vehicles(UAVs) [J]. Sensors,
2022,22(22) :8941.

LIU Y,GHOSAL D,ARMKNECHT F,et al. Robust and unde-
tectable steganographic timing channels for iid traffic[C] // In-
formation Hiding:12th International Conference,IH 2010, Cal-
gary, AB,Canada,June 28-30,2010, Revised Selected Papers 12.
Berlin: Springer,2010:193-207.

DENG Y X, TANG Z G,ZHANG J,et al. Research on covert
channels based on block coding of MQTT protocol commands
[J]. Computer Engineering,2019,45(11) :138-143.

GUO R,DU Y H,LU T L,et al. Covert channel based on CoAP
protocol parameter sequence [ ]J]. Computer Applications and
Software,2021,38(8) :138-143.

CHEN C.LUO S L, WU Q,et al. Research on Covert channel

Construction Method Based on HTTP Protocol Combination

[J]. Netinfo Security,2020,20(6) ;:57-64.

ZHAO Hui, born in 1980, Ph.D, profes-
sor, doctorial supervisor. Her main re-
search interests include information se-

curity and vehicle networking security.

BEAT 2 i - T A7)



