wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

HEYEMEPMESMBRNENSERERNG

PR, ke

5IAEX

MR, S BRYMENEFREBSMRIENSEEREGNTEV]. HERE 2024, 51(8): 379-
386.

CHEN Liang, LI Zhihua. Abnormal Traffic Detection Method for Multi-stage Attacks of Internet of Things
Botnets [J]. Computer Science, 2024, 51(8): 379-386.

BUXEEE (BERXINE IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
HREREFCNE ARG

Survey of Detection Techniques for Domain Generation Algorithm

HENRS, 2024, 51(8): 371-378. https://doi.org/10.11896/jsjkx.230700189

E A M A T BB I INELIEAR
Study on Cryptographic Verification of Distributed Federated Learning for Internet of Things
IHEHEIE, 2024, 51(6A): 230700217-5. https://doi.org/10.11896/jsjkx.230700217

EF BRI E L2 ihaEsItLE
Fine Grained Security Access Control Mechanism Based on Blockchain

HENRIE, 2024, 51(6A): 230400080-7. https://doi.org/10.11896/jsjkx.230400080

TFREEEMHERSHFLETSNERNERIES
Mural Inpainting Based on Fast Fourier Convolution and Feature Pruning Coordinate Attention

HENRIE, 2024, 51(6A): 230400083-9. https://doi.org/10.11896/jsjkx.230400083

DRSTN:RERERRELNLE
DRSTN:Deep Residual Soft Thresholding Network
IHEHEIE, 2024, 51(6A): 230400112-7. https://doi.org/10.11896/jsjkx.230400112


https://www.jsjkx.com/CN/10.11896/jsjkx.230700197
https://www.jsjkx.com/EN/10.11896/jsjkx.230700197
https://www.jsjkx.com/CN/10.11896/jsjkx.230700189
https://doi.org/10.11896/jsjkx.230700189
https://www.jsjkx.com/CN/10.11896/jsjkx.230700217
https://doi.org/10.11896/jsjkx.230700217
https://www.jsjkx.com/CN/10.11896/jsjkx.230400080
https://doi.org/10.11896/jsjkx.230400080
https://www.jsjkx.com/CN/10.11896/jsjkx.230400083
https://doi.org/10.11896/jsjkx.230400083
https://www.jsjkx.com/CN/10.11896/jsjkx.230400112
https://doi.org/10.11896/jsjkx.230400112

http: /www. jsjkx. com

4 A A 2
O tﬁ;m saj@? DOI: 10. 11896/jsikx. 230700197

EEMENEFNEZHERNETHNRERERNTTIE

B =  FEEL
THAFALERSIHENFER TH T4 214112
(chenliang006 @ qq. com)

H E HASMAEZTORNBATRBET SN EDERNEBP ML SHBELETAHRET AT ERARSGEALN
% (Multi-scale Hybrid Residual Network, MHRN) # 4 8% 1 1& P M 25 5. & 42 @] (ToT Botnet Attack Detection based on MHRN,
IBAD-MHRN) ik, B, A TR IAMNER G E AR ERBERLRE PR E L T 2 B4 64 4% 4% (Feature Selection
based on Variance Threshold, FS-VID) H ;XA R . KRR — B U BEH AL AR EE RO HKIEREHOA R TR, L LR EE
PIBRBABERE AT R AR ABEMNBERERIERAARORE  RET —HEATERARSGALENLGYIKER
18P M S BEEA MR, ZERBTRESFXBET AR RERERIGFFAEAS L, Bl 5% £ 580 kW% ik s
B MBBLY v RE. R EEBERF TR, —FRET —HHERE P WL ESN % % IBAD-MHRN, 842 R %
B, IBAD-MHRN 7 sk a4l A 5 F fe F1 ALK 2] T 99. 8% . 5 A AT 09 B ARAV 2 M & 75 sx AR £ E# F Ao F1 AL £ 5 5)
0. 14% 4= 0.36% #9342 I, A6 45 AT 2 B3 RO AR R IR A P W 45 5 s &,
KER - HHEM B NE; 7 £2RME5;REME; SHERE
mES %S TP393.08

Abnormal Traffic Detection Method for Multi-stage Attacks of Internet of Things Botnets

CHEN Liang and L1 Zhihua

School of Artificial Intelligence and Computer, Jiangnan University, Wuxi,Jiangsu 214122, China

Abstract To address the problem of how to efficiently detect multi-stage attack behavior of IoT botnet from massive network
traffic data, an IoT botnet attack detection method based on multi-scale hybrid residual network (IBAD-MHRN) is proposed.
Firstly,in order to reduce the calculation parameters of the detection model, a feature selection algorithm based on variance
threshold(FS-VT)method is proposed in data preprocessing. Secondly,a data image processing strategy that converts data sam-
ples into image samples is adopted to fully tap the potential of the deep learning model. Then,in order to solve the deficiency of
the traditional botnet detection model with limited representation ability,a multi-stage attack detection model of IoT botnet based
on multi-scale hybrid residual network is proposed. The model integrates the feature information extracted at different scales and
depths in a hybrid way,and then eliminates the effect of network degradation caused by network deepening through residual con-
nection. Finally,an IBAD-MHRN method for IoT botnet attack detection is proposed by integrating the above models and algo-
rithms. Experimental results show that the detection accuracy and F1 value of the proposed IBAD-MHRN method reaches
99. 8% ,and the accuracy and F1 value is improved by 0. 14% and 0. 36 % respectively compared with the better convolutional
neural network method,which can effectively and efficiently detect multi-stage attacks of Internet of Things botnets.

Keywords Internet of Things.Botnet, Variance threshold method.Residual network, Multi-stage attacks
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Table 1 Experiment datasets
Label Stage Sample size
BENIGN EH¥ K& 53435
ci.c HAE 5 4 5509
0SScan (¥ YE=E ] 35547
ServiceScan [ Y=k 1] 4305
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Table 2 Hyperparameter settings

Param name Param value

Optimizer Adam
Learningrate 0.0001
Batch_size 128
Epochs 50
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5.4 ZWHERSHM
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Table 3 Comparison of accuracy and time spent on MHRN at

different depths

Index 2 3 4 5 6
F1/% 98.73 99. 81 99. 63 99.62 99.57
Time/s 0.36 0.42 0.55 0.68 0.76
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Fig. 6 Comparison of loss rates between MHRN and RN
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Fig. 7 Multiple evaluation indexes of botnet traffic detection at

different stages
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Fig. 8 Accuracy comparison of different methods
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Table 4 Evaluation results of different methods

(€79)

Methods ACC P R F1
CNNL13] 99. 80 99.52 99. 39 99. 45
GRUL16] 98. 70 94, 25 85. 42 85. 94
RNNLI7J 98. 68 93. 86 85. 21 85.55
CNN_LSTML8) 99,70 99. 52 99. 54 99.53
BiLSTML19] 99.72 99. 32 99,22 99. 25
IBAD-MHRN 99. 94 99. 82 99. 80 99. 81
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