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New Type of UDP Reflection Amplification Protocol Recognition Method Based on Active-Passive
Combination

CHEN Hongwei, YIN Xiaokang, GAI Xianzhe,JIA Fan,LLIU Shengli and CAI Ruijie
Information Engineering University,Zhengzhou 450001, China

Abstract Reflection amplification attack has gradually become a mainstream DDoS attack method because of its high-quality traf-
fic doubling ability and anti-traceability capability. In recent years,new UDP reflection amplification attack methods represented
by Internet of Things protocols such as OpenVPN have emerged constantly, showing a trend of multi-protocol combination reflec-
tion amplification. However,current UDP reflection amplification detection methods have some problems,such as inaccurate de-
tection results and insufficient detection efficiency. In order to improve the UDP reflection amplification detection capability.a
new type of UDP reflection amplification protocol recognition method based on active-passive combination is proposed. Firstly, the
known Internet of Things reflection amplification protocol traffic is obtained through active detection method and is used as the
experimental dataset. Secondly,in the process of automatic traffic analysis,dual threshold determination and multivariate feature
matching are used to capture the unknown reflection amplification protocol and trigger mode. Finally, verify the authenticity
through replay. Experimental results show that this method can effectively detect the reflection amplification traffic targeting
UDP protocol, with an precision of 99. 88%. The potential reflection amplification ability of the QUIC protocol has been disco-
vered, effectively improving the protection ability against reflection amplification attacks.

Keywords DDoS attack, UDP reflection amplification, Active-Passive combination, Active detection, Traffic analysis
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& F NBOS ¥ & L, IR 8 7 K&/ TCP SYN fil UDP
KTPFHE, Lu 00T — F0 3 3 4ok & BLE T
UDP Sz 4 R w5 1 08 AR A TR B SCi 5 % A H 5 I 6% 3k i
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Fig. 1 UDP reflection amplification attack scenario
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X VT A BT A IR UDP 2SR B AT 50 5 2) 2 A1 BIF 52
e BAF 2 A0 — 09 S R P AR 1. 200 1 PAF, 5 H
14t BAF THEI7 A8 G 3 5 3) M T 58 A 4R o 76 % 2 A
IS A ARG I X 3 A 4G e LK B UDP S5z S 7k R b 38U A B 5
AR

EEX b3 ) B AR SCHR T — R T R W sh &5 A 0 B A
UDP SR BN & 37 . 38 ik 4 15 75 5 T CK Pay-
Load 11438 3K 4 SCRF 1 e 4 14 74 50 98 IR 20 47 3% 0 56 3iF , 76 )
FE AT BRI A5 1 ) et 4 B2 S AR I L 4R S 3 Ao LR 1)
I 5E N 22 JUHRAE LB 1 7 2% UDP 3 A7 4 03 0 . (&) s
L 2 5 3 et S TR 9L B 3R AT o AN I R L B A R LT T
1) 3T 78 2 359 T3 R W SR ik & T 2

AR TTERA T : DM T 4% OpenVPN, WS-Disco-
very 55 22 Tl I AF R BT & B0 S 9 s R B 0 R 4R A R T
VA 44 B B T 0 BB O B R A s 2) 4 M T —F BT Y BAF
T T B TP 1P 43 R w85, LA R %o 2 >f i 8 B S oK
W33 T —Fh 3T P N5 A UDP |4 R Bl
PRI 7 BESE BT B0 A0 A UDP S8 K 3 5 A A

2 MHXIE

UDP = §t R K it & 75 % B Bt
L4 T BAF Hl PAF 2 [ 55 X o i ok I3 7 i 3l
By, it ) R @O %,

2.1

len(UDP payload )amplifier to victim

BAF= len(UDP payload ) attacker to amplifier

D

number of packets amplifier to victim
number of packets attacker to amplifier

SRR T LA 43S U A5 18 0 ot A0 A 280 e i R s .
T S B e S ORI A B B FE 2000 4R, Othman™
Pt 2% Smurf X5l A Fraggle B s 13940 Sk i 2 45 386 750+
AR AT R 23 B B L RN NI B R R K
T 0 /N A 1 A ) L B2 R R e . SCk [4 14 R
K DOFR (MR I ERR T 14 BT UDP By AR
UMY, 3F B 483 T XF R i BAF,PAF FIF| 3% 56, n % 1 77
F, Hovh all 78 BT A BOR AR 1973 BAF,50 %6 F1 10 %0 3R 7R i
FEe ™ B Y 50 %6 8L 10 %6 YK 5 19734 BAF,

PAF= (2

F 1 2 GH ST A T
Table 1 Bandwidth amplifier factors of each protocol
Protocol BAF (alD BAF(50%) BAF(10%) PAF (alD) Scenario
SNMP v2 6.3 8.6 11.3 1.00 GetBulk request
NTP 556.9 1083.2 4670.0 3.84 Request client statistics
DNS(NS) 54.6 76.7 98.3 2.08 ANY lookup at author. NS
DNS(OR) 28.7 41.2 64.1 1.32 ANY lookup at open resolv.
NetBios 3.8 4.5 4.9 1. 00 Name resolution
SSDP 30.8 40. 4 75.9 9.92 SEARCH request
CharGen 358.8 n/a n/a 1.00 Character generation request
QOTD 140. 3 n/a n/a 1.00 Quote request
BitTorrent 3.8 5.3 10.3 1.58 File search
Kad 16.3 21.5 22.7 1. 00 Peer list exchange
Quake 3 63.9 74.9 82.8 1.01 Server info exchange
Steam 5.5 6.9 14.7 1.12 Server info exchange
ZAv2 36.0 36.6 41.1 1.02 Peer list and cmd exchange
Sality 37.3 37.9 38.4 1.00 URL listexchange
Gameover 45,4 45.9 46.2 5.39 Peer and proxy exchange
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SR A SR T S ) 67 0 BA S T BAF g9t B IR R
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SR, Bt P K T 04 38 T, 30 4 OF il ok 8 22 1) B0t R
Wy Ik 90 152 & 1) B S O L % AR HEAT RS CR Bk . MRS A
33 BT B I T St B 1 B IR AR S R, B — i T A B AT
RISy B BN 7 1252k R B R TR DL TS R R Y A1
o H 2,
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load,
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2 3, W R 1 U i T R A A R AR R R A R AE 5 B T AL 2
B 075 1 1 75 A 5 R 9 UDP BB HOR R & L 1278 1 i Bl
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Fig. 2 System architecture
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SRR 53 43 D E SRS B Ay i i . A SCil i OSINT

VR 2845 0 48 R AR E T K= I AS [R) 3 80 B iR 45 6% TP Mk
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THEHE b B AR A AR 2R B B ™ 2 1 I 1 7 I 100 MB R
NGBV TG R 3% B &R G0 00 B0HE A B B, X T A S
PF 2L Scapy FEM#R S, B dE UDP 3 & & £ 6™ E 1
i Fi R UDP 3 9488 200 B30 947 43 20 07 08 O X O 45 9 gk
AT 403, 32 B4 B UE A0 Bt 8] L TP, Port, Payload | % 5 1 J& 46 5~
BfFE.
3.5 HE®RN

UDP BMSUE $EAT SR A% i Z B Ao B T i 82, R IR
A5 BT M HLE X B IR E UDP & % 1Y 8008 676 ™ 4%
A% iy 3k 2 vh AT RE 43 38 AN [R] 09 28 R R AL AE B0 L X 26 R AR
AT B85 BORCHE A LUAS [R) (9 57 1) 15 B2 iy . IR IsE, UDP i
D T AL AL B ZE T ) AN AR L B O AL A e, —
FU 2 1 B 26, B 5 5 7 A T A B B A A 1 AR
R AT A S O, B — A0 BN EL AT AR

K1, UDP P80 A 5080 A0 HE e [ R 475 3 580 S S i R Al ok
THE KRB . AR SCR W B ] Ak, LA SR IR
SCH B AL B kL AE Ae B B R 9B DY, BRI SR m AN iR ST
(m=1) BN E RIS E R len(Rq:) i TR« MERIR
SC MR A =1 B R SO R Len(Rp, ) s )
FRER j AN REAR SC . 2 X BAF B3R R R A ) BioR

S len(Rp,)
BAF="‘'—— 3
Eozen(RqJ

A5 A I [R) R) B P AGUR TP RN H A TP X R A8 BRI 4F
Ak YR A8 HL I o HL v i T I O S A R SR 6
INE ) R Ti] S Sk 357 A0 Sy 7 R et I 4 IR AL PR ASE A B 1Y
B TR 0 B[R] — 43 4, AR A A AL B AR B 5 R
T SR AR SRR B e 7 A SC AR BE 3 SR ik SRR A 3 4 SC
B, A SCR R 135 & B BAF Al PAF, X
BAF # PAF BEAT XU H 306 30 2 , #3408 3 45 > 37 & 30 114 4y Bk
W [ 3 T K AR AE ¥ BAF B % & & 3, PAF BI{HIXE N 2.
T G5 R4 Jy W AR RS 5L . 1D BAF A PAF 35 5% 35 31 9 {4
PRl AR A RF G RGO R AE, & 5 B AT ; 2) BAF Al
PAF {1 B — 0[5 35 2 B 8, A8 3R W A A7 G SRR AE
P2Vl D NS e O = 3 = 1 R Ll - RV U T N
AIE DC BC A SR BEAT I SR D0 . B (A D R R AR 1 TR .
Bk 1 WU B E A E
i A : UdpStream
it 2 null
1. SendData<SendPacketSelect (UdpStream, At) /% ) UDP it

b 1 175 2R 3k 1 1] PR B2 R Aes ¢/
2. RecvData<RecvPacketSelect (UdpStream, At) /* )\ UDP i



416

Computer Science FHEHMFIZ Vol. 51,No. 8. Aug. 2024

Pl w137 9 i I [R] (] BB Ats %/
3.fori<1to I do
4. SendCount+ -+
5.  SendLen<SendPacketLen(i)
6. for j<1 to J do
7.  RecvCount+ +
8.  RecvLen<RecvPacketLen(j)
9. if RecvCount > = 2 * SendCount or Recvlen > = 3 * SendLen
then/ x PAF>=2 m{# BAF>=3 if » /
10. nextStep() / » FEATHFAEDEREL = /
11. else
12, exitO)
13. endif
3.6 fF{EMEE
Hfif, UDP R 4578 K B i 1 ok 2% 75 =040 2 8 3o fh i 1P,
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fi %% 77 3 5 3) Port VG i 2 W, R4 Payload VL Bt 5 & , 44 F it
OB RS ORI, B R R AL 2) FIAF L 3) 1Y I A TR
2 FFE N SUHE— 25 23 BT i) L 9 3 B 0ER TE AR B R AT 5
UE . REAE DTG R AR 5% 2 TR .
Hik2 ZoUREIRRHE %
i A : SelectedStream
#i i : New_Method or New_Protocol
1. Port<=SelectPort(SelectedStream) / % M Pk il i &2 Hp 57 2% H 3 11
fElh */
2. Payload<—SelectPayload(SelectedStream) / x M #k 3 ) 3 ft v 57 &
AT E R =/

3. if Payload in Fingerprint_Database then

{. if Port in Fingerprint_Database then/ * #Ef7454F PCHQ * /
5 exit()

6. else

7. print(“New_Method”)

8 nextStep() / % PE47H I AIE * /

9. endif

10. else

11. print(“New_ Protocol”)
12. nextStep() / * AT EHRIE » /
13. endif
3.7 EMWIE
R PR B Moy L WU s 8 Gl R — A

No. Tine Source Destination
1 0.000000 10. .45.18 190. .89.30
2 0.324423 190. .89.30 10. .45.18

FENLE ol & R KRBV R A, FE M TE
B Oy AE I AR PSR UE ) E M . TR R AR 2
BRI AN S L S T B PR e D SR AR R R B Sy S B B
B4 UDP B RR UM AR SCA M%7 2k ) J8 AEU X4 3 e 1 7
A 0 S A R W USRI fih Az T R AT B R 4l B HE AT EE g
TIE A 24 X A AT T ORI X WL 3 R AR S i ;4
3CL S BAF FPAF, JHOUCHE BAE AR I 5 2 i B JE 2 O /Y
B TR o 55 P EE 2T R A B R OR B U A SR D
R IR RRAE I $8 SO

AR S0k B — £ RE U 1] T 0 14 e M R AR 45 A R R i SR AT
P38 3 28 Netcat [ OSINT #REAHY 1P Hudik & 25 #5 A Pay-
load F J 53 Ji KB I 61 . 3 3 %6 %% Tepdump id 5% UDP i {5
I R 19 3 3R 5 SR 3 4 SC . B8 IE Payload B9 A S Z R
FAMA (4 7 sCSE B B 3h 40 B R AT A, I HL i B 5 0 3% 1
2 3C, 18 52 B0 R BE N ISR A% BAF R PAF 80 15 B
WL J5 e B A 00 T A5 38 S R BRSNS F RS A A
UDP SR & B S5 - A S 56 0 3% 14 T 28 00 U G 1 ok A
AR . IR e 1 B T 41T A R R RORASE S 9 9 o 1R AT
BOUE , & BV 7E 19 390 B RSB R B i — 25 Ay BT IE %
IR R
4.1 FrR=FMiK

TR S B K 2% 2 R UDP R il KRR A B SRR
AR SCTE [] 4 Fl Ik R A8C,  FH E BB A7 7 0 T R 3R AT R
A3, P T A B JE R

OpenVPN: Y& /i & 3% H B0HE A0 )5 o 5 76 4 I i [ Y
WA AL R L A B I AL D 25 AT 22 YR A E A%, 1B Socket
A (BRI 309, IR S5 1 T 1194 3 A1,

WS-Discovery: % ] v o] fiR 55 4% & 2% & M B . & & L
Soap Xml #% =W [ & 9 IP, UUID, EP Address %4 &, , %
IR 45/ 3702 ST,

CoAP: % J ¥ K& 1% BRIN. /well-known/core i 3R , IR 55 Uit
21 [8], /well-known/core [ Uri-path # DISCOVERY M i
£, IR 55 5683 i F

Ubiquiti: %5 F 3% [ Ubiquiti JF i E) AP % BUIR 45 % 2% %L
P4, MR 55 2% 25 [l 52 B0 1 A9 8008 0, % IR 45 48 10001
W,

AR LA T 2, A SR S 38 35 01 e M e IR 55 4 v AE
BB #5363 B 4 33 SR 4l 3C, 56 UE Payload B9 31 2
Ja s BT KBS R AR IR B T3 BAF Hl PAF S5 4U0(H .
4.1.1 T MR

R A8 S 56 BB, ot R T 1 BB A AT R AT L B i
KA B EE R anE 3 fros

Protocol |Length [info
DNS 46 ptandard query 0x0100[Malformed Packet]
DNS 234 ptandard query 0x0100[Malformed Packet]

B3 B RS H MHR £ 2R

Fig. 3

K3 B A Tepdump $UHC T 20 5 3 R 55 &% 69 XL i)

Test results of single amplifier

T A I R 50 R KR R B R O T, 3 R AR L
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FNK A6 FAT W AR SC K/ R 234 7Y, BAF = 234/46 &~
5.0, BUART 3,45 G 4 3T R G K 3F FIAR A, Btk 190, = .
89. 30 X L 4 il 55 4 S A AR A - IR IE T3 SR i) 3C Payload
A 5t .

4.1.2 EHuER

I AT B Ar=60s HEATSL G, SEIS P AR B 4 B
W AR #S 1 BAF Ml PAF %85 B N3 2 fif g1,

F2HH T AW N O S I AP E 2000
AW AE R 8 FF AR 4 XCE B A E TR T A W R
#% 09 BAF F1 PAF, Ltk X 43 B 200K 4% F1JC &0 R 4% .
IS 45 ok B . CoAP B B8 W i 5 B0 R 4 02 3k [l 51 A4S

Wi B 41, Open VPN B 31 2 4 ik K L T~ 42 J2 0k ] #e A4~
F B+ ma B AL, WS-Discovery #l Ubiquiti B3 A 2> 3 45
& (0] 22 A~ i O A, T L AR Ay A TP ar A Ry i S,
4 BiR.

ER A YR N N

Table 2 Bandwidth amplifier factors of each protocol
" . BEBRKAE ARMAE
e b s - BAF PAF
OpenVPN 1194 2000 1071 3.7 5.86
WS-Discovery 3702 2000 306 27.5 1.22
CoAP 5683 2000 608 11.7 1. 00
Ubiquiti 10001 2000 1399 4.0 1.01

[Malformed Packet]
1514|Fragmented IP protocol (proto=UDP 17, off=0, ID=447b) [Reassembled in #3]
816

Unknown operation (15) ox3c3f[Malformed Packet]

EA P 3 R # R TR v Rz 4R 3C

Fig.4 Reflection amplification response messages containing IP fragments

No. Tine Source Destination Protocol Length Info
r 1 0.000000 10. .45.18 60. .18.132 DNS
2 0.025042 60. .18.132 10. .45.18 IPva
3 0.028538 60. .18.132 10. .45.18 DNS
&l 4
4.1.3 Atk

WS-Discovery #l Ubiquiti Hpi8 25 88 1P 4 F 59 Wi 57 1%
SCH R AR TS B SIS SRR e B A 8 — AR AR T A
e 3Crb, I HL el R A R A e )R Y R K A ik R T
(MTU) , A e BHE 4 3% 76 W A ok OF 2 A8 /Ny TP Bdis (v .
PARM B MTU 2 1500 755, B o TP 43 K BE SR 1500
FI4IRMEEKE)=1514 F95. 4 FiphiHY BAF %l
A0 N T A T A B BRI A LR A DAY
BAF 1587 204 LUK 9 15 38 1P 43k . A K UDP 423k 343 &
AR R b 5 R B B 4 H L BAT W @ AR
AN AR BCHE TSR Tk A ER A TN S S TR SR
B SZ BRI B0 5 2) AH OGRS Moo Pk HIE C A FF L IF AL H
Hh— S PR A Y SRR ARG K I £ )T B Rk &
HEAT IR G S AR T S I8 R 1 gl
4.2 REMAWHLEZTNIK

3 e 52 9% 50 9E UDP R 51 BCR B 0 & 31 & 55 1 7] S 1 2
AR OIS AT S WK 3 AN IR D AR I A S
KAFMFIAHC S T 5 2 28 B3 {7 3 i, i i Wireshark T
H AW Tshark Fl Mergecap B¢ [ 89 8 T 55 BRI &
B 45 72 18 100 MB K /INAY B o 43 B 77 i 50308 4E L 7€ Python
B G A Scapy 55 He 52 B BOHE 42 B9 Bl AT R0 AR B

¥o. Tine Source. Des: Protocol

20.042510 12

2.103 10, Qic 1292 1
30.042510 12 2.103 10, 2 Quic 1292

40.042510 12 2.103 10, 2 qQuic 1292 1

5 0.043009 10| 2 12 2.103 Quic 831

60.045361 10, [21 12 2.103 Quic 83 1

70.084850 12 2.103 10, 2 Qi 182

80.085218 10| 2 12 2.103 Qic 206 o

90.085449 10, 2 12 2.103 qQuic 1288 pr

10 0.085471 10, 2 1 2.103 qQuic 119

11 0.085569 10, 2 12 2.103 Quic 501

12 0.126003 12 2.103 10, 2 Qe 572

13 0.126003 12 2.103 10. Quic 158

140.126273 10| 2 12 2.103 Quic 75

15 0.126943 1 2.103 10, Quic 670

16 0.126943 12 2.103 10, 2 qQuic 69pr

17 0.127205 12 2.103 10, 1 Quic 69,pr

18 0.127338 10| 2 12 2.103 Quic 75 pr

19 0.128118 12 2.103 10, 1 Quic 394 py

200.128118 1; 2.103 10, 2 Quic 1288 pr

210.128861 10 2 127 2.103 qQuic 770

220.130001 12 2.103 10, 2 qQuic 1292 pr

230.130156 12 2.103 10, 2 Quic 1292 pr

24.0.130365 10| 21 12 2.103 Quic 75 pr

25 0.132163 12 2.103 10, 21 Qe 1292 pr

260132379 1; 2.103 10, 2 Quic 1292 pr

270132502 10 2 129 2.103 qQuic 75 P

280.132635 10 2 12 2.103 qQuic 77 01

290.134389 12 2.103 10/ 21 Quic 1292 pr

30 0.134389 12 2.103 10. Quic 1292 pr

310.134591 10| 2 12 2.103 Qe 75

320.136287 2; 2.103 10, 1 Quic 1292 pr d (
33 0.136287 12 2.103 10. 1 qQuic 1292 pr d (kPo)
340.136853 10 2 12 2.103 Quic 75 P d (KPo),
35 0.147018 12 2.103 10, 1 Quic 1292 pr (kpo)
36 0.147018 12 2.103 10, 21 Quic 1292 pr d (kPo)
37 0.147018 12 2.103 10, 21 Quic 1292 pr d (kPO)
38 0.147018 2 2.103 10 2 Qi 1292 pr d (KPo)
39 0.147018 1 2.103 10/ 2 Quic 1292 protecte d (KPO)
400.147018 12 2.103 10, 21 Quic 1292 protected Payload (KPO)

& 5

)
, DCID=2c6fa89e136a3296
)

IS A B I A B LR SR R R B R R R R 5 2) 3 i
Tepdump 788 W24 75 53 38R HUBE S 99 33t 128 L 944 B/ 100
MB KN BR 53 0 A7t - IR i A UDP S S 0K B3 380 3
RGHFATIAIE; 3) R M & K E 52 DDoS 3 i Iii 1 19 CIC-
DDoS2019 4l 45 4 52 36 45 1 5 ) 28 07 i 47 LU 8K
4.2.1  HAEHE K

HEHE I 3K T7 2 XA SR 2 19 UDP S 58 i R B 8GR 3 7
AT EE AR, BRI A Rk 3 A, LI Ah R R
B, AR SCHT AL UDP SR A I J7 T RO AT, 5L R T A%
SCEE AT R B TLFN A I T G A B 1AL 1 B 5 T I
RS0 s o L L5 0 () 3 B UDP Sz 56 5 K Bl 13U T 76

F 3 BUE AT 8 bR
Table 3 Evaluation indicators of dataset testing
S s 0 Accuracy/ % Precision/ % Recall/% Fl-score/%
OpenVPN 1194 97.50 99. 50 95. 67 97.55
WS-Discovery 3702 99.70 98.08 100. 00 99.03
CoAP 5683 100. 00 100. 00 100. 00 100. 00
Ubiquiti 10001 99.40 100. 00 95.71 97. 81

4.2.2 M ARE MK
W 52 W L UDP SO R U R B &R 55, il 3K 3108
TEHT R UDP Jiz 8t K W 3057 & AL 45 R &l 5 frow

)
, DCID-2c6fag9e13623206
)

, DCID-2c6fa89e136a3296.
(KPO), DCTD=2c6Fa89¢13603296

(KPO), DCID-2c6faB9e136a3296
(KPO), DCID=2c6faB9e136a3296

d (KPO), DCID-2c6fagoe136a3296
)

DCID-2¢6aB9e13623296

QUIC WSz 5 il A it 2=

Reflection amplification traffic of QUIC protocol
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M 32t 34 ET D VR A B 8 S SRR B QUIC BRI,
Z WM LR 45 T2 B 8 1 — Bl 56 UDP A9 415 i 42 7 B B )
&4 2 P, R T A% i B O T TCP Phisl . By 3k i &
SO A% 4 g, Horh QUIC Upil i BAF BU{H 2924
57. 4, R ATHCRACR B3 .
F 4 QUIC Prist s 5 il Rk R

Table 4 Reflection amplification effect of QUIC protocol

X BAF PAF
QUIC 57.4 1.83

38 A HO SR IR © R B % P R Y RS R Payload
B BT R AL 4. 1 B R R o8 &R BUR AR Z LY
RSP B, 2% ISAKMP, Open VPN 22 7 5 jilt ¢ 3 i
R A7 B A M IR S B8 1 1) 4R DA IE 1T B, AT DL S8 & &
£ QUIC WY S5 T KW e
4.2.3 TR

ARSLI WG AT 5 DDoS it A& AR 25 & SR F CIC-
DDoS2019 K45 45 vh 19 UDP 8 50K 3 B AF o X bk 52 56 9
B gk . 5 4 R0y kb AT % b, e s A Ran gk 5 frs .
e SCEkC12 148 A ID3 SEIk SE LT 7896 M f A B 5 SCTR
C1300EAh T 202 28 00 2 M B L O o il H 51 S R 28 B ik 3k
157 96. 9% M f SR BE s SCRC14 0 LSTM-Fuzzy 5 % 52
BRI = R R 97. 89 %6 s SCHRL15 18 F 4 Fp R ] 1 4 2K 44
AT PRAN L ZE 6 GRU S35 09 1% 80 F B e K B AT LA 3k 5]
99.83% . 5 iR 4 Bl Oy ik A B, AR SC B RS B AT LA B
99. 88%0 , A& —EMH .

RSO LIRS

Table 5 Results of comparative experiment
(%)
Ik Precision Recall
Xk [12] %ty 77 & 78.00 65.00
X [13]# #9 77 % 96. 90 96. 40
X141 o9 77 % 97. 89 93.13
k[ 1574 8y 77 & 99. 83 99.79
A X 99. 88 99. 92

SR AR R A SO 10 S Y DDoS B Ui i
I ZBCR et R PR T A S 9 R T UL B B34 G L ) O %o
BAF #5805 16 BEAT DG A e S5 i 4G 0 ¢ 42k A5 18 e o AT 28
AT R AT
4.2.4 it

AR I LA 1 B UDP B IS TR 143 1 % 4
B R CoAP SR MR 5 32 100 %, 43 H7 J 8 45 50
CoAP S iR H2x il [ B A~ ma i, BN & TP 73 A 4
SC ARSI EAERT TP 43 4R SCHY IR B A7 AR BB A
— et . HAh, QUIC Wil 9 B 38 e R ¥ 8 ok BE 5¢ 42 & #5
B TR P LB AR B T UDP B, {H 2 0 B 34 B2 5 A A IE
SAEGH) TLS SEA — 2, WS QUIC NIESE I A fESE #
Xt QUIC Ppisl i )2 34 il R B it
4.3 RBERESE

il i 52 9 K 5 B B S R DDoS A6 I B9 WF 58 R
HEFT X He 23 BT 42 B L AR SCO7 ¥R 6 2T 45 0K 37 A2 IR UDP S5t i
R BIISC. 28 AR G A A 1 A U

1) 4 8 4

ALHEB T OpenVPN, WS-Discovery 45 4 Fft 11 B [ &2
SRR B UUVE S R I B bR A AR A L TP 4 Y i
3C, A DA 2R i T 1 B SR TR R A A

2) S B A 0

ASCR T XUEE R S Ty i R e R AT S A, O
AR T &8 9 BAF 8 7 i, 1T LU X R ok B B
UDP S St K2,

3) B A UDP J 5 i K B UK T 6

ARSCR T 22 JTRAE UGB Y J7 % 5 38 5 5 48 SO I R AE
L X & B5E 8 UDP SRR U SCR il & 5 2, R L Z 5 R
FH T OIS E (4 J7 1 HEAT B — P IR AIE 32 T T TR UDP S i
ML K g

HRIE AR MBI T B A MR UDP 4
R BN SGR S J7 2 8 2 3 sh AR I i 7 23K B B ) UDP 2
SRR 4 L 45 A X I 5T DDoS K vk B B 5T L 4R
TORLEE B E ) 5 R £ O R A DS L 4 O Tk 6 504 4 AN S5 I
ik AT A I . A SIS AN AR ST vk G S e R E
PERGE I R BT QUIC B 380 Y Sz 5 i oK 75 v e il &4
IR T A

AT AN R Z A A % UDP 58 B K25 R B sl
o R I R A, o H A S A B B S N ER AL T —
AR FE AT TCP (93 B SR 7 125, TR A AR SCT7 1k
AR,

2 % X #f
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