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Efficient Quantum-secure Byzantine Fault Tolerance Consensus Mechanism Based on HotStuff

CHENG Andong' . XIE Sijiang"**,LIU Ang'" and FENG Yimeng'

1 Department of Cyberspace Security, Beijing Electronic Science and Technology Institute, Beijing 100070, China
2 College of Computer Science and Technology,Xi’an University of Electronic Technology,Xi’an 710000, China
3 School of Cyber Science and Technology,China University of Science and Technology, Hefei 230026, China

4 School of Cyberspace Security,Beijing University of Posts and Telecommunications,Beijing 100876, China

Abstract The public-key digital signature used by Byzantine fault tolerance consensus mechanism in the classic blockchain expo-
ses vulnerability to quantum computers that have the exponential acceleration of computing power,and therefore have security
risks. To address the problem that the Byzantine fault tolerance consensus mechanism does not have quantum security, this paper
proposes an efficient quantum secure Byzantine fault tolerance consensus mechanism based on HotStuff, known as EQSH Ceffi-
cient quantum secure HotStuff). Firstly,an efficient multi-party ring quantum digital signatures(tEMRQDSs) scheme is proposed
to solve the problem of high complexity of unconditionally secure signatures(USS) communication. The scheme is based on a ring
quantum network that guarantees post-quantum security, non-enforceability, non-repudiation, and transferability while the com-
munication complexity is O(n). Secondly, the gated signature used in HotStuff is improved, instead, we propose an alternative
scheme for post-quantum security,i. e. ,a signature collection scheme based on a key distribution center, which could achieve the
same effect as gated signature while guaranteeing post-quantum security with a communication complexity of O(n). Subsequent-
ly,the above two schemes are adopted in HotStuff to provide post-quantum security;a heartbeat is designed to ensure the activi-
ty;the consensus message format is simplified and the consensus efficiency is improved by using a pipelined consensus process.

Costly techniques such as quantum entanglement are not used in EQSH,our scheme can be implemented under existing technolo-
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gy conditions and thusis of high practical value. Compared to HotStuff, EQSH has post-quantum security., Compared with other

non-entangled quantum-secured Byzantine fault tolerance consensus mechanisms, EQSH reduces the communication complexity to

O(n) for the first time and has better performance which requires less quantum circuit resourcesfor the client, which is beneficial

to the construction of quantum networks.
Keywords

Ring quantum network
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