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Blockchain Certificateless Encryption Mechanism Based on National Secret Algorithm
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Abstract The blockchain has attracted widespread attention because of its distributed, non-tamperable and inherent immutability
features. However, the international cryptographic algorithm used in the blockchain has certain backdoor security risks. Based on
the national secret algorithm SMZ2, this paper proposes a blockchain-based certificateless public key encryption(CL-PKE)scheme,
which combines with the certificateless cryptographic mechanism. The scheme does not use bilinear pairing, reduces computa-
tional cost,and eliminates certificate management and key escrow issues. At the same time,due to tamper proof and traceable of
blockchain, the scheme realizes the user’s updating and revocation of the public key,so as to fight against Type-1 and Type-2 ad-
versaries in the certificateless mechanism. Based on the difficulty of the computational Diffie-Hellman problem (CDHP), it is
proved that the scheme is indistinguishable under the adaptive chosen ciphertext attack in the random prediction model. Finally,
after analysis and testing,compared with the existing CL-PKE schemes, the computational efficiency of this scheme is increased
by at least 11%.

Keywords Certificateless, SM2, Blockchain, Random oracle model
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Fig. 3 Encryption and decryption time of different CL-PKE schemes
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