wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

ERERIMVPNBREE
BEE, PHER

SIRAAX
MEE, FHER ERSEMAIVPNERRSRU]. HEHEIE 2024, 51(9): 357-364.
TAO Zhiyong, YANG Wangdong. Integrated VPN Solution [J]. Computer Science, 2024, 51(9): 357-364.

BN EEE (SERXINEE IE JNHBREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
ATEM AN EVNFIFIRE

Reliability-aware VNF Instance Placement in Edge Computing

HENRIE, 2024, 51(6A): 230500064-6. https://doi.org/10.11896/jsjkx.230500064

S5GREIRARERE
Research Developments of 5G Network Slicing

HENRIE, 2023, 50(11): 282-295. https://doi.org/10.11896/jsjkx.221100044

ET R VPNRR S E
Solution to Cross-domain VPN Based on Virtualization

HEMRIEE, 2023, 50(9): 357-362. https://doi.org/10.11896/jsjkx.220800252

AMEtRETTERFANDERALZR
Survey of Container Technology for High-performance Computing System

HEMREEE, 2023, 50(2): 353-363. https://doi.org/10.11896/jsjkx.220100163

EFRNVERMEIVS DN EERIEIRE &L
vSDN Fault Recovery Algorithm Based on Minimum Spanning Tree

HEHNRIE, 2022, 49(11A): 211200034-7. https://doi.org/10.11896/jsjkx.211200034


https://www.jsjkx.com/CN/10.11896/jsjkx.240200062
https://www.jsjkx.com/EN/10.11896/jsjkx.240200062
https://www.jsjkx.com/CN/10.11896/jsjkx.230500064
https://doi.org/10.11896/jsjkx.230500064
https://www.jsjkx.com/CN/10.11896/jsjkx.221100044
https://doi.org/10.11896/jsjkx.221100044
https://www.jsjkx.com/CN/10.11896/jsjkx.220800252
https://doi.org/10.11896/jsjkx.220800252
https://www.jsjkx.com/CN/10.11896/jsjkx.220100163
https://doi.org/10.11896/jsjkx.220100163
https://www.jsjkx.com/CN/10.11896/jsjkx.211200034
https://doi.org/10.11896/jsjkx.211200034

http: /www. jsjkx. com

4 A A 2
O tﬁ:m saj@? DOI: 10. 11896/jsjkx. 240200062

HEEMB VPN R AR

B%I:éo:\ 1’2 ]ZH.I.I\Z

1 KDPRBBIVERFRKGEZR K 410004

2HEAFEERFEIAZER K 410082
(27537406 @qq. com)

 E i s XA VPN RIBARSAHRBELD ARBHABEHZ 2R FEALRAEABAIETERNA R ET
£ M09 VPN k5%, %% %%t @4 GRE VPN #9# 5 IPSEC VPN # 2 & | W % 3% % & #11L .MPLS VPN ¢4 & 5 .5 W
HEHRANERBESARET R, FAT L VPNRERKEGHES S VPNHEH KRG L84S, 5456 VPN B LH KK % 4
HPEER XIFBBERLGE A, AREARRNEE TP SN TR EZAKEN R R, HRIEST O TR,
FEEIGEE NEAT R AFEERBEEF T EEATTNRAERIE, X THAMNRLGBIF, ALDEFTENOHRE . 5-%
FRERBRFE MR REFTRRATT SN, SWEREN, ZHFEOFRT L L % 2 A TR E FIRE BN
MK, ARBEEREA AT ARBEHE R LAEARBEO R B s BB eh TEERSTHEPRE TERTRET X,
MM AEER T KA e) VPNRET B,

KB R M W IAR S S AR AR b s AL AR A R &

FESES TP393

Integrated VPN Solution

TAO Zhiyong'* and YANG Wangdong®
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Abstract Aimed at the problems that the traditional VPN does not support the carrying of multiple data types,lack of security of
data,and overweight label edge devices,an integrated VPN solution is proposed. . The design includes the establishment of GRE
VPN, the establishment of IPSEC VPN, the virtualization of network equipment, the establishment of MPLS VPN, the recogni-
tion and isolation of private network data,to realize the nesting of each VPN technology data and the mutual integration of each
VPN technology. The integrated VPN supports multiple data types,also supports the security of data interaction,and can achieve
private network data access control and address reuse,and can also realize the load sharing of data. In order to verify the feasibili-
ty of the scheme,tunnels,network resource pools,and label forwarding paths established by the scheme have been tested and ve-
rified, and expected goal is achieved. In order to highlight the advantages of the scheme,it is compared with traditional methods in
terms of backplane bandwidth and port rate. The analysis results show that the backplane bandwidth and port rate of the scheme
increase with the increase of the device number in the resource pool,and its data transmission capability is multiplied compared
with the traditional mode,and the data load is reduced. It is superior to the traditional scheme in load sharing,data security, ma-
nageability and maintainability,and provides an new ideal for building a practical, reliable and secure VPN.
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| up uP 172.

Description

[l 3 GRE VPN,IPSEC VPN % i & 57
Tunnel establishment of GRE VPN and IPSEC VPN

3 C 5 CoEEFAM A HE i Tun 0 ;%n%iﬂ#ﬁ?&ﬁ

I BCIRAS 278 R up, Ui B AR 2R 56 1) GRE VPN % 38
#7510 Flag 19 RD RS W # 8] IPSEC VPN EﬁTF%AIM“Sz
s

2) 2% 9% 5 b 36 I

X B HiiF GRE VPN 5 IPSEC VPN %18 T/EIF% . &
WG T R R AR 2 B 2 T, O R A AR BOHE &2 L
AL P 5 e R ML T AR AT S B 0 BBk o B, A A
LER\, 5 LER,, I8 47 display irf, £ & W 4% % P it 22 5700k
TR E 4 R, B 4 th Role B AS 45 0 Master 5
Standby. & LS T LER, 5 LER, .LER; 5 LER, iy % i
CEESr . B 2 &3 A 2L ] 43 FHAICHE 19 1% i A D B 5 1 2 R 38
RO 7 285 F BT S B0 B 1% i R T

<LER12>display irf
MemberID Role Priority CPU-Mac

*+1 Master |1

w i .
+ indicates the device through which the user logs in.

Fig. 3

Description
6a60—1?af—0104 -—-

The bridge MAC of the IRF 1s 6a60-1aaf-0100

Auto upgrade 1 yes

Mac persistent : 6 min

Domain ID : 5

<LER34>display_irf

MemberID Role priority CPU-Mac
Master 1 6a60-2d1
Standby |1

Description
504

* indicates the device is the master e )
+ indicates the device through which the user logs 1in.

The bridge MAC of the IRF 1s 6a60-2d1e-0400
Auto upgrade i yes

Mac persistent : 6 min

pomain ID Fhi

B4 48 B IR AR A 4G R
Fig. 4 Status of network resource pool

3)MPLS b5 %5 42 9 UE

SEPAN [A] FH P S o AL ) BB 1 A8 B, T AR i
T B9 ) 46 i3 T MPLS 57 bR 450 %2, 32 A 7R 28080 I 430805 19
Wi, EEE/E LSR B4 17T display mpls ldp lsp 54,

ZERINE 5 s, K5 W LER, \LSR. LER; % loopback %
M, MPLS B 43 B bRZE A2 R T AR 2R W BN Y b 25 0k R A

<LSR>display mp]s 1dp_Tsp
qags: - stale, L - Tiberal, B - backup
Ingress 2 Transit: 2 Egress: 1
OutInterface

GE1/0/2
GE1/0/2

Nexthop

205.0.0.1
205.0.0.1

In/Out Label
279(L

205.0.1.2
205.0.1.2

GE1/0/3
GE1/0/3

K5 MPLS tr%5E k%
Fig.5 MPLS label repost

4) B A% B S 5 PR 56 iE

P S 5 43 3B 2R AR 8] ) 3t bl . 5 BOZ B A LER,,
5 LERs % BIMFE B s hk, - A vh 5. TRFRMZHRS
RE UL i R 2 SRR Bl & L i e T LIR BV, 7E LER, 5
LER;, 53 54447 dis ip ro vpn-instance vpnl5 5.5.5.5 to 6. 6.
6. 6| begin Destination 5 dis ip ro vpn-instance vpnl6 5.5.5. 5

to 6. 6. 6. 6 | begin Destination 84, 45 R UNE 6 fiw .

[LER12]dis ip ro vpn-instance vpnl5 5.5.5.5 to 6.6.6.6 | begin Destination
Destination/Mask  Proto Pre Cost NextHop Interface
5% O_INTRA 10 1 172 16 l 1
6.6.6.6/32 BGP 255 2
[LER12]dis ip ro vpn-instance vpnl6é 5.5.5. 5 to 6 6 6.6 | begin Destination
Destination/Mask  Proto Pre Cost NextHop Interface
O_INTRA 10 1 172 16 3.1 GE10/0/1
BGP 255 2 GE1/0/2
vpn-instance vpnl5 5.5.5. 5 to 6 6 6.6 | begin Destination
Proto Pre Cost NextHop Interface
+5.5. BGP 255 2 3.3.3.1 GE1/0/3
6.6.6.6/32 O_INTRA 10 1 172.16.2.1 GE1/0/1
[LER34]dis ip ro vpn-instance vpnl6 5.5.5.5 to 6.6.6.6 | begin Destination
Proto Pre Cost NextHop Interface
BGP 255 2 3.3.3.
O_INTRA 10 1

Kl 6 LER.;S LER; )56 # i %
Example routing table of LER;; and LER3,

K6 g EMW,LER, 5 LER, 4351 C 5 C. .G,
5 Co & w5 ok B s b 7E A R B SE B i %, B LER,, 5
LER;, i it BGP AR 58 B T 4 5358 5 43 36 A 19 4 i 19 28 1,
SEILT AN TR P s el A R s S ik 9 2

C, % #5118 Cs 1Y loopback i ik, 15 ] 54 ¥ ?'J . LER.,
LER;, R4 BGP #Y Lable J& 7 43 Bt B9 45 25 {8 ok € UJJB—
A S A7) s Hy A e B AE LERy, 5 LER,, 433z

bgp routing-table vpnv4 inlabel | begin Network 5 display bgp

Fig. 6

z AT dlspldy

routing-table vpnv4 outlable|begin Network, &5 41& 7 iR,

<LER34>display bgﬁ rout1ng table vpnv4 inlabel | begin Route
Route distinguishe
Total number of routes 2

Network NextHop OutLabel InLabel
> 6,6.6,6/32] 172.16.2.1 NULL (1249
> 172.16.2.0/24 172.16.2.2 NULL 1151

Route distinguisher: 16:1
Total number of routes: 2
Network OutLabel

* > 6.6.6.6/32
* > 172.16.4.0/24

NextHop

172.16.4.1 NULL
172.16.4.2 NUL

InLabel

<LER12>display bgﬁ rout'lng table vpnv4 outlabe] | begin Route
el

Route distinguis 1(vpnl5)
Total number of routes

Network NextHop OutLabel
>i 6.6.6.6 3235353 [1149]
>1 172.16. 2 0/24 3. 3 3.3 1151

Route distinguisher: 16:1(vpnl16)
Total number of routes:
Network NextHop OutLabel

* >i 6.6.6. 6/32 3.3.3.3 1148
* >i 172.16.4.0/24 3.3.3.3 1150

Bl 7 BGP Y Lable J& 1 45 #% i 43 iC B BR 45

Fig. 7 Label assigned to a route by BGP’s Lable attibute

E\i] 7 EF‘ qLERSl El/‘] IﬂLablC E]/‘] 1149 */]?%7% LERM éﬁ LER12
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KA 6. 6. 6.6 H H BT 4> BC AR 2 1T LER, #7819 Out-
Lable iy 1149 Bl 2y LERy, /X W AR 4. Ci K& VilA Cs 1
loopback ik B %5 2] 5 LER,, i, LER,, W J OutLable
1149 #f %& $ ¥, B 26 47 J5 3 2 MPLS # 57 09 bg 18 7% & 4
LER;, s LER, HR¥iAR%E 1149 W &% $% InLable S 1149 (1 5E
1) ¢ by 3R 5 R R
4.2 fEgE3TEE

J T VAR A RO S R 64 R VPN O R 5L
%597 20 R B ST H AR My A VPN JE4T 2 1k 5 5 A X L2

1) PEXT L

FE T L = A A B A 4R L B R 4E 8 A
BE KA VPN ff o 77 22 5 3¢k (101 5% JH 9 GRE VPN, XC
BRC13 1R A B9 IPSEC VPN, SCHK[ 14 1R H B MPLS VPN i
FTT X, 2 1 BT g fxt Lo A% & 78 43 0d BT R F4E . VPN A
FAESE M VPN ff o7 58, S F5 1 R 0E 5 D) RE TE 5 L 3R 1 0
AR

F1 £ VPN 1

Table 1  Advantages of integrated VPN
o GRE IPSEC MPLS &% M VPN

R X F & & X

XF LM X K& X X
X AHELH & & & X

X HLE M T X X & &

&L -2:3 T X H & ¥
X BOAR R A K& & X X

St & R & & X X
2)5E B XTI

Hh RS CRE T R LER, & 015 B 98
WhEAAH PR (B RGMES IP KRR SR
) i 1R 548 G507 R AT L IR B EXCEL, & AR
S B R BOHE b e 0 T 4R TR A T AR B Y R SR
F8—E 11 iz,

(D)5 M v

AT B e M B i A AR AL BB D EE M AR AR — .
LR LB AN 2 518 E B RN GRS — A4
PR, 1 2 1A L [R] 43 B0 G A B LA RO 5 T B b
FARE ). EBIH AR =R R R AEE B R 4 h i B
VPN i % F E WA S6850 # 4. 8 8 4 T A 07 % 5 3¢k
C157v 15 58 7 38 R H TR RE A9 S6850 18 4% 7 15 MY 5 28 )5 /Y
XFE . SCHERL15 o i 4% 58 5 ok R A AL L B 5 i 4% 19 Y
Ml 98 R 76. 8 Thps, 1M 4% 3C 77 8 R H H3C S6850 # 75 & K
R 10 B R B, B AU 583K B 768 Thps, 77 % 114 £ 4R
b PR BE A AR T

—— EGTR
—-— AR

HARHE

1 2 3 4 5 6 7 8 9 10

HAK
B8 IR TR B B X L

Fig. 8 Comparison of backplane bandwidth of two schemes

(k4 H
SCHRL15 PRME S ) XM # M VPN T & G5 & %k
G hR A S A A I L N A IE 2 A b hE 45 A I Y iR A
O TR R B B 0y S 52 s i R B S B 2 5 ) g
BARZE N GV 2T 45 B 1Y loopback 42 11 43 Bt Mkt , T 78
MPLS AR R B 003 K 58 b 4 19 A2 1. T2 5 28 5% I I 2%
WA BRI E AR R 10 GRS BN — G2 H %
I G AR S MR A AR L 10 B 18 A5 7T LA 3L — A st hik 5 A
bR 2 A2 ¥ v ARl {32 — 4> loopback #E M1 M ik 7E
MPLS HhRiR 5 1 S 58 BObR % 09 26 1. BE & 32 8 T ) 2% 1 4%
SUE USSR RIS Rl OB i kSN | L R TN R N
MiE E T WSROI bR & L S ik & 8 B 350 & BT, SCHR
151 R L5 7 M 1) VPN AR 2% 0 % 4 5 55 4 58
e MEE B M Ak 700 A4S, T AE MPLS HAR 2 B2 4 B
{3 #) loopback #bhit T5 350 4>, M3t 1050 4, iR FHA
A E B E D M sk R 70 4 L loopback Hidik H 7 35 4, 3k
Pt 105 A~ KRR T Mo hk B8 0, 02> T W 4% 358 5 g
B T AR,
1200

1000 —— R
—— AXHE

W%
g

400

20

04 - ]

1 10 5 100 150 200 250 300 350
AR REH

B9 PIRR T 2 bR X L

Fig. 9 Comparison of the address number of two solutions

(4RI

SCHRLIS IR A4 sU 2 1Y VPN R B AR 8 4 i &
R4 ST M UL A 3T L P I A 3 A4S TR (AR R LB P L
B PR 2R TP B ) o O TR 3B R A ) 4% e S B RA ) i dig
B 28 B, B 15 b5 4 00 4 B 4 I T S S B 4 114 AT R 3R 5 AR A8 e
KA, MKJ7 S Fr s AL, TTLIE 10 B i & ke
iR 5 AR T RS, B EE R, a5 A
OO R R I EAR

(e X a3 R A W I

W=Px] D
Hop WO BB ] WS PR SN G RS8P N — 6
B T B e3P R AL

AT R AR B I7 nE

W=Px]/10 2

10 gy 7 SCHRL 15 IR AL G2 r N5 A SC07 S e 3k
T A B o5 LU O 46 vh bR 25 30 2R A R 300 B AR g U X
1 BRATRUEY 5 AR, 5T 1500 4>, MZ Ty & LIS
10 BRI 1 AAB)E R L DR A i o 2 TP e ol 3% AR
AR m R ARSI Sk, w ME g 150 AR B S s AL
Pah

(4) By F 3 26

i 1 3 R A ek B AR i E T I SC AR AR 2 —
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Jr g IRE M AL S0 R K 2 6 bR 28 30 25 B0 4% 0 U — 65
WA L 2 AR 8 1 2R A i 11 20 PHHOBOHE AL i R 4R
TET B B e A D . %O S O R A TR

V=§:l(10><n,+100><q,) 3
Hodp v 2Rz 07 & SR 5 08 U5 op I A AR 2 0 2% i A% T
REFR AL 4 3 1 S 2 sm R B P S WL I B s, RN ER
AAZ H AL 03 R g 10 Gbps B EUR ¢, B 5 1 D38 Ml
M3 %k 100 Gbps B SR,
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800 -

%P RTHK
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AR EKRA R
10 PR 7 S 4 4 RN L
Fig. 10 Comparison of the number of maintenance table item

of two schemes

AT FF AR =85 A R R B S6850 B fix 2
RESTHRIE 10 BRI AL, 1 £ S6850 B #&r LM 5l
55 AR A S 11 B S 3 RO 1280 Gbps» 10 3 # 1 4014k 19
S AN 12800G bps. T SCHKL 15 ] vp i £ 58 Jr 3 1R 4% 22 4t
BLASZ S AT 38 Jn 22 46 ML IF A E £ 0 i 10 Bt S8 i AL S ReE .
BT 45 0T T R 48 78 o 11 R R 2 B I X L L X L 45 OR B
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Fig. 11 Comparison of port rates of two schemes
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TR VPN fif b7 58,40 8 7 52 0 T 1 00 2% 5 Y, 7 9 4%
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P, %I GRE 5 IPSEC B% i . ¥ 4% %% I it . MPLS 7 25 B 42 50
Pa BB SR 0 BEAT T RS B0, R S R 4 R R O &
RENT W E bR, R AR SO RSG5 AW EM VPN
FERT MM B 0 R ik 4% B 4R R IR R 1 sl
8 ANk FEUEAT T O H AR A L o0 M &5 R 2 A O 6 A BOHE Ak B
HE 77 B A5 i 22 4 v 8 EME 5 ] i bk 4 O O 4 g8 0
A 0 S5 T 8 1 T AL B0 SR L A 15 4, SR B I SR
JE A SE L LR R AR K. 53 Ah IR SN F 9T 4R B VPN £
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