wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

HFZFEZIMLinuxZFADKOMEKHZE M
MR, FINEE

5IAEX

=, MR BETREZFIMLInuxEZFDKOMIKERN[)]. TEHRIE, 2024, 51(9): 383-392.
CHEN Liang, SUN Cong. Deep-learning Based DKOM Attack Detection for Linux System[J]. Computer
Science, 2024, 51(9): 383-392.

HBUXEEE (BERXINE IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
ETEMZMENSSL/TLSMETERENNEEHAR

Study on SSL/TLS Encrypted Malicious Traffic Detection Algorithm Based on Graph Neural Networks
IHEHEIE, 2024, 51(9): 365-370. https://doi.org/10.11896/jsjkx.230800079

EEYIEMEFREBZMRINENREREGNTTE
Abnormal Traffic Detection Method for Multi-stage Attacks of Internet of Things Botnets
IHEHEIE, 2024, 51(8): 379-386. https://doi.org/10.11896/jsjkx.230700197

EFRIREESMHBATRNISNEFEEHAR
Study on Recommendation Algorithms Based on Knowledge Graph and Neighbor PerceptionAttention
Mechanism

HEMREIEE, 2024, 51(8): 313-323. https://doi.org/10.11896/jsjkx.230500143

A SESRERRIBUAIIN RS EER

Text Classification Method Based on Multi Graph Convolution and Hierarchical Pooling

HEMREIEE, 2024, 51(7): 303-309. https://doi.org/10.11896/jsjkx.230400164

BMASE LS RIFNEN I EIHIEFTE

Graph Contrastive Learning Incorporating Multi-influence and Preference for Social Recommendation

HEMNREIEE, 2024, 51(7): 146-155. https://doi.org/10.11896/jsjkx.230400147


https://www.jsjkx.com/CN/10.11896/jsjkx.230700035
https://www.jsjkx.com/EN/10.11896/jsjkx.230700035
https://www.jsjkx.com/CN/10.11896/jsjkx.230800079
https://doi.org/10.11896/jsjkx.230800079
https://www.jsjkx.com/CN/10.11896/jsjkx.230700197
https://doi.org/10.11896/jsjkx.230700197
https://www.jsjkx.com/CN/10.11896/jsjkx.230500143
https://doi.org/10.11896/jsjkx.230500143
https://www.jsjkx.com/CN/10.11896/jsjkx.230400164
https://doi.org/10.11896/jsjkx.230400164
https://www.jsjkx.com/CN/10.11896/jsjkx.230400147
https://doi.org/10.11896/jsjkx.230400147

0 'H‘ :ﬁ‘ *’h ﬁ‘*‘ ‘% http: /www. jsjkx. com

COMPUTER SCIENCE DOI. 10. 11896/jsjkx. 230700035

EFREFIB Linux &% DKOM I H#&M

B =" #h B

I LR TFHREAFRESERLA%¥ R B%X 710071
2R HERARAF  TWH 710100
(18829056730@163. com)

H E ABABMNZEHADKOM S Fa@d AT RFAERABRTEARRABS R R ITARGAARNGEG X R
A, sFDKOM K F# AT A TFTAANAL R ERAVEZERALN AR LA NI ELR Y S % DKOM L E¥Hw, £4F k.
At DKOM S &0 AR BT AT AFRIENH S SR A — A Ko 220k ik, A F % Tk %4 Win-
dows MAZAT R R A BAYZ M AR RITABTZ R A2 RER T Linux RAABSFE, B THIBHFEGDABETE
BR A A BER TR, AP LR, R ERT — AR TIRESF T4 Linux 24 DKOM st &M 5 £, ARBT —F5
BEAARBEMZNS AR FHRA QAR T EFEFEARXEABARME Y EAFB GBI L MEITF T AEAL
MAEBTESE AR TREZOTRIENTAA R AT R, 5@ E 5 NA S HER Volatility 4917 51 25 R 2 56 5 I 3
Linux 2% DKOM st & #9#nl, REGT REALBLEHAMRAT NN EB LRI T RE FTHRZIKARLAFEFEN D
MAZRAEE MR, EREZH W AT RN A2, 5IAKTITHGE KR T A chkrootkit 48 1t , 44 xF 5 AP I 5 #
Rootkit #§ DKOM 474 , iR F EENT L S50 N AR HAHERF 20, 1%. B0 FRFH 32.4%.

KR A B BGE; & ZHAA R B F AT 2 BAVE MW %; =34 547

FESES  TP309

Deep-learning Based DKOM Attack Detection for Linux System

CHEN Liang'? and SUN Cong'
1 School of Cyber Engineering, Xidian University,Xi’an 710071 ,China
2 Huawei Technologies Co. ,Ltd. ,Xi’an 710100, China

Abstract Direct kernel object manipulation(DKOM) attacks hide the kernel objects through direct access and modification to the
kernel objects. Such attacks are a long-term critical security issue in mainstream operating systems. The behavior-based online
scanning can efficiently detect limited types of DKOM attacks,and the detection procedure can be easily affected by the attacks.
In recent years,memory-forensics-based static analysis has become an effective and secure detection approach in the systems po-
tentially attacked by DKOM., The state-of-the-art approach can identify the Windows system kernel objects using a graph neural
network model. However, this approach cannot be adapted to Linux kernel objects and has limitations in identifying small kernel
objects with few pointer fields. This paper designs and implements a deep-learning-based DKOM attack detection approach for
Linux systems to address these issues. An extended memory graph structure is proposed to depict the points-to relation and the
constant fields’ characteristics of the kernel objects. This paper uses relational graph convolutional networks to learn the topology
of the extended memory graph to classify the graph nodes. A voting-based object inference algorithm is proposed to identify the
kernel objects” addresses. The DKOM attack is detected by comparing our kernel object identification results and the results of
the memory forensics framework Volatility. The contributions of this paper are as follows. 1) An extended memory graph struc-
ture that improves the detection effectiveness of the existing memory graph on capturing the features of small kernel data struc-
tures with few pointers but with evident constant fields. 2) On the DKOM attacks raised by five real-world Rootkits, our ap-
proach achieves 20. 1% higher precision and 32.4 % higher recall than the existing behavior-based online scanning tool chkroot-
kit.
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MR T HAE T ANGEE. RIPEESA S MWRE
Box, EREE 0 BB A R E b, RJF T K R 7
S0 AP AT S T RO A S T L IR A T
M58 (—1 Rk AR RA A & Wik AR R h. AT
58 K WOk UG A R 5 @ MBI A N R, &
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TN G0 B AT s . IR AT AT T O O A N T
fH 6 Z A 25 ok HIW 2 B AE bk o KU 2] ¢ EH X5, Y
T TR A R T B 0 B A Cavo) =1 AF . R BT FE L
HE o KEIF] ¢ 2RS4 52Ca,e) =0 FWIRTEHHE o K2
FKRIN G, B, Y 00, 8k o FBE N o KRR SR
INTF QK EHESFE K bk o KA ¢ SETIXF 5L, PO I
B il B 22 0 RAR A A S R R I ROR .

M S AR 2 58 B L A 36 R 5 AR 1 R A
PEHEI B 6, S X QAR B B e A S W (., — 7
TAT S A3 0 TE B G 4 19 Volatility 20 M7 45 SR A b A% % 42 iy il
LEM TG R 57— T, R R8s A R A A
B A 2SR HEAT T AT L A5 B U A AR SR AL
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8, 35 d5c =i Fl-score {H X I (19 B {E 6 1B b dne 4 00 B0, 4G
WU B A P 7 a5 23 2 45 T A o DR 1 D00 580 1 a2 A7 P A% 0T 42 i
I, £5 2) — 4 H Bt G2 ik, B PR A SR 0 A A 4 4
3.6 DKOM K&l

ASCHE B Gk I R G RE A N Linux N A4S AR — ik il
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Table 1 Kernel object statistics of a memory dump

R &5 &K E HE
task_struct 5440 529

module 896 68

file 256 1314

dentry 192 1053

inode 560 781
module_attribute 56 68
module_sect_attr 72 68

2) WAF BB EHE 4R D2 419 250 4~ Linux AFB4, H
A N TEEE 4 R N 32 8] DKOM I ili B9 Linux £ 48 Hh 42 i
BEAY, T A 07 B4 DKOM J i 46 0 gE 47 4t . FRA 14
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FEAS W AFBE AR FEA 40 4 i DKOM 3 o (808 1Y 28 48 N 4% it
% . FERAS Linux W AF 818 B AR FH — #F Rootkit, & — Ff
Rootkit i i DKOM H it fafiiE T~ AR A A &, b T4l
ARk DKOM Zili % i BRI 25 B . A S i1/ )E
22 5286 5 1Y ground truth,
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B, DA L 3 R A5 3 A PR A 22 R 45 B AR 1) R 2 8 BRO(E n
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G F XA BEFE bR Fl-score #EAT M A% 18 R 15 3, A& &R
R 3 .,

A 000 3B 0 4 % g P 4 e A TR A I R B4 X G A U
24, 5 task_struct F1 module 55 7 FH UL N A% SIS 45 ¥ HE AT
i), e 4 LT AR SCHRE L A P A G A I R A T A AR
P, AU, AR SO B AGI R GE X task_struct, module, module_
sect_attr &5 X 42 04 K kG B E % BE A, Precision #1 Recall
Bk 8 99 % LA b s % file F1 module_attribute %5 F4g % 42 46 0 K
BEFAT 5 WX dentry A1 inode 45 44 X6 G2 1) A6 00 S 2 4 22 J2 (A
Sl it B AE 0 Volatility #5F K 88 3R 5 1 & DKOM Bty
B Linux WAEEES BT A dentry Hl inode 45, 5 8 x4
Joe A 1] HP I T 2R A5 A Y DG HE T R IE AN A AR T K]
2z W 25 1 YR BUR

%2 task_struct Rl TP 2 4% 00 4 2 K0 B B e

Table 2 Optimal hyper-parameters of RGCN for detecting

task_struct

5 A X i 8
Lp QN R RN, 3
Lg N R BWE GHHE WL EHR 3
K RGCN A4 KA 46 5 % R o gk % 4
vector_size TR B 64
embedding_size EONCE S ECECE N PN+ 3 4 32
vector_type R A6 R 7 R padding
keep_prob AL 2k 3 b R, R T WA 0.8
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3 task_struct A IR HE 2 0 26 (9 6 2 B A 1 3 &%
Table 3 Searching of optimal hyper-parameters of RGCN for

detecting task_struct

5 H A Fl-score
1 0.6418
2 0.9661
Lr
3 0.9914
4 0.9185
1 0.496 4
2 0.8676
L

3 0.9914
4 0.9593
1 0.7035
2 0.9263
K 3 0.9584
4 0.9914
5 0.9732
16 0.7354
. 32 0.8699

vector_size
64 0.9914
128 0.9362
16 0.9560
embedding_size 32 0.9914
64 0.9744
repeat 0.9363

vector_type
padding 0.9914
0.6 0.8893
K : 0.7 0.9722

eep_pro

p-p 0.8 0.9914
0.9 0.9491

K4 NEXT R R

Table 4 Effectiveness of kernel object detection

WA A & kA Precision Recall Fl-score
task_struct 0.9904 0.9923 0.9914
module 1.0000 0.9970 0.9985

file 0.9784 0.9683 0.9733
dentry 0.9256 0.9650 0.9448
inode 0.9342 0.9168 0.9256
module_attribute 0.9793 0.9834 0.9813
module_sect_attr 1.0000 0.9961 0.9978

4.2.2 FRAEBMESAT
AR SCHRE Y B 4 A7 B E DeepMem™ ) 4 77 &1 1 32 i
AT H i B KO L B IR R BT R R 3R T TR B 48 B
FRAVFAE W B F B NN R A5 B RIKEE T,
I, AR SCAR HY B0 T el 2 0 205 455 2R R 4 A R TN A BT v 2 ) B
X — 2 AT BB R AE A5 R 5 B 1 0 G AG I AR A X ke 26 A A
AR 2 A T ARG DU A
WX AR SCH B N B 5 DeepMem N 17 & B0 45 5, il
A Linux P A — B i /D48 BB 7 7R 5 1 5 Bo i Bs 45 1
module_attribute 3 ¥F 17 82 % , module _attribute A 45 ¥4 {4 &
Y
struct module_attribute {
struct attribute attr;
ssize_t( * show) (struct module_attribute * ,
struct module * ,char *);
ssize_t( * store) (struct module_attribute * ,

struct module * ,const char * ,size_t);

MEER IR E R ] W, moduleattribute 284 45 # &8 /N,

PARTE B 5 BeAR 2 (H H A B % 19 45 K attribute A &
TR ARSI R B e 9 AE DR AR Dy B 48 B T Deep-
Mem [ P4 £7- ) 22 W% UL 3 & 5 AF . H T DeepMem 52 #17 %)
{03&E T Windows PIA% X G, Jo i EL #2208 1 L IR, A SC X
Linux fJ module_attribute PN #% % 4 25 #1, & 1 T DeepMem
WA B SEB, I3 A2 I 25 T DeepMem ¥ PN A% XF 4 1551 2
fit. 25 %1 T module_attribute 45 #4 43 H|7E DeepMem P 47
P& A AR S i PN A7 I b B 2 9 DG BT SRR 4. B ER 5 AT I,
GARSCY R R AE B A5 LR 0GB Y AR 4 SR A LE . DeepMem A
S Y G ST s 4R 2 module_attribute_0_24 72 AR SCY
WA AR S T e #35 S P8 % module_attribute_8_16, H.
module_attribute_8_16 FJAUE kb module_attribute_0_24 AY4Y
HTE K, A R T B A 5 0 28 BT 2 > N R R 251015 B

# 5 module_attribute 78S [ [ 45 ¥4 v il & 8T S AR 2E
Table 5 Critical node label of module_attribute in different

graph structures

DeepMem 7 7 & AXT ERNFHE
R A& IR TR AR LR
32_24 0.2794 32_24 0.2794
0_24 0.0735 8_16 1.0000
32 40 0.7206 3240 0.7206

% 6 1 T i DeepMem PIAF Bl 5 4% SCH H A 97 8 1Y

FE 23 5045 1 B9 module_attribute %5 44 X6 42 (14 [&] bl 28 ) 2% #
HUR I A 55 M xF b 25 . AT LLE H L H DeepMem N 77 ]
LEF Y G AR, % F module_attribute 4 A Precision Fl
Recall 318 B AKX A SCY R A7 BRI ZR g AE  , PAl A
CHEH PR A A EE DeepMem N 17 B BE T8 4 3 472 B 458
A2 Y N R XTSI N R RRIE

F 6 A [ P45 0 08 X G A6 T R 48 XF module_attribute Y

R A 5k
Table 6 Detection effectiveness of different memory graphs on

module_attribute

WA G Precision Recall Fl-score
DeepMem K # & 0.4640 0.6321 0.5352
FEANEHR 0.9793 0.9834 0.9813

4.2.3 DKOM =zt & # ) b 48 ] 5%

TE Linux &% DKOM Mg #6071 . 5 7 3007 3 A0 56 1)
TAEEHESCHRC11-13] B SCHR 1M 12 R A JFSE 3, Ot
A/ A S DKOM Z i 4 75 %8 5 DKOM I #6012
chkrootkit'™®' i# 47 It 8¢, chkrootkit 4& % 9 Linux & %t
DKOM I Se Al T B W 2 R E RN R S5 . Bl il
i B AR R G0 K0 N A% PR T AL DKOM M B SC
PrE R .

AN B 4R D2 AN EHE 4R D1 BE L R Y
250 MK % DKOM B i B9 A BL R RE AR AT S0 00, X Xk
WAF AR 8 S8 A AR SC T 04T 43 Bt K DI DKOM. It o
SRIG MRS FXT e, 7E Ubuntu % P HLH 22 %% chkrootkit T
B4y BIFE 250 DG4 T HTR 5 A IS AN L Rootkit (1
Ubuntu %& F'HL b #E 47 e 580 #F B2 | Be g8 B % DKOM It ifi .
1 DKOM 37 J5 i il chkrootkit %% P HL 2 48 #1776 2% W%
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& DKOM 34 . i s A U 45 21

TE RS B AT 801 T T 43 508 T AR SCT5 %8 A chkrootkit
X BEAS IR B AR AR A FEAT R, 6 52 R 32 B DKOM Bk i F
A2 ground true positive, ich 5% AF A K I 45 5 3 3 20 46
fY) Precision, Recall & Fl-score BY{E . lx K45 R 7 s,
BRI BT DN 25 58 ke B AR SO B T R A Wukong X
il Rootkit & file 4544 (1 DKOM T i , HoAl i %% DKOM I
7 RO 1 P A% B3R 245 4 24 4 O e 4T b ARG DU s ok L FL IR AR A 8K
B i /b F chkrootkit, chkrootkit Xt KBeast B £ M &% 54 T
X H Ath 4 A Rootkit 1y & I & SR, S 45 R R, A X
DKOM %l 75 & 09 A 50 & F chkrootkit 1. ., M A9 K5
WP 20, 1%, B M4 32, 4%,

F 7 M chkrootkit i) DKOM Z i 4 A 44 e

Table 7 DKOM attack detection effectiveness compared with

chkrootkit
Metric chkrootkit KX F%E
TP 158 239
FP 63 22
FN 92 11
Precision 0.7149 0.9157
Recall 0.6320 0.9560
Fl-score 0.6709 0.9354

TE DKOM i A6 I 174 Bk 181 7 5 7 T8, %oF L AR S 8 1R 4
Wt BB T 88 5 chkrootkit T.E ) Rootkit 78 2 49 4 i}
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G5 (0 - 78 R AN R] (35 s) o X 2 N A SO e de — Fh
AAHTIT I N FRGE I AE 1 b 0 P9 2 A7 40 BT o G 0 3 fm 481
JiE AL TERERT . T chkrootkit 2 A Ky I 43 4 3C 14k & 4 K iz
AT 14 3E AR R HE AT ARG A L 0P 5 vk B ARG DU S R AR AR TR R A
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DKOM b K il 5 % . 12 B4 6 T WARBUIE 5 A& #h 2
W26 B AR ST — B 3 T R D A TR R R 2 ) 45 45 R 1Y
PIAZR 4 W 2R 455, i — 20l 3k ) L A R ) A N R 5
Volatility #EZ2IU H (1% Linux P 4% X 488 2 T A 0 210
25 KW Linux R4 6 2 5 DKOM M. fif e T HLA
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E
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PR AZ Xt G2 A6 0 A Ak 45 2R AT, X F files inode AT dentry £
F B A X 5 DKOM (R IR BE 38 A TR i — 20 R 8 . Rk
B9 32 B2 AR B X X S T Y A A L it R T Voladdlity 19
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