wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

HF i =it E R WebilRiZHliREE NG E
ERGE FEF ES KR EFE

5IAEX

ERE F=EE EE KR EE BETuAEENWebimRESiBERENGED]. TENEE, 2024,
51(9): 416-424.

REN Jiadong, LI Shangyang, REN Rong, ZHANG Bing, WANG Qian. Web Access Control Vulnerability
Detection Approach Based on Site Maps [J]. Computer Science, 2024, 51(9): 416-424.

BN EEE (SERXINEE IE JENBEENE)

Similar articles recommended (Please use Firefox or IE to view the article)

EFBERIES T RNSCADEREUK A BshERE

Natural Language Requirements Based Approach for Automatic Test Cases Generation of SCADE
Models

HENRSE, 2024, 51(7): 29-39. https://doi.org/10.11896/jsjkx.230600126

EF BRI E L2 ihaEsItE
Fine Grained Security Access Control Mechanism Based on Blockchain

HEHRIE, 2024, 51(6A): 230400080-7. https://doi.org/10.11896/jsjkx.230400080

EFHRRSF IRBBEAERNIKX A5
Identifying Coincidental Correct Test Cases Based on Machine Learning

HENRISE, 2024, 51(6): 68-77. https://doi.org/10.11896/jsjkx.230400017

ETEHNEESRIENEAN CERETE
Security Scheme of UAV Flight Control Based on Attribute Access Control Policy
IHEHEIE, 2024, 51(4): 366-372. https://doi.org/10.11896/jsjkx.230200135

EF 6 B ah i 4 skt SRRENE 75 %
Protocol Fuzzing Based on Testcases Automated Generation

HEMREIEE, 2023, 50(12): 58-65. https://doi.org/10.11896/jsjkx.221000225


https://www.jsjkx.com/CN/10.11896/jsjkx.230900075
https://www.jsjkx.com/EN/10.11896/jsjkx.230900075
https://www.jsjkx.com/CN/10.11896/jsjkx.230600126
https://doi.org/10.11896/jsjkx.230600126
https://www.jsjkx.com/CN/10.11896/jsjkx.230400080
https://doi.org/10.11896/jsjkx.230400080
https://www.jsjkx.com/CN/10.11896/jsjkx.230400017
https://doi.org/10.11896/jsjkx.230400017
https://www.jsjkx.com/CN/10.11896/jsjkx.230200135
https://doi.org/10.11896/jsjkx.230200135
https://www.jsjkx.com/CN/10.11896/jsjkx.221000225
https://doi.org/10.11896/jsjkx.221000225

0 'H' :ﬁ‘ *’h ﬁ“' ‘% http: /www. jsjkx. com

COMPUTER SCIENCE DOI. 10. 11896/jsjkx. 230900075

5T uh s il B 1Y Web i3 18] #22 & i 8 4& 0 77 7%

ERE" FHFE £ F Kk & E F

I#RLAFEERNFEIEZK T &2 § 066004

WA R B IREALRE W REH 066004
(jdren@ysu. edu. cn)

W OE S EHAFAHARN Web ERBRFG T EEHRAFIANZ2AGERRTE FEGRFEETA., 43 Web 2 A
FHir PR RRAAENPA A AT 2 TR EGELF R AMNEIEAMGRFNL. ARBRELTHAXERT, A2, AT
HEPH BB T AL TEEREW Web g Pz RRAEMN Tk, ZAZEBAARRACTHR PN EILE G35 &K
FHARRE A G e TS A, Filid st oM A R Web & F A2 5 T 37 B 42 ) Kok, My 2 3F &) X 8 ) 3 47 3h A 37 1)
FHOMPATE R EASS RZR G FE ARG FAF LB G REHNRRAGEN, RE, 7 MNELEFR Web B AEF T XTHTRF
HRATRIE EREANIEFT EFRA A GERTH AR @ EZREH 90U L ZIT 10 AAAERRA,EHFEZXET 100%,
KA T P AR 5 3 B W B WX R B 5 R R A ] s CVE 447
hESHES TP311

Web Access Control Vulnerability Detection Approach Based on Site Maps
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Abstract Attackers usually exploit access control vulnerabilities in web applications to gain unauthorized access to systems or
engage in malicious activities such as data theft. Existing methods for detecting access control vulnerabilities in web applications
suffer from low page coverage and high detection overhead,resulting in high false negative rates and inefficient performance. To
address this issue,a web access control vulnerability detection method based on sitemap is proposed using dynamic analysis. The
method starts by establishing separate site maps for different user roles and combining them to create comprehensive site maps
for each role. Then, by analyzing the site maps,the expected web application access control strategies are derived. Illegal test cases
are constructed to dynamically access and analyze the execution results,enabling the detection of unauthorized access and privilege
escalation vulnerabilities. Finally.the proposed method is validated on seven real-world open-source web applications. The results
demonstrate that this approach significantly reduces overhead,achieves a page coverage rate of over 90% ,and successfully detects
10 real vulnerabilities with a recall rate of 100%.

Keywords Access control, Site maps, Test cases, Vulnerability detection, CVE analysis
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http://localhost:8080/wheatblog/admin/add_post.php

wheatblog error:

You are not the admin.

(a) A E SCHE 4815 1) 5L T

http://localhost:8080/wheatblog/admin/add_post.php

MyBlog
Adding a New Post

(b) 1E 5 V5[] 5 1

B4 AR I U ) B
Fig. 4 Page response to illegal and normal accesses
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<html xmlns = ‘/xhtml’ >
<head>
</head>
<body>
<div class =
</div>
</body>
</htmI>

<title>Event Calendar </title>

<h1>Event Calendar </h1>
“main_area” >
<aname = “28”7 ></a>
<span class =
<a href = “http://www.mwvin.com/” > mevin </a>

“event_name” >Test Event </span>

&l 5 T i e N s i)

Fig. 5 Example of page response
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Fig. 6 Page response DOM structure
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FZABR BT AT RE A IR DU SR B B A 5 TR
Bk 5 T o me g A T n] 4 1 e i S AR vk
A AR LR ) illegal TC [ & i) 45 115 & ErrorCode
i i < U TR 48 45 report
1. FOR illegal TC F 4 —4> TC;

2. legalRequest.illegalRequest=generate( TC;) ;
3. legalResponse=SendRequest (legalRequest) ;
4. illegalResponse=SendRequest (illegalRequest) 5

5. IF check(illegalResponse. status_code)
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6. IF ErrorCode not in illegalResponse
7. IF legalRequest. role | = illegalRequest. role
8. similary(legalResponse. dom,illegalResponse. dom) ;
9. report. add(TCp) ;
10. ELSE
11. similary(tlsh(legalResponse) ,tlsh(illegalResponse) ) ;
12. report. add(TC;) 5

14. ENDFOR
4 KW/HER

4.1 TRHRBERYIESE

AR SCH IR 1 BT A S 3 AR 2 A i 4 i5-10210U CPU @
1. 60 GHz ¥ CPU 4b 3 4$ A1 16GB RAM ) PC |35 17 1%, &6
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Table 1  Web application information
CEET I S B A T T
EventsLister 2.0.3 27 837 CVE2009-3168
Mybloggie 2.1.3 59 661 OV E2006-1042
CVE2006-4043
Openlnovice 0.8 27 2571 CVE-2008-6524
Phpnews 1.3.0 21 6037
Scarf Beta 19 797 CVE2006-5909
WackoPicko 1.0 52 952
Wheatblog 1.1 42 4801 CVE-2006-5922
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Fig. 7 Performance comparison before and after web crawle

improvement
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Table 2 Role privilege information of Web applications
B R 4 Bk fa i K BL IR T &
visitor 58 0
Mybloggie user 182 9
admin 439 20
visitor 52 0
Scarf user admin 63
203 4 13
. visitor 55 0
EventsLister
admin 145 7
user 37 7
Phpnews .
admin 240 27
user 158 19
Openlnvoice
admin 200 29
visitor 107 0
Wackopicko user 288 14
admin 292 16
visitor 34 0
Wheatblog user 40 2

admin 193 15

AR S X IO AR U T 42 7 9 lR) 8 A5 4G 00 b, T 4
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Table 3 Access control vulnerabilities in Web applications

T Wﬁfﬁﬂ ’Tﬁ/)”‘]?ilﬂ'] W)ﬁ’*’/

% & i B fe B9 R R
EventsLister 9 2 2
Mybloggie 49 2 2
Openlnvoice 39 1 1
Phpnews 11 0 0
Scarf 20 2 2
Wackopicko 21 2 2
Wheatblog 15 1 1
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Table 4 Comparative experimental results

o3k 3 Ax [1o] [5] [21] [12] [22] [23] [6]

EventsLister 2 2 2 2
Mybloggie 2 5
Openlnovice 1 4
Scarf 2 1 1 1 2 1 1 1
WackoPicko 2 2 2 2
Wheatblog 1
Sum 10 3 3 9 4 6 1 3
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1 [)  ,

common.php
1 <?php
2 function checkUser(){

3 if ((lisset($_SESSION['validUser'])) || ($_SESSION['validUser'] != true)){
4 header('Location: login.php'):

user_add.php user_add.php

<php
require_once('common.php')

b 2 s ire_
o L 9

<htm|> <html>
<head> <head>
<title>Database setup</title> <title>Database setup</title>
</head> </head>
<body> <body>
<hI>Add Users</h1> <h1>Add Users</h1>
<?php include("nav.php"): 7> <?php include("nav.php"): 7>
</body> </body>
</html> </htmI>

%l 8 EventsLister Il il 25 141 4>

Fig. 8 Vulnerability case analysis of EventsLister
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