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Self-supervised Backdoor Attack Defence Method Based on Poisoned Classifier

WANG Yifei' ,ZHANG Shengjie' , XUE Dizhan®* and QIAN Shengsheng®
1 Henan Institute of Advanced Technology,Zhengzhou University,Zhengzhou 450000, China

2 State Key Laboratory of Multimodal Artificial Intelligence Systems, Institute of Automation,Chinese Academy of Sciences,Beijing 100190, China

Abstract In recent years,the rapid ascension of Self-Supervised Learning(SSL) networks has become a pivotal force propelling
advancements in the realm of deep learning. This surge in prominence is particularly evident with the introduction of pre-trained
image models and large language models(LLLM) ,capturing widespread attention on a global scale. However,amidst this progress,
recent investigations have brought to light the susceptibility of self-supervised learning networks to backdoor attacks, posing a
significant challenge to their robustness. The vulnerability arises from the potential manipulation of pre-trained models’ perfor-
mance on downstream tasks through the incorporation of a limited number of training samples carrying malicious backdoors into
the training dataset. Recognizing the critical need to fortify against such SSL. backdoor attacks,our response comes in the form of
a novel defense mechanism known as defending by poisoned classifier(DPC) ,leveraging the capabilities of a poisoned classifier.
DPC operates by training a threat model on a dataset intentionally contaminated with adversarial samples. This strategic approach
enables our method to accurately identify and detect toxic samples, thereby establishing a formidable defense against potential
threats embedded within the training data. The experimental outcomes are compelling,showcasing that assuming the blocking of
the backdoor trigger can effectively modify the activation state of downstream clustering models, DPC defence achieves a 91. 5%
recall rate for backdoor trigger detection and a 27. 4% precision rate in our experiments, outperforming the original SOTA me-
thod. These results underscore the effectiveness of the proposed method is not only fortifying self-supervised learning networks
against potential threats but also in elevating their overall security posture. By providing a robust defense mechanism,DPC contri-
butes significantly to ensuring the integrity and reliability of self-supervised learning models in the face of evolving challenges in
the dynamic landscape of deep learning.
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#H5 H#1:2024-01-02 3R 1& HH:2024-05-29

BT LR A AR E (JQ23018)

This work was supported by the Beijing Natural Science Foundation(JQ23018).
W AGVEF R MEIE (shengsheng. gian@nlpr. ia. ac. cn)



F— R EE TR SRR Y A MRS T Bk B A ik

337

1 3l

il

ARk, B W B 2% S W 4 (Sell-Supervised Learning,
SSLY™ T B A LA 2 2 il — b s kv oL e A Rl
fig R AR AR B 2= 3] . A B A 3] TR AKOBF T4
AE TR SN TR FE B  H BB 0% MR AR 12 Bl h % S 1 3 X
BYRAE A B T R4 A 46— R T T UL 55 AT T 1
BEEST G I ACRT T, SR B TN R BB B
BRI 5 32 B )5 11 B0 1 R

Tt T L g 7 2D b U R A v e A R Y R ] R
X YN ZRAE R AT yS YL R T g W B R I A %

MG R T H R, JF 1TSS R T DL R A
SR Tl B R AR B — A BRI S T T il R R

Ja > s R i 2 AR AN T B E bR 50 S L B T A X
BT Y 1 BOHE A BEAT B W IO 25T . Y B R R A ik

& a5 B AR Z 8] SR G s I T T LLGE A fi
S i B 3 B A e R 4 A D gl o A A Ay R AR A AL B 1Y T
T AR AT S, B8 G B T i o 2 A R R R 4 25 E bR
). TRIA M5 A R R JE ] i A 32 0k A R R
FIAT 2 55 A 52 0t (0 ASE A8 (4 000 &8 SR AR L, (A3 1 A IS T
DR PNGSE 3%

R T B E TS, — A AT AT B A 0 AR R A I RS
BRUNGREE P BEREAS . SR, B F7E A W B I 24 B30 b Bk
Z O R RS U] i KR AR B L T DL SR e T B
FrA S, [ S R M S R TR R B AR A A R
oI B ARSI A SR 56 AR I BT v U ) 32 45 A 0 A dE .
BRAT 169 B A8y 0 v A T AR AR B R 7R T i R AR
R 1K 2R BOHE 4 v A Mk & 2R A T, AR 2R — A A
ARG RAR XK A BHE T S AR . A, 2 EE N
A B AR 2 DA TR (3 5 32 A A BR AT A A8 ) 3 3 6 L 3 e
75 201 7 3 A TR S R 375 S5 i 8 UL T R A TR A iy A
PG rb G i Y DX B 08 A5 R B L WL RN T 3R AR . (HRTE

Je 1V H X — Rk T R P L A X T
Pl 40 A Y X 50 B 5 B0 T BAS 7 o 6 R ik 2 b D
ESSR

ASCHE T T BE > AR 09 B B R T i B A O vk
(DPC) , & 7E B A6 I 335 Gy HLR br 90 B8 46 b i A 35 4
A LA BRS Tl A2 6% o D TR 34T Qe O 4R b RO it
e ah T BTN T — B B 2 T T R R T
Kk . PR BT 4R A 2% 07 Tk B i A A % 1D ik 2 4% BT LA
FATING A T KA TEAR I A TR AR AR E LA BF
It

2 MXTITIE

2.1 BMEE=E3

B A 2] ) B ARD ) Rl s SO A B R A Y TR AR
%5 (T N B, DA B 68 R A s 32 A B30 30 Hh 3R U R
MoCol ™10V J& —Ffi 32 {fi FiI B9 X Le % SSL 83k & ¥ K [
~W%E@wj/\iﬁﬁﬁzk%*%rtﬁ,%iﬁ‘ﬁ%ﬁmﬁl@%
5 14 B % A7 % T BYOLPT & —

A Ak X e SSL

S U AR A R 38 5 A T Rl — ER B bR 45 R R AN
HEAMAEA, R4 SSL S IE W 1 B K 8 H 5 e W 9 R 4
$E . ARSCHESE T B SSL J& 11 B, DA SSL A8 7Y BT 5 i
CIE
2.2 BREMZRE

SSL Ja T3l 0 B Y 23 5 75 G YR 5080 1 Bt 1 Ji5 17
il A2 f i A SSL B A, e 5 B S DA B 0T Ui AR R 9 1T
gl BN, Saha AECT 4 T AR X SSL O Y ) ] 3K
i o FORE fl R 5 W BEE 0 0 E AR SO0 G R b A e S 3
BRAFSE L AED VAR T — R 2 LY D vk L (8 R T AR 9 0
T fol % #% 5 Carlini Al Terzis!™ 41 X} CLIP #5402 (— Fl £ 48
A0F Lt SSL AR $ 1 TR T80 S 1) ER T A fil & 2% O
SN T P X A SCA AR L
2.3 BHEEMEHHE

S B aE S M L, B SSL S [ 2y 00T B HL Bk v HL
WFoE /b . Tejankar T HER T B 3L T A 19 SSL )5 1]
ek AT Grad-CAMS) % B8 S48 B 0E 47 7 B 48, DA K
Wl & 28 9F VA FEREAS 2 28 88 . SRTIT, i T A BERE AR 43 28
TR HERR L, X P O 2 S BOS 2 TS REAR M BR . Bansal
SEUSR I T — AR X CLIP L 2828 SSL A I3 19 B A
05 o AT & S GRT SR B — ol P R S o A K T LA A
Wt 2R SSL R 1 Xl . Hong ZE500 3R T i % g 1
TR 7 CutMix!" 5 [ W I 246 1Y) 45 4 1 ok S ) IR 1T I
d A BB, A ORI T —Fh 4 S DPC /Y #T Jr i—— 3k
Tl s K an 0y B W S 180 B A ik (WL 1), g g
HECH A A,

&
H

ﬁbﬁzf “J#%Mk J
T I 1 9 5
L i ; FEET
L i &mD 2)
IR PN L 4

i rS —
TGk TEERE 0 RREREKE

R i 4 R

Fl1 JE T R 2 JE A0 B ik A 2R A R U ik

Fig. 1 Trigger detection method based on poisoned classifier
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Table 1  Results on the contaminated ImageNet-100 dataset with different attack settings
% & PatchSearch DPC(A X # %)
L E T & H # A T & S H # B T & o # A
ACC/Y% ASR ACC/% ASR ACC/% ASR ACC/Y% ASR ACC/% ASR ACC/Y% ASR
rottweiler4-0. 05 % 69. 4 0.5 27.7 63.9 68.0 0.5 61.9 0.4 69.3 0.5 63.6 0.4
tabby cat+0.05% 69.1 0.0 30.2 61.8 67.3 0.0 60. 7 0.1 69. 1 0.1 62.7 0.1
ambulance+0. 05% 69. 4 0.0 57.3 9.6 66.6 0.0 56.5 3.5 68.0 0.0 59.4 1.8
pickup truck+0.05% 70.1 0.3 58.5 9.3 65.6 0.4 60. 2 0.3 68.3 0.4 62.8 0.3
laptop+0.05% 69.2 0.9 38.0 52.4 66.2 1.0 48.9 24.5 67.6 0.9 55.2 13.5
goose+0.05% 69.4 0.2 44.7 35.5 66.8 0.2 61.1 0.3 68.4 0.2 62.3 0.3
pirate ship+0.05% 69.5 0.0 52.5 22.2 66. 0 0.1 51.8 15.1 67.3 0.1 56. 6 7.7
gas mask+0.05% 68.6 0.3 33.4 58.8 69. 4 1.1 63. 1 2.1 69. 1 1.0 63.2 2.1
vacuum cleaner+0. 05% 69.1 1.1 44,0  32.2 67.8 1.2 61.0 1.1 68.9 1.3 61.9 1.1
american lobseter=+0. 05% 68.8 0.1 44.0 42.5 65.2 0.3 59.6 0.3 67.2 0.2 61.0 0.2
rottweiler+0. 1% 69.4 0.4 26.2 70.9 67.1 0.5 60.9 0.5 68.3 0.6 60.9 0.5
tabby cat4-0.1% 69.3 0.0 25.8 69.9 68.0 0.5 62.8 0.7 68. 2 0.5 62.2 0.6
ambulance+0. 1% 69.5 0.0 49.4 23.3 67.0 0.2 60. 1 0.3 68.3 0.2 63.1 0.4
pickup truck+0.1% 69.2 0.3 52.6 22.4 67.6 0.4 61.8 0.4 68. 4 0.4 61.3 0.5
laptop+0.1% 69.0 0.8 31.6 61.4 69.0 1.1 61.5 3.4 68.3 1.0 62.5 2.4
goose+0.1% 69.7 0.2 40.0 47.8 61.9 0.4 56.5 0.4 69. 2 0.5 62.1 0.5
pirate ship+0.1% 69.0 0.1 49.1 30. 8 68.8 0.5 61.3 1.0 65.1 0.5 59.1 0.9
gas mask+0.1% 68.7 0.3 29.2 65.4 68.2 1.3 61.4 2.3 68.8 0.9 61.6 1.9
vacuum cleaner+0. 1% 68.9 1.0 39.2 44.5 69.0 1.3 62.0 1.1 68.3 1.4 61.7 1.2
american lobseter+0. 1% 69.0 0.1 27.2  68.1 67.9 0.7 61.7 0.9 69. 4 0.7 62.7 1.5
PatchSearch #l DPC G BERMINGE P AR 4.2.2 3 ARG EGH

EMG B e, A Tk — 25 58 A SO0 B3 A0 A /b, FR A7)
S M1 T DPC #ll PatchSearch ()45 7 FMZ KM 245 51, 3% 2 31 i
TR BRESEE B R RE R

2 VIR By AR UB A5 R
Table 2 Two methods classifier filtering results
PatchSearch top20 DPC top20
S| W k) % Ay
= Lo BEE/%OEER/N L BEE/% EEE/Y
HE HE
rottweiler 8449 97.1 7.5 2334 98.3 24.6
tabby cat 11341 99.2 5.7 3471 99.5 16.9
ambulance 13212 31.5 1.6 5264 65.0 9.9
pickup
16523 96. 8 3.8 1382 97.7 36.7
truck
laptop 14944 68.5 3.0 1868 83.4 27.1
goose 14002 99.1 4.6 1266 99.1 40.5
pirate ship 18421 53.5 1.6 2886 74.8 14.8
gas mask 4785 99.7 13.5 2186 99. 6 29.0
vacuum
6600 98.9 9.7 1209 98.5 44.4
cleaner
american
19798 99.7 3.3 1698 99. 6 30.2
lobseter
Average 12808 84.4 5.43 7189 91.5 27.8
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Table 3 Multi-target hybrid attack results BT R WP DS 3 R OS] i 22 e A R T L X

ek ParchSearch brC XG0 8 B 100 E R T
KB ACC/ % IoU CR  ACC/% IoU  CR
2-+top20 100 0.27 0. 84 100 0.32 0. 89
3-+top20 100 0. 34 0.92 100 0.33 0. 94
5+ top20 100 0.47 0. 86 100 0.42 0.92
10+ top20 100 0. 38 0.99 100 0. 38 0.98
2-+1top50 64 0.17 0.54 82 0.25 0.73
3+ top50 100 0. 30 0.91 100 0.32 0.93
5-+top50 98 0. 36 0. 84 99 0. 36 0. 89
10+ top50 100 0.37 0.98 100 0.37 0.97
2-+topl00 48 0.13 0.42 74 0.22 0. 64
3-+topl00 81 0.24 0.74 91 0.28 0.83
5+ topl00 68 0.22 0.51 84 0.27 0.70
10+ topl00 100 0. 36 0.93 100 0. 35 0.94
2-+top200 28 0.07 0.24 61 0.17 0.54
3+ 1top200 44 0.12 0.38 72 0.22 0.65
5-+top200 37 0.11 0.26 68 0.21 0.57
10+ top200 100 0.35 0.93 100 0. 34 0.92
2+ top500 11 0.03 0.10 29 0.08 0.25
3-+top500 20 0.05 0.15 42 0.12 0.37
5-+top500 19 0.05 0.11 49 0.14 0. 40
10+ top500 71 0. 20 0.54 86 0.26 0.72
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Table 4 PatchSearch and DPC computation time comparison

experiment
Dataset PatchSearch/s DPC/s
ImageNet-100 0. 5% 16474 11445
ImageNet-100 1. 0% 16680 11373
STL-10 0.5% 231 276
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Fig. 3 Comparison of the effects of two methods of attention
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