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Persistent Backdoor Attack for Federated Learning Based on Trigger Differential Optimization

JIANG Yufei, TTAN Yulong and ZHAO Yanchao

School of Computer Science and Technology, Nanjing University of Aeronautics and Astronautics, Nanjing 211106, China

Abstract The distributed nature of federated learning allows each client to train the model while maintaining data independence,
but this also allows attackers to control or mimic some clients to launch backdoor attacks by implanting carefully designed fixed
triggers to manipulate the model output. The effectiveness and persistence of triggers are important criteria for measuring attack
effectiveness. Effectiveness pertains to the rate of successful breaches,while persistence embodies the capability to sustain a high
success rate even after the cessation of the attack. At present.research on effectiveness has been relatively in-depth,but maintai-
ning the persistence of triggers remains a challenging issue. A backdoor attack method based on dynamic optimization triggers is
proposed to extend the persistence of triggers. Firstly,during dynamic updates in federated learning, triggers are synchronously
optimized to minimize the difference between the potential representations of trigger features during and after attacks, thereby
training the global models ability to remember trigger features. Secondly,using redundant neurons as an indicator of the success
of implanting backdoors to adaptively add noise and enhance the effectiveness of attacks. Extensive experiments on the MNIST,
CIFAR-10,and CIFAR-100 datasets have shown that the proposed scheme effectively extends the persistence of triggers in fede-
rated learning environments. Under five kind of representative defense systems,the success rate of attacks is higher than 98% ,es-
pecially after more than 600 rounds of attacks on the CIFAR-10,the success rate of attacks still exceeds 90%.

Keywords Federated learning,Backdoor attack,Dynamic trigger, Attack persistence, Model security
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Table 1

Dataset overview

wpa ROIER/ R #a g THFAR
K &) HE | G 3
MNIST 60000/10000 10 2 conv and 2 fc 28X28 0.1/5
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Fig. 2 Examples of distributed centralized triggers
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Table 2 Accuracy of main task

(%)
HAE % Avgl®] ClipL2od Foolst21] R{IE19] Dsight[18]
99.05* 99.18* 98.95* 99.12* 99.17*
MNIST
98. 94 98.98 98. 04 99.03 98.99
92.20* 92.23* 92.30% 92.56* 91.91*
CIFAR-10
92.38 92.48 92. 44 92.23 91.97
66.90 " 66.87 " 67.02* 66.75" 65.32*
CIFAR-100
67.15 67.10 67.06 67.28 65.10
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Fig. 3 ASR of our method

AR SO VLR 3 FECHE L5 B A T 2 Rg o T, b e
CIFAR-10 5 CIFAR-100 L #8i5B|43E 100 % (9 ASR, Base-
line 7 AN HE FedAvg J5 75 T RE IR R4 (1 PE RE . K HoR
R 55 BB R T rh B R S8, X AR AR R T R B AR
WAE 4 R B A v RO B2 R, (E g T AP R AR S b )
RRY ) BB, G 9k N G 3 T M BT A B A8 O . #E MINIST
) Foolsgold il Rilbat 3% 5t T , 4 3C J7 ¥k Yo iy i 2 % W 3%

e T A X e ik KR R R AR SR T W bR 8 S il &
T o [ A it phe T R i R A e 0 3k B AR P Y )R, B AS ik
K 4 E R R AR RS UL 45 09 7 a) TEBT, MRS VR INFE 2 T
JEITESS % — HAs, AT LR IE X A 3k, £ RA
100 ZER AR 4 CIFAR-100 o1, &R X J5 75 B9 ASR L & F
98% B T XL kLRI, RS LR, A
SOOI AE Z RN B AR R T R AR AR PR R ASR, O HLIE N F



TSR, 45 FE T i R 28 S AR AR A IR 2 > B AR 1T il

349

Z Ry AT S5 B BS54
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Table 3 Comparison of persistence of centralized triggers

- PApS 7 Baselinel9” _ 3DFedl10] A3FLL5] KX F %
L(50%)  L(90%) L(50%)  L(90%) L(50%) L(90%) L(50%) L(90%)

FedAvghs) 7 3 — 84 13 88 15

Clipt20] — — 7 60 9 71 9

MNIST Foolsgold 21 — — 5 — - - 93 32
Rilbatl19] - - 6 30 - 81 11

Deepsight!18] - — — — 84 13 90 15
FedAvgls) 163 29 97 10 600 597 600 600
Clipl20J 65 — 112 14 600 594 600 600
CIFAR-10 Foolsgold-2!] - — 211 38 600 233 600 600
Rilbat[19] — — 23 1 600 522 600 599
Deepsight!18] — — 132 24 600 595 600 600

FedAvgl®) 9 — 10 — 288 62 343 78

Clipl20J 9 — 18 — 296 52 340 77

CIFAR-100 Foolsgoldt2!] — — 25 256 56 290 73
Rflbatt19] - — 15 — 252 40 311 57

Deepsight! 18] — — 31 — 243 48 271 56
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Fig. 4 Persistent attack of distributed triggers
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Fig. 6 Impact of different attack epochs

1.3.2 HEHH

A SCESE T B AR Al S IR] 43 A YRR BE R AR S 1 R
W], 40 SR Tt 3 A 4R 1 AR BN 4R S TR B v L 4 S EOBONE A
I B 42 R 8Os 40 0 BUE HMEEE K. #E CIFAR-10 304 48
9 FedAvg T % & Dirichlet U8 43 4i = 84 % M [0, 1,
0.3,0.5,0.7,0.9], 7 BAR T A>T T ASR,
45 B3 B 008 B 43 A W e, 1 20 %809 ASR KR fiE R B 35 B
80% LA 1. &l 7(b) 7R T ¥ 100 %, 5 1k 1 600 F&
ASR 43 5l i T 80%.,90% 5 95% 1Y %5 #. BI L (80%) .
L(90%6) 5 L(95%0) . J45 i B S M i B HE 8 m T AL AR 1]
AR 2 AELAR S 9 7% AR AR 1 AR w8 1 B Ty %, B 7 457 1k
600 & i WL AR 4F ASR 5 T 95 % 83 200 69K, &5 T 80 %0 %
i 500 # R,

Ja 1% 3 % /%

0 2 4 6 8 10 12 14 16 18 20

EEETRTTE S
Ca) AN Rl BUHiE 43 A3 () ASR

600 o  _ eh s ——=X
A
/
50 /
< /
fa /
~ /
o /
£ 400 F
g /
= /
— /
300
/ —— 7=80%
/ 7-90%
L —h - 7=95%
200
01 03 05 07 09

4 Non-1IDAE
(b)) A [ B4 53 A1 19 A= i Jo 39
&7 AN RO 53 Aii 5%

Fig. 7 Impact of different data distribution
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Fig. 8 Comparison of attack success rates for different numbers

of attackers
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Table 4 Loss ablation under three defense method
B & FedAvgls) Rilbat1%] Deepsight[18]
MNIST 34/95. 39 39/91. 60 34/95.21

CIFAR-10 452/99. 99 278/99.92 341/99.99
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