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Study on Smart Contract Vulnerability Repair Based on T5 Model

JIAO Jian"? ,CHEN Ruixiang' s HE Qiang’ . QU Kaiyang® and ZHANG Ziyi'

1 School of Computer Science,Beijing University of Information Technology,Beijing 102206, China

2 Beijing University of Information Technology Future Blockchain and Privacy Computing High Precision and Advanced Innovation Center, Beijing
102206, China

3 China Information Security Assessment Center, Beijing 100193, China

Abstract The current research on addressing vulnerabilities in Ethereum smart contracts primarily focuses on manually defined
templates. This method requires developers to have extensive expertise,and its effectiveness is poor when dealing with complex
vulnerabilities. This paper explores vulnerability repair techniques for smart contracts at the source code level in Solidity. By in-
troducing a machine learning approach to vulnerability repair, we designe and implement a T5 model-based smart contract vulner-
ability repair system to tackle the problem of depending on manual intervention. Using data crawling and data augmentation tech-
niques, we compile a training dataset specifically for the T5 model. The T5 model for repairing smart contract vulnerabilities is
trained using machine learning techniques. A test dataset is constructed through web crawling to evaluate the system’s perfor-
mance from various perspectives. The system’s accuracy in contract repair,gas consumption,and introduced code volume is com-
pared with other contract vulnerability repair tools such as TIPS, SGUARD, and Elysium. Experimental results show that our
system achieves good repair outcomes and overall performance superior to other vulnerability repair tools.

Keywords Smart contracts,Blockchain, T5 model, Machine learning, Vulnerability repair
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Table 1 Reentrancy vulnerability repair example

ENRHEEY

1. function withdraw(uint _amount) public {

2. require(balances[ msg. sender] = _amount, Insufficient balance") ;
3.// i KARBMEELK . TR FHEANLS

4. (bool success,) =msg. sender. call. value(_amount) ("");

5

6

. require(success, Transfer failed") ;

. (bool success,)=msg. sender. call. value(_amount) ("")

. balances[ msg. sender] -= _amount; }}
Bae4n
1. function withdraw(uint _amount) public {
2. require(balances[ msg. sender] == _amount, Insufficient balance") ;
3.//BEEHARERE BRAKERM
4. balances[ msg. sender] -= _amount;
5
6

. require(success., Transfer failed");}}

2.2 BRGAHRAEERTIAR

BRE S LT IR AR L BUS — R UR IR BT A
b TR AL B B T i 22 R, I 2 A . 1 S H AT UBLR
BB T %7 SR TR A N T S Z BRTIT 4
HEW XA B M R ROR A . U LR T TE
B RE S 2 IR A8 A i i LT 1o R B B2 e D ) B R
PR TR J . PRI BT 5 B A T A4 1 52 0y 0k AR el ST AH G HUHR
e WAL B, A RIHLES 27 T RS AT & AR B &

AT e A

Table 2 Summary of smart contract vulnerability repairs
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Table 3 T5 model training parameters
num_epochs 5
batch_size 2
learning_rate 1X10°°
warmup_steps 100
weight_decay 0.01
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AR T B 18 B IR beta2 , BUE FR 2 W AL epsilon, AU 3
U K F lambda_, B BE 7158 SR gradient, 26 11 244 converged
it BRI S 8L theta
1.t=0,m=0,v=0
2. Fori in converged:
3. t+=1
4

g_t=gradient({, theta)

o

m=betal * m-+(1—betal) * g t
v=nbeta2 * v+ (1—beta2) * (g_t"2)
m_hat=m /(1—betal " t)

v_hat=v/(1—beta2’ t)

© 0o =N o

theta=theta— alpha * (m_hat/(sqrt(v_hat) +epsilon) +lambda_ *
theta)
10. End for
3.3 TS5 EERA
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converged
iyt TEHTE 9 S 4L theta
1. theta=initial_theta
2. for t in converged:
3. foriin range(len(X)):
4. x_i=X[1]

7. theta= theta— alpha * gradient
8. End for
9. End for
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Table 4 T5SCVR vulnerability repair test results

& R R o wIE o RIE
HE BEHE BEHE EHF/N

EDN F 35 23 32 91.4

3 il 47 39 43 91.5
TR 8y Si;,z\f)ESTRULT s : s 100
A H Ak 6 4 5 83.3
FE AL R R 6 6 6 100
F| A tx. origin #% A 23 18 22 95.7
EV R Y 3 5 5 4 100
A 2 F 3R B 60 41 58 96. 7
Bt 187 141 175 93.6

3 A X S 25 R — 2 RS R L, LA TS AR A X
AR SATEER .35 ZMIKEAPMBELET 23 4.
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Table 5 Different manifestations of reentrancy vulnerabilities

Reentry -1

1. function withdraw(uint256 _amount) public {

2. (bool success,) =msg. sender. call{value:_amount}("");

3. balances[ msg. sender] -= _amount; }

Reentry -2

1. function withdrawBalance() {

2. if( ! (msg. sender. call. value(userBalance[ msg. sender]) () ) ){

3. throw;}

4, balances[ msg. sender] -= _amount; }

Reentry -3

1. receive() external payable {

2. (bool success,) = msg. sender. call { value: balances [ msg. sender ]}
"""y

3. require(success) ; }
4., function deposit() public payable {

5. balances[ msg. sender ]+ = msg. value; }
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Table 6 Repair accuracy of T5SCVR and SGUARD
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