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Survey of Personalized Location Privacy Protection Technologies

CAO Tengfei'**, YIN Runtian'® ,ZHU Liang' and XU Changqiao®

1 College of Computer Technology and Applications, Qinghai University, Xining 810016, China

2 National Key Laboratory of Network and Switching Technology,Beijing 100876 , China

3 Qinghai Provincial Laboratory of Intelligent Computing and Applications, Xining 810016, China

4 School of Computer and Communication Engineering,Zhengzhou University of Light Industry,Zhengzhou 450002, China

Abstract With the proliferation of mobile networks and smart devices, users’ geographical location information is being exten-
sively collected and utilized, posing severe challenges to data privacy. In this context,users not only expect to receive effective se-
curity safeguards,but also demand higher quality service experiences. However, protecting users’ location privacy often requires
limiting or blurring the precision of location information, which conflicts with the high-precision location data needed to provide
personalized services. Therefore,how to balance location privacy protection and meeting users’ personalized needs has become a
critical scientific issue. This issue involves multiple domains such as data security,user experience,and commercial interests,and
plays a crucial role in enhancing privacy protection, strengthening user trust,and improving the quality of user service experi-
ences. This paper reviews the recent research progress in personalized location privacy protection. Firstly,it analyzes the causes of
privacy breaches and common attack methods. Subsequently, it summarizes the definition and classification of location privacy
protection technologies. Then,based on users’ personalized needs.it discusses how to provide more suitable location privacy pro-
tection measures while ensuring users’ privacy preferences. Finally,it summarizes and looks forward to the future research trends
in personalized location privacy protection technologies.

Keywords Personalization, Location-based service,LLocation privacy protection, User preference,Privacy protection technology
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Table 3 Definition of differential privacy formula
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Table 4 Summary of privacy protection technologies
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Fig.3 Framework of personalized location privacy protection based on differential privacy in vehicular networks
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Table 5 Performance advantage analysis of location-based privacy protection technologies
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