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Remote Dynamic Data Integrity Checking Scheme for Multi-cloud and Multi-replica

TAN Shiyi and WANG Huaqun

School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China

Abstract More and more data owners would like to store their data to cloud servers in order to reduce their local storage burden
along with rapid development of cloud servers. However.data owners will lose the direct control over their data after uploading to
cloud servers. Data integrity checking is essential to ensure the integrity of remote data stored on cloud servers. It allows data
owners to verify the integrity of the outsourced data without downloading all the data. To improve the availability and durability
of outsourced data,data owners store multiple copies on multiple cloud servers. It is necessary to protect data owners’ identity
privacy in public cloud environment because public cloud servers are not completely trustworthy. When data owners want to modi-
fy the data stored on the cloud servers,data dynamic operations such as data modification,data deletion,and data insertion are of
great significance. Therefore,a remote dynamic data integrity checking scheme in a multi-cloud and multi-replica environment is
proposed. The scheme combines the ring signature algorithm with a multi-cloud and multi-replica environment to effectively pro-
tect the privacy of data owners’ identity.so that data owners do not have to worry about the problems due to identity exposure.
At the same time,a new data structure,divide and conquer adjacency table,is introduced to implement dynamic operations of data
in multi-cloud environment. The divide and conquer adjacency table searches the specified data through indexes and completes the
insertion and deletion of data by modifying the pointers, which enhances updating efficiency compared to other data structures
such as Merkle tree. The proposed scheme is secure based on the standard difficulty problem. This scheme makes use of identity-
based public key cryptosystem and eliminates complex certificate management. Through performance and security analysis, the
scheme satisfies unconditional anonymity,dynamics,and remote data integrity verification.
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Challeng . ilF B A= i B Bt ProofGen ., % & B Bt ProofAggre LA
T U B Bt CheckProof, 2 & #:fE 38 Insert, Modify, De-
lete X 3 PHVEX .,

BB AR A 0k S F AN 5 %45 . R4
SCPE RN BHE I A FKe SCHE S B BB F = {my smy s e s
m, b em; e SRS 5 AR,

GRF NS B B a1

Setup(1*) A A% 4B k. KGC B H A B g
BEABEG, M1 Gy % g NG ERIG .G X G —~>G, 2
LML, KGC BB P A AS IR 1Y W8 75 R 8 SLINF

H.{0,1}" —>G,

h:{0,1}"—>Z;

A f R w43 50 3R O A HIL R B0 B BEHLHE S L e AT e
SCHF

fiZ) XA ) —> 2,

m:Zy XAy anp—=> {1, ,n}

KGC Ml ERY v € Z, . HAT ELXH Y=12¢".
KGC AIFRR B params= (q,8.Gy +GyveY shy H, fy70)

Eztract(1*, params, Y, z, ID) W 2 /19 & £ 1D,
KGC # LUN 2B sUH P FA S .

DKGC FitLiEs: re z, 5.

R=g .dpn=r+zh(ID,R) mod (¢g—1)

2)KGC W4 sk = (R, dp) il il % & FiH &% 1D,

3D AP RN G 55 E 5 R A T gl =RYMPR

DR W R A FE A do /B B H P BT &
)4 s 5 78 ] KGC 2 i i .

RepGen(F,N): Jp T BB = it 55 2% 22 18] o GE 77 76 /Y £
WK SO F AN N AR A BIAR SO 5 — Xt
ks 3 0 0 A BB DL R R A5 — G i L (8 A5 AR B
XS 9 N 1 I T I T T = ) AN 7 N i O - N L 1 I e
F=(F,,Fy s F,) S F B Hn A, 8RSk 41 m
WMy =E, G F) . E, R —FxEBom &5k, in AES
B SM4, B, AR B SCHERIA N Fo={m,; ), 1<<i<N,
1< <ln, IR ABIA BB AL LT; . % 2 Hid
SERIA M ER T iE %R

# 2 RIAMHERTIYIC R

Table 2 Record of replica address index

= & # & m AR R B AR E G5
Cid, 1.3.9
Cid, 2.4
Cids 5
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TagGen(Uy ssky, »Cid; s F) P Uy= D, , 1D, , -+,
ID SRR Fo={my ) 1<GSIN LI <<n, AR IA
FHRULU, BRSBTS

DX TFRA s (P .U, BEPLERE a,, €2, c1=1{1,
2y AL 0y = g0

DU, #45 ¢, =Fid | LI, || Time,a,.,—

HCid, il j ey UL gms |V
( ll (R,YMID‘ R ) ) °

IR ZE N Ty = (o1 005.0 - v0,5.4) » Hoth Cid, Jfik
R85 i RIAR K CSS MARiR,

v, =Fid || LI, || Time,Fid J&3C1FHIME— bR Y45, LT, &
BIAR R T15 , Time Sy ] 2 B i B 7] 25 3 5 30T — U 7 B
RIBF ], W4 Time AR, HIFH (o ) 1<GINL 1<K j<<n
Kk TPA,

HYHIRHEAHREE L LARELE R N * n 1 WA
BRI A L BRI o R B B bR 2 U B B bR 2 Sk TR
(my; Ty

T {43 TPA B iF i o R 2 2 rp 5 — i 5% B 4 A 19 3C
P 0 TE AT 118 52 A 56 T S R T R BT R R B
TR AN B 44 7R 57 R VA S0 BT HEAT S IE T M AT R — A
S5 25 BLS 2 FIL T84 Try =sige, (F)

B e e A R B AR X SO B Gy s Ty s T Y LA
KagsFR K%L CO, CO M IC 5% F B 304 B4 DL K b 2
R LR 2 B 55 7% CSS. AN B — A AR A T

A
He(R Y " P* 0 6, D =e(H(Cid [l i ll j I z; | Us) »
t=1

m;

g" s g)

Challenge(Fid) : T WAEFT A BIA& B A Fid /)30,
TPA [6] CO K1k chal= (cyky k) LL KT 580 0 SCHE AR R
Fid,CO R FHRICHFRIF M EDEH —ABIAM CSS Kk
i% chal ARBEH L A CSS. A CO ¥4 chal 4y M K% 4 L
A~ CSS,

ProofGen(FS,;, TS; ,chal) : %43} Cid, By CSS U %l CO
RIS R chal= Ceoky k) JF IR A RAEARZ . 151
Cid, LRI FS, 89531404 CT, B4 3 1CT, | =N & 4
AL, CSS WIS BIT .

fort=1,2,,A:

Dfor 1<j<c:v; =m, (j)a;= fi, ()

2V PECT, 1o, :ﬁfﬁ*w M, :ngajmﬂm

3o, :,%ngl“ M, :ﬂgﬂMﬁ/

W A R AE I R V=T, M, )

ProofAggre(V, ,1<i<<L):CO I\ L A~ CSS I & i A
WMV, COHITRA V,, 1<G<L. iF¥ :for 1=1,2,,A;
o, :’ﬁ]a,,, ,M:éjll\/[, R

CO M BEIEW V=_{T,M, Tua} K. % TPA,

CheckProof W EIR B CO B UEHA V., L AR 45 chal 1
(Cid, } ,1<i<<L,TPA JFHRIGIE :

1) TPA BHEHAE T 242 Us=(ID,,ID,,*,IDy)
XSO F O — A 808 44 A 0L AR TR AT S U a7 R
ik,

Dfor 1<j<c.e;=m, (G)wa; = fr, (G

DTPA T hy =HCid; | il ¢; | 75 | U

TPA B Uk 55 202 75 T

A N e
Il e(R YY" PR 6y =eC]] Hh‘;]’ e M@
-1

i=1j=1

A IRAE (Insert  Modi fy» Delete) : SU3E 4 H % DO 754
BAESCIE B CO Z AT, R A SO 4 iU i 19 DCAT %1
WAt . R 7 S h A A B T B 15 B Modify
B A Insert 5505 M Bk Delete 3 4~ $ i 5 35 4 % .

D B 5 B ¥ Modify BT BT .

(DRI EE BB RS j TR BT
Lonin << <Ly » WIARSE First 3k 15 4138 B 3% #3337 45 5 Node,

(OB S Nod; WY Time= Time' , Hoth Time' 2y 24 Hi
LTI

(3)DO 32 17 TagGen B35 A WU AR 25 T = (oj1 s
Ghosrsog ) RN TR Fs B P L HEHLIE S o), €
Z st=1{1.2, A I, =g% .

(O U, % o = Fid || LI

H(Cid || illj 1z U g™
( H (R,YIMD‘ R )(,’,_, )
175

t

H Time,, (7,/',‘.\ -

°

(5ODO ¥ {modify, Fid,m; . T; )} K% 4% CO, CO ¥ E
1B ST LA e R 515 k% 4510 sk & P 1) CSS, CSS R 5 %
S5 B SO FIAR 2 (A BB R 40 A 48R B Time fH,

B DO FHEZB U AR Fo L B 3 BW0 s Sk 1%
JE A R DCAT S5 M &, & 4 R B Fo J5 88 58 W
e

> 2 | 20125/0;621 | > 3| 2012&/0;621 | |<_|

2023/07/21 |
10: 20

I TEE T 1

—

2023/0721 3 [ 2023/0721
10: 20 > | 10: 20 |‘"|

2023/07/21 » 6 | 2023/07/21 |
10: 20 10: 20

Lmin | Lmax | Rear First
— _ — N | 2023/07/21 |
FHAE | BAR i 1020
b= 50 BB
FFiR %55 4 | 2023007721 .
4 6 | 10: 20 >
Cid 1 > |
Cid, 3 Lmin | Lmax | Rear First
= —] ) | 2023/07721
1 3 . _’I 10: 20
. 9
Cidh 9 - 2023/07/21 - .
4 6 i 4] 10: 20 >
Cidy 5

B3 & B BT 2R 48 3R

Fig. 3 Divide and conquer adjacency table before modifing the data block



RFFES 45 . 2 £ R 1) 30 72 3 285 5080 5 3 A 50 T &= 351
Lmin | Lmax | Rear | First
—] ) ‘2023/07/21 ‘ | 2024/03/2)| 2023/07/21 ‘ h
SRsE| Bl 1 3 | > 10: 20 > 18: 01 > 10: 20
R | &5 2023/07/21
4 | o« ! _>{ 4| T 5 [202307721 ‘ , |2<)23/o7/2| ‘ |<—|
Cidy 1 >
. R Lmin | Lmax | Rear | First
Cidy 3 . 1, ‘2027/07/21 ‘ |2()24/(b/2<) 2023/07/21
! 3 | 01 10: 20
Cid, 9 4 6 | —»{ 4 |2"2’/07/21 H 2023/07/21 ‘ H |7021/07/2l ‘ |<_|
I 10: 20
Clid, 5
B4 BB S 15 iR 48 R
Fig. 4 Divide and conquer adjacency table after modifing the data block
2) KRG A Insert BT RN F . Zo = {1.2, AV i H o, =g,
(DR F; E@%&z%ﬁ%éﬁﬂﬁ&%@%ﬁ,mm% L,,,m<]< (5) U, 8 ;, = Fid | LI; | Time, o, =
v 73 /\ N . - ; /d
L WU 6T 7 11 5 2 4% B0 X6 o7 1 565 7 A 45080 Bty (H(Cid lilljle, |UDg" i
(@) B — A7 I8R5 A0 B LI = MAX A+ 1, Time = LR Y Pt ’

Time' SR)JG VB Next;, = Neaxt, [l Next; F8 1815 I AY 5.
BB Rk T A A Lo A S B9 R KT A Lo A
Lo 300 1,

(6)DO ¥4 { Insert, Fid »m;; »T:, VR IE CO, CO ¥ 2 id
NSO LA B BT & % 4508 S 3 P g CSS, CSS R R 5
A SO LA Re sk SRR

(4)DO B 17 TagGen 5k A BB M 45255 T, = (ol B4 DO 5 B AE i Fo JomsA— 3 18 5 24 A
Ghosaog ) P XF TR (Fs B P BEHLE S o), € B F, J5 B E MM E .,
B Lmin | Lmax | Rear First
=M | BLA K | 202307121 5 | 2024103729 10| 2024/04/01 3| 20230721
BARR|H5 5 1 3 | — . 10: 20 18: 01 9: 34 10: 20 4—‘
| |
A T 20230721 | 2023/07/21 2023/07/21

4 6 | > 4 o 20 RN BTN 1 | 10: 20
Cid, 1 I
Cidy ’ Lmin | Lmax | Rear | First

>
2023/07/21 4/03/2¢ 1/04 3 3
AN 2024/03/29 2024/04/01 31 2023/07/21

Lo s > 10: 20 J—’{ 2|78 oi 4’_’{ N *)-’ 10: 20 )
Cid, 9 |

4 6 —>| 4 | 20230721 s [ 20230721 o 6 | 202307221

10: 20 21 710: 20 10: 20
Cidy 5
5 4 A BRI 1 iR 4k R
Fig. 5 Divide and conquer adjacency table after inserting the data block
3) BUHE M B 3515 Delete B PATIHSRUT - — AR NS — 1 AN S XS s Neat;,— = Neay; .

(D) W4 F, GRS AR LW AL B WL Lun<
TS L » WU XoF 7 4 A 3 4R 6 N A0 5F5 7 — 1 A0 iy
(2) FH5 A BOHE Pt B A a5 R Bl R — A \,U"H%
FeKAT IR First= Next; . &5 j ABUE P TT 21 h 5 %
e — ) BBk 2R Sk Y 'ﬁi”k Rear $810)5% j —1 70

ll"\?
Mo A G RUBE AN R RS A — A '5LTEFF

AT

723K KT L » A BB 2355 80P A Lo A Lo 9380 1,
(3) DO ¥t { Delete,Fid,my } & i% 4 CO,CO Kt 2 B
SCHFLA R R BT R % 40 k% T CSS, CSS R & 515
838 A LA B SC A AR 25
1% DO T B B 1 B0 B Fo 86 2 M Bk 25 B F
J T R R ISR R
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Lmin | Lmax | Rear | First
_4,{ | 20230721 | }_,| ‘ 2024104001 ‘ H 2023/0721 ‘ |
R4 Bxk ! 3 o: 10: 20 ‘—‘
A %55
4 6 I — 2023/07/21 2023/07/21 2023/07/21
I 10: 20 10: 20 10: 20
Cidy 1 >
] R Lmin | Lmax | Rear | First
Cidy 3 , ] 1 | 202307721 20240401 2023/07/21
1 3 | 10: 20 10: 20 4_‘
Cidy 9 4 6 | 4 | 2023/07721 2023/07/21 2023/07/21
| 10: 20 10: 20
Cidy 5
6 M Bk BE 1 53R 4R R
Fig. 6 Divide and conquer adjacency table after deleting the data block
5 me A 0i.a) s 0. 17 e BENLIE BT ASHE D K BUTAT C F U, 79
g ¥ o, = (Ot
JEh o i T (R, Y ™k ya,,
5.1 ERmESH e

—NH AL H) M2MD-PDP W 38006 25 1 /2 TE 8 1
EE1GEMME) W KGC,CO,CSS, DO #1 TPA 2 i

15 0991 BB Up L0 20 3R 24 IE W] VoAl DL 3@ A 3630 & 1Y
UE B : M2MD-PDP #3380 B 1E 8 P 2k U5 F LA T #E -

,
[LeR Y™™ 1)
t=

:‘b

(’(R YIz(ID R HO‘/
r

t=1

7H(Z(R YIz(ID R H H 5,21

(=1 BECT,

[N

A

— HE(R YIz(HJ[.R,) R HE_ )

7]_[(’(R Yh(ll) R 'I_[ ﬂo_a,

i=1j=1

A N c

H H H?(Rlyh(")"k’) 7;_1’:,
- i
A

=1
c

N

)

ot

10 11 IIe(R YR g 0

i=1j=1t=

—H He(hjg

i=1j=1

i sg‘)“’
=e( ﬂ ﬂh‘,‘/g“””/ ,g)
i=1j=1

NS am,
—e(ﬂ ﬂh“’ . ﬂgg L)

i=1j=1

—e(HUHIh/ e Mg
5.2 Egt
FEIE 2(E4 M) M2MD-PDP Hh sl & T6 5% 14 B8 4 M
WEB : NDLT PR B 3 2. 0 F8 — s k5
5 EATABE AR ZE TP B A RO A A Bl ek
M ProofGen i B AR 1 1 o Ry = 5050 1 G IE 1) B8 3 3
DX T — A FF X Gny s Ty ) Hoth oy, = E, Gl
F)O.RUEEMET U WEE. 3T T,

:(O';,.1 20429 s

HCid || il ¢; | oy | Us> R H 89 —AS W 75 {85, 7E BEHL oracle
PR AR E IR F UL M5 . HIk, = k45 4% 0k
M BRI B S S A

2) BT TPA WCE (4 3 iE R (T M, Fid) . 3 T= (5, ,
orsmson) e N DB HBEBANHINES 0, .i=1.2,-,N,
e s e ISKA BB AN AT A B S BR A A A  1E
B WS (M, Fid) 5 B8R A H2 kR . Fik, 5
# I N ProofGen By B Az i AY 8157 9 TN H 0 S2 508 0 A7 &

B2

g I RAAESE,
5.3 AAHiEH

EE3 (GG e)-qg Br GDH #xF. TagGen Hr
BON (asesqu squ s qe »q0) - 7E A IE W E SR AE T J2 22 4y Bl
ANFEAEE X F R A 1 ¢ Fle %‘B{Wi}i':e> +1)u& 1<

14 +00g) +0(g) +00ge) +00g) , Hih e =2.718,¢ F®
A FERFIR] e R WA AR A AR . BEF CDH B HE ) 48 %
AT M) TagGen [ BE /& A o] £ 38 16

TEB ARG AT (L ) 5 (2 ) s oo Gy, ) P WAL
PIF BAE R = s ds B B P 3y Us =Dy, ID, . -,
IDy) . IATEERELH B MECTF A Z 8347 — A4 1R i 2k
WA A R EN F )Y, B I LT # CDH In) i, 3k
T CDH WM&, i 7 ZWE R L&, WA (g g,
gEG  HARERKI ¢"€G . BE ARWZLHWT,

Setup: B ik #f Y=g fEN ELH , W0 R 1F o BTN,

Extract: #i A FH P B4y 1D, . B fE W0 R i) .

DR ID, €U, Fmw c=0, BREWLERE 2, h €2, , %
R=Y"", $#% BHAMIEFE (. ID, R, .2, h,)FEFR Table,
IR H BAE4E S A MR .



WIFEE 55 . 2 = £ R AR (Y 128 72 20 5 B4 52 A PR A 36 T R
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FERHNR =YY", 0 LA RY" =Y =g , H
oo=ax, £w. BT a BRI, B o, BRKREM, RE B
.45 [0 B R AE Uy TR P G 8], (R BAKSR AT LS Uy B BT
A A UL BRI SR IR LE Table, T,

WP ID, €U, FR c=1, BREVLES = b €Z, 1%
ErHE R =g Y " ., BAEMICHE (c,ID,, R, as h,) TE
Table, 1,

H-Oracle: ®§ A [a] H-Oracle & % ¥ 7] (ID, ,R,) » B £ Ta-
ble, PEHITTFEC*, * Rz, ), WHRTE Table, HIETEIT
SECx L ID, R s, 5k s BERAE b, IR 45 A, AW, B 44T Ex-
tract VBRI F (* LID, LR, .2, »h) TR b, [WIRF 45 A,

H-Oracle: ¥ A (Fid,Cid; »t; +i,j) B P EE T, LL p
PIRERIE 0 FILL 1 —p MBERHE 1. $3%5 B BEML & — 4
rn€Z . WRETERR N 0.BERE (g2 g ™ 4 AN
BE (gD g™, BT r B Z, LHHLEEMN, (g9
g " R (g g AR B 43 A BB AAS iR AP A5 A 3R] 1Y
SERL P XM A T 4SS, B AE R Table, TIEA%IC 3 (U, .
i.j-Fid,Cid; st »coinsr,) ,

RepGen: B 14753 RepGen 35 BUF 84 SO (149 FF & B A
B B AL 1% B ik e J A 0 A4 0L 8 OF R SRR AL

TagGen queries: 7EAT A B €, A #5 AT LA £ 1 34T T @l 4%
AT B O A A B AR &, Y A A (Fid, Cid sty visjs
U)Wl B A my; M HARSE T H 2 BEALE S AL, (Fid,
Cid; sty »i, ) B4 Biglalal 7, 02 c=0,984 B &M R
s WL BARM HCCid || il j || o | U g™ = (g . X T
U, PP ID, B ¥ Table, TERIGXT R Y .. HJ5.B
PG A Bz xnsrvan b AN EH. B BEHL B

A
arssan s B o =20 o — Ztax ) Hd i =2ax,,
t=1

IR IR Ty = (g g%,
OutPut: e A i i — AN E R T= (61, .00). U
W g BALE 1,B %0 &0, 4 .

A

eCHCid || i ll j Il 7y 1 U g™ @)= le(R,Y" PR 5.)
=1

e(HCid il j Iz | U g™ wg)=

A A
ITe(Y" ,6)e((g")" ,g)=e(g, o)
=1 =1

R
A
(g_u/r )r, — 'I_l'o_jx.z,
t=1
A 1
g// :(HU;(‘ )n
=1

ARE M 2 BT 0« b R B HBLE Xk, G 2R v R AT R
B ¥ g8 4T CDH [a) 8, Rt ml LLAS H .
P, (B—>g")=Pr(Awins) Pr (coin=1)" Pr(coin=0)

=e(1—wtu
—e(1— 1\ 1 €
( Q1+1) q+1 g(q,+l)

L HE R T R % A 7 Extract B Bt & g 1],
£ H-Oracle & i qu #[7] , 7£ TagGen-oracle & H ¢, ) [4], B
2RI AL R 14 +OCq) +00qu) +0Cq) +0C0q)
<<ty +0Cg) +00qn) +0Cge) +00g,) .

FEHR 3 4R ST E (4 25 IR 5545 T DL Bh B4 25 1) AR
SRAT DLW R, 2 B 4K UE ST (5 (14 2 IR 55 48 7T LA £ 1
M 7 1) A 6 A0 2 AT L Z W R 1

EIE 4 WARWEARBUSIIRER I AT S
SRR R A R4 FE WA LSRR I TR £ 3 58 B TIE
i 5 U6 IE A ME SR AT LA 20 RS T B AR SO R O 46 AE BE HL
oracle BEHI R A D i 1Y) .

IEM S AIEW] V={T, M, Ty, } (Fth T= (5, -,
o DT LUE B MR 2R L 2N 84 Tea & AN 8 th
YERY AT AR B HBE S (T, M), T= (o, y04) . chal=
Cesky k) JERIRE B BT v =, () sa; = fi, G)FFF]
BB B RBI RIS

B E B B AIEW S V= (T M), i T th & iy g ]
A3l 3 56000, A

N ¢ X A
eIl TThY o g™ gy =1le(R,Y" PR ,5,")
i=1j=1 =1
Hrph, =HWCid il j I z; U,
5% B IE BB SRAE chal = Ccsky s ko) R0 B9 2L S23E B

V={T,M}, " Li135].

eIl TTh = g = TTe(RY P )

MHWA SR RES SR WME M=M, 48 —1
o=0 XHEMMWBBEMRE., Wik, ELH 4 M#*=M .
FEATT b ARG B 3.t T B AN e oR g Oh i DY i 6 20
A —A o, =0, s & W, T — Pk fE 13 2 Oh ik P
A, T AR SRS BHAHE A 0 =0 BED
H—AMAM, SHHUEHART,EW g =g"HM—
M =0, RIEBEH B ELH - MAM  HNtERS FidE
BEAH P I

M T B 3 JE BT CDH R [n) Y, B e B 4 f kA
W, EF4GEH T M2MD-PDP 2 A Al B i i

6 MESMSILELER

6.1 MRS

DIFEBA ., 4 C,.Cop+Cou »Can & B RS G EEC
xR RILIBRMBRILER . BTE Z, LA ik g
25 S A AR AR A AR AT 20 R DR e L B B R A
B LA RS A L EIEEAE N AR 54 CSS 1Y Jll A g
BHICT |, F—RIARE n A, TPA BRI o A8, 5k
KeyGen it BAE S — A Cou KA B P AL, A BRI A5
% RepGen 77 Zia 17 N WNE R Ex. ¥ Ex W15 K
A& Cp»RepGen M1 E A & N » Cp . A2 BT A B A (19 57
FAREE, B TagGen £ N« n v ((3A—1)C., + (A —
D) Cou+1Cu,) . 2 ¥ Challenge 1Y 35 AT 208, 5 —4
CSS i21T ProofGen B ¥k A= i 58 4 M E Bl . R % CSS 47 1%
L AEIA I8 4 ProofGen BITTEAIE L « ¢ » (Cop +Cont) o
CO i8 17 5 1 ProofAggre K B & Fi A M IF W, i1 8 Wi 4 4
L+ Cuuo NTHEIUESCHEEANE, TPA BT Verily Bk, FH 2
B EMA N A C,+ N CopytN oo Couo F3FH
T MB-PMDDP % %% MCMS-PDP } £ 5K L HFER
TR RAR
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3 FIEER T
Table 3 Experimental results analysis
i E TagGen ProofGen ProofAggre CheckProof
MB-PMDDPL27] GF D Cogp+ G— 1D Cona ¢+ Coppt (=D Crul - 2C, + (N + ctst1) * Cop T (N + ct5— DCpy
MCMS-PDPL30] 2Cexp T Craul (ct1) » Coypt (e t1—2)C (L—1) * Cpul 2C, F (N *cts5) + Coy H(N + c+5)Cpy
KX FE BA=1D Coyy (A= 1D Cpyy +1Cg ¢+ Coxpte s Chu L+ Cphy AeCptNeceCoyptNece Chy

2) I AE AR . 76X B SR AT A L L SO S —
W LS CO, R T BAE = Rk 55 4% 1 SCrF iy 52 2 kL 3R A1)
2% 7 % T AL B Pk B chal FIE WA proof B8 15 WA,
TPA 6] CO 2 HIAF R chal= (coky k) VLR M4 Fid,
P b Bk i £ B 19 38 15 A S (loge + 2 [ ¢ | + | Fid |) bits. CO
] TPAGRBHEM] V= {T\ccas M, Tra ) » BB 08 1015 1 58
{5 /A A (gl +A1Gy [+ | Tra D bits.

6.2 ZWHER

NTEH WM R A E S5 MB-PMDDP 5 £ &
MCMS-PDP J7 425V fif 18] B A 19 Ll 488, 36 477 46 AP OR 8] 4 2R
1 T % TagGen,ProofGen,Proof Aggre fll CheckProof ¥ ik
fIT3E8,

MB-PMDDP 75 & 5 MCMS-PDP 77 & )} & ¢ 7 &
M2MD-PDP #BJ& 76 5 T 5 i % 5 44 il & 55 3L 19, MB-PMD-
DP J7 % Fl MCMS-PDP J5 %8 &R 6 B4l 1 A & & 1y % 6%, OF
B % H B 4 L, H AE MB-PMDDP J7 % f BiE S A
BHEREE AN 2 RS 458 0 55005 WA & 008 (5 koA
Hom. B MCMS-PDP FREF T CO B = & 2% 5
WAHHRATES CO TR E K T {5 A H B A%
RSB 4 R I B, T AR S R AE TagGen By B fil IR 25 4 55 1
BRI & % T S AN, B 77—’ 10 4550 %
T 3 AT RAE AR % B TagGen B B 56 UE A £E B Proof-
Gen By Bt IEHH A ProofAggre By B A58 IE B} ] CheckProof
W B 1 HL g 2

T TagGen By B, i1 7 Windowsll ¥:4/E R 4 i /i
2.6 GHz Intel(R) Core(TM)i7 ZbH 21 16 GB RAM #4752
5. SRH PBC W A BN B 2k 47 K 160 (B | ¢ | =160,
TEMRIEI M2k b %« ARy AR, KBS 512 i, H4
AT EE R T 1024 f7 B9 RSA, TEA S2 36 b, 39 By SC 1
KNy 4 MB IFA G 20 AR, BASRIASA 500 A3, 7E4R
2R Y B AR S0 £ 5 MB-PMDDP J5 % LA F MCMS-PDP
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