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Reversible Facial Privacy Protection Method Based on “Invisible Masks”
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2 Institute of Artificial Intelligence, Hefei Comprehensive National Science Center, Hefei 230026, China

Abstract With the rapid progress of artificial intelligence and computer vision technology, facial information has been widely
used in smart security,financial payment,and social media,etc. Once the collected facial information is leaked or illegally sold by
unscrupulous individuals,it will cause adverse consequences. Therefore,how to prevent the original facial database from being il-
legally accessed and trained by malicious parties,and how to prevent illegal recognition,is an urgent issue that needs to be solved.
Therefore,a reversible facial privacy protection method based on “invisible mask” is proposed. If the adversarial facial image is il-
legally accessed,it will cause the unauthorized facial recognition system to incorrectly recognize, and for authorized users, the
original facial information can be recovered by removing the “invisible mask”,ensuring that the authorized facial recognition sys-
tem can correctly recognize, thus achieving the purpose of protecting the facial database. Experimental results show that the
method generates adversarial facial images with higher visual quality,the average PSNR between the adversarial facial image and
the original facial image without attack layer can reach 55dB,and the false recognition rate of the unauthorized system can reach
99. 6%. At the same time,the method realizes reversible recovery of facial images, the average PSNR of the recovered facial image
is 61dB,and the correct recognition rate of the authorized system can reach 99. 8 %5. Therefore, the proposed method can effective-
ly protect the facial database.

Keywords Deep learning, Invisible masks, Adversarial examples, Facial dataset protection, Visual transformation, Reversible fa-

cial privacy protection
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Fig. 4 Subjective comparison of adversarial faces,recovered faces

generated by our method with original faces
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Fig. 5 Subjective comparison of the adversarial faces,recovered
faces,and attacked adversarial faces generated by our method

with the original faces with 6=0. 05 Gaussian noise
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Fig. 6 Subjective comparison of the adversarial faces,recovered
faces,and attacked adversarial faces generated by our method with

the original faces with Q=50 JPEG compression
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Table 1 Recognition rate and visual quality of original face,attacked adversarial face and recovered face under different attack layers

ACC,, ACCypy ACC,q, PSNR,,, PSNR,., SSIM,,,, SSIM,,

o (X,) (X)) (X,.) (X,.X,)/dB (X,.X,)/dB (X, X)) (X,.X,.)
X g & 0.996 0.004 0.988 55.461 60.722 0.994 0.998
=R 0.996 0.004 0.988 29. 241 41. 040 0.920 0.969
JPEG J& % 0.996 0.004 0.988 52.610 52. 344 0.992 0.994
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Table 2 Robustness and reversibility comparison experiment of our

method with other privacy protection methods
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Fig. 7 Comparison of visual quality of protected faces generated

by different methods
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Fig. 8 Comparison of visual quality of recovered faces generated by

different methods
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Table 3 Comparison of reversibility of different methods

AR 1 AR 2
RS PSNR SSIM PSNR SSIM
(X, X0 /dB  (X,,X.) (X,.X,)/dB  (X,.X.)
You %[17] 36.62 0. 989 35. 64 0. 989
IMNL18] 50.91 0.997 52.72 0.997
Ours 59.61 0.998 58.51 0.998

BT ERIA Al A BRI R AR ST, I
A E RAEG #4791 98 I AR ) 2R 09 & WX L . 5056
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Table 4 Comparison of visual quality of our method

and RAEG
- PSNR PSNR,., SSIM, SSIM,.,  ACC,,
7 (X, X /dB (X,,X,.)/dB (X,.X,) (X,.X,.) (Xp)
RAEGL10] 27.120 43.542 0.901 0.996 0.093
Ours 29. 241 41. 040 0. 920 0. 969 0. 004
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Table 5 Hyperparameter ratio setting
] PSNR PSNR,., SSIM,, SSIM,.,
“ (X, X)D/dB (X, X0 /dB (X, X)) (X,»X,)
1:1 23.596 40. 540 0.912 0. 960
3:1 29.241 41. 040 0.920 0.969
5:1 29.720 35.441 0.924 0. 930
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