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DCDAD : Differentiated Context Dependency for Time Series Anomaly Detection Method

LIAO Sirui' , HUANG Feihu' ,ZHAN Pengxiang' , PENG Jian' and ZHANG Linghao®
1 College of Computer Science,Sichuan University,Chengdu 610065 ,China

2 State Grid Sichuan Electric Power Research Institute, Chengdu 610000, China

Abstract Time series anomaly detection aims to identify data points or segments in a time series that deviate from normal pat-
terns. Enhancing detection accuracy by effectively utilizing contextual information in time series is a key role in constructing
anomaly detection models. However, existing methods inadequately consider the differential context dependency in the data and
lack explicit modeling of anomalous samples, resulting in poor discrimination between normal and anomalous samples and subopti-
mal detection performance. Therefore, this paper proposes a model that considers differential context dependency for time series
anomaly detection(DCDAD) , which enhances to learn the differential representations of context dependency. The DCDAD model
captures temporal context dependency using self-attention mechanisms and learns hyperspheres for discriminating between normal
and anomalous samples during the clustering process. By adopting the concept of anomaly injection, the dataset is augmented to
address the issue of limited anomalous samples. Additionally,a targeted objective function for differentiated learning is designed
to amplify the differences between normal and anomalous samples, thereby improving the anomaly detection performance. Exten-
sive experiments conduct on five real-world time series datasets,and the results show an improvement of approximately 1. 2% in
terms of the F, score compared to state-of-the-art algorithms, validating the effectiveness of learning context dependency in a dif-
ferentiated manner for improving the anomaly detection performance of the model. Furthermore, sensitivity analysis of parameters
and ablation experiments validate the stability and effectiveness of the proposed model.

Keywords Time series anomaly detection, Differentiated representation learning,Context dependency, Hypersphere
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AR SOH 45 i )2 58 13 2 (T A B R SOIRI G R g
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T H AR R

L= || Dis(A,C;X) || 9
Hif,cCeE RV NE—-AHEKPLESE, Dis(A,C;X) €ERY
FRE H PSR 2 IREIC R A BB ER TG C AR I FE
B B[ Dis(A,C3X) 1Y

(9 fe /MU A TE H B A 2 BR 0 1 FE B AT 58 B IE
WREARM B R O B R AR 0 8 Bk AE S 4 8 OE R
LR N BB SR g i B Sy A U BV WIS R NI (E P2
% B AR BREOR X 55 FEAS AT AL, DR M AE 3. 4. 2 1 B
HAROUKFHEEA, 78R Z R I B iRk
3.4.2 ETXRBX AWM EFHF

AW 1 — A5 R 2K o) AR 56 R S R L B 1Y
R IR LR 2EF2E ST WS,

DR G F B R 0

ST HER P OES CE RN H G € RVYERE

P ARG 55 2R OC R A R LEBEAR R, R

M C FIGERE A 0958 46 ERE . Rl & 7 AR A Z)
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TR R 25 Sk AR SO TR ER LRSS C B H A&
A AH X AR R AL 4 BN RSB ER L C

MAISC TR A AT b S — A 20 5 B A B 20 22 1800
NIRLE AT . 7 SO OC 7 B BR G 1 4R 1] BE B L AR
SCEFE 3T Kullback-Leibler (KL 8 B 19 BE 25 B 4 ok A
WHEMOEES .

L
Dis(A; ,C;;X) =2 [—é KL(A! | cf>+—% KL(C | Af)]
=1
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Hrp,Dis(A,,C 3 X) € R Fon 45 i 15 )2 AR MR AE AL B3
bt e RY Byt HEES Z A,

XTI AE H(XY) € Doin s FIEFHARZ YW 6 1 45
i 2 iy S A I R TR

Disy (A.C;X,Y)=[Dis(A; ,C:;X) » (1—y) Jim1.n

Disy (A,C;X.Y)=[Dis(A; ,C;5X) * y; Jim1,n

11
Ho, Disy Co ) Disy Co D4 BIFRRE 0P e 538 B 1) 12
MBS .y, Fomeh i 20w FR%
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N T SEEE /MU RIS A ER T DL B IR 5 H R E AT 2
SAb AT HAR BB QD FE— 253 T LT H b5

LPM(A,C X, Y)=(1—2) + || Disy (A.C;X.Y) ||, —

A min( || Disa (A.C;X.Y) | .
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Fig. 3 Visualization of optimization strategy
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1 R % 7% ML 2% B 5 42 (Server Machine Dataset,
SMD)™ g M — KRB B EC I A "I & ok A 28 &
JIR 55 &5 F 38 LR AR Y 5 AU . BT 5 R & IEF AL
W5 5 KA R A S B

2) Ak IR 55 %% $5 7 (Pooled Server Metrics, PSM)F , J&
M eBay (92 A1 IR T IR 5 & 0 sl A ERICER . A 13 Tl
YIZRE G A 8 Ja iy Il 45 4

3) kBBl 2£ 5256 % (Mars Science Laboratory, MSL) A1 +
HEWR JE E. # 8 (Soil Moisture Active and Passive.,
SMAP)F T NASA W4 9 28 JE 808 4 L 435 ok A ALK &
I R AN S (ISA) I 5 38 U 5 BE R 8. B &R
GrAT 55 A 25 4k,

4) % 4= JK 4k i (Secure Water Treatment, SWaT) 8, &
TE 11 RAMEA 51 AL I 1/ B K b B0 K & W g2 1Y
TEJG 4 RN RIS Ik EA T 24 5%, MAE T 7
KA AR O # R

B ENGIHE B WER 1A 1% 2 i & X35 T
SRAR N AR v iy B ] A B s B P R OD I R R
J AR TS IR AR P AR AT S R UG O T A I
I B LR,

F 1 BUREEB (A ED

Table 1 Information of the datasets(before preprocessing)

S Rl g4 I % & R # REE/%
SMD i &3 38 708405 708420 4.16
PSM %% 25 132481 87841 27.76
MSL =z [ 55 58317 73729 10. 48
SMAP =[] 25 135183 427617 12.79
SWaT X 51 495000 449919 12,14

4.2 EWEE

DCDAD 78K R 8088 48 T 52 56 2 ik e n 3k 2 g,
P UIAGEHRE  RERFNE DK/ NMBHLEKS, 7
HWIHEAME OB S IEW 6 OSN3 00, R
BEBEA RHIEA CHBIEAR 3 FEATRZ—. EA
IR R B E p W2 (p/ND)~U0.1,0. 4, m i A
BIEE AT 2243 Bk 0 A 0. 5, B IE A B BN — 1.5,
LI SIBENLREE =28 . B AR B2 B BUh X IE L 7R Y i
PALT A W FR N A F AL AR A Epoch, #% W B 4% 5
B HTERNBESH y kN1,

2 HEIRENGLE S

Table 2 Experimental parameters for training on each dataset

HAEE Epoch  Batchsize N S A
SMD 10 512 300 20 0.3
PSM 3 512 100 10 0.3
MSL 3 512 100 10 0.5
SMAP 3 512 200 20 0.5
SWaT 3 512 200 10 0.4

MBI LK SEENETHEHDIRKNN,
BV 2 7 0040 b A 51 & AT S B A 5 2R — AN R
B, FE OB BIE 0 2 1A IR AR T LGB, D0 B SRR
HFEBE, o WA 5 ADBURE LA E R 0.25,0.6,
0.8,0.5,0. 35, IbAh A ST 9 56 30F 4 (BT F 1F A8 52 % 4
HUo3 A1 DB 78 S5 4 BB AR L B 20 96 B4 T I VI 25 A 0HE LA
Fe BB 0 1 A S H B 25 I R 0, BT 33 PyTorch fE 282

SR, BT SEIR 3 16 B NVIDIA GeForce RTX 3090 24 GB
A S b
DCDAD W4t 645 3 )2, i &k fw b 1, % 3 3
TR A A 1 AR SR Hoh D3RR A BOHE 1 4
KN,
# 3 DCDAD #5  Z8 iy Jo A I 24015 B
Table 3 DCDAD model architecture and corresponding parameter

information

ConvlD(D, 256,

InputEmb
putEm (kernel_size:3.strid: 1.padding:1))
W FC(256,256)
. Wk FC(256,256)
Attention
W) FC(256.256)
3x AR W FC(256,256)

Layer-Norm LayerNorm(256.eps=1X10"")

MLP FC(256,128) ,gelu
FC(128,256)

LayerNorm(256.eps=1X10""7)
FC(256.D)

Layer-Norm

Layer-Norm
MLP gec

4.3 iFMriE4R

T VAL B R R R REL R Tz T A A R SR
Mg T 10590 Gy SRS I 1) A 32 52 i) 17 S B R AT = )
AU UK IR B R B R TR S L O O B A I B, A
WEE B S5 I ] 5 £ 51 A RO g — 2D (R A 43 BEAE SE R
M sEEEMWERE LR 2 G, AL FERTE
R E I s ¥ i v (1

MR LR Y ="y s oo yr JLL RS B A W7 114 572 3 4 B4
score=|[score, ,+* yscorer |, B S 45 B 0 BUBRA 0, 1T & B0 bR

A A A X A NG
%Y:[yl [ ’yT:Iv/H\‘rh Ve = 1.\mw, =0 o 1&17‘,‘%7%%%%57%

) FE 50 A 2% IA/ Sl IR TP AR IES] FP DL R AR 6 il
FJ\]:

TP={t|y=1.y=1}

FP={t]y =1.y,=0} 16)

EN={t|y=0.y,=1}
%Evﬁﬂ”ﬁ‘ﬁ%ffﬁ%ﬁ P U\&Eﬁ[%; R,ﬁﬂ‘ﬁ F
I3EL:

p— n(TP)
n(TP)+n(FP)
_ n(TP)
R= TPy T n(FND an
_ 2PR
FI=pTR

4.4 FPEEEZ

%o LU R AN (g M e L AR SCSR TG B2 7 v - B T X
b2 ) 1y 8 %) DCdetectort'™ (2023) ; 3 T 5 4 i L 8 Ano-
maly Transformer'™™ (2022 ), InterFusion'™ (2021 ),
OmniAnomaly?1 (2019) , LSTM-VAE™ (2018) ; 5t T % & 1
Y7 DAGMM™?Y (2018) , LOF™ (2000) ; 3 F R i 7
¥ THOCM (2020) , Deep-SVDD! 2018) , iForest'™ (2008) ,
OC-SVM™ (2004) ; £ F T I i 8 8 CL-MPPCAM™ (2019) ,
LSTM! (2018).
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4.5 XWERSHH
4.5.1 FHAew L8

ARSCHE 5 A HIRESE 115 13 AL BRI T Lt g,
SEERNER A FF . oo T LR 4 ) R R SRR Y 2
. M F 3 8CkE  DCDAD #5878 K 43 B i 48 # A

T AR IR 7E MSL Ba 4 B IRAS 1 A Y
DU . fip I 8] 2 JBE B9 b 7T SO O 2R A IX 00 S e A Y
HESH FEX A F /R % 1 0L, DCDAD 38 1f 22 5k 1 B 47 b
By R T IE S WA RN 1922 S 4 R A0 Ak 1 2 7 Bk Y
5] W MR T T SR B o A

R4 TE S DEHRIE LR E R

Table 4 Experiment results on five datasets

%)
SMD PSM MSL SMAP SWaT
Dataset

P R Fy P R Fy P R F, P R Fy r R Fy
OC-SVM 44.34 76.72 56.19 62.75 80.89 70.67 59.78 86.87 70.82 53.85 59.07 56.34 45.39 49.22 47.23
iForest 42.31 73.29 53.64 76.09 92.45 83.48 53.94 86.54 66.45 52.39 59.07 55.53 49.29 44.95 47.02
LOF 56.34 39.86 46.68 57.89 90.49 70.61 47.72 85.25 61.18 58.93 56.33 57.60 72.15 65.43 68.62
Deep-SVDD 78.54 79.67 79.10 95.41 86.49 90.73 91.92 76.63 83.58 89.93 56.02 69.04 80.42 84.45 82.39
DAGMM 67.30 49.89 57.30 93.49 70.03 80.08 89.60 63.93 74.62 86.45 56.73 68.51 89.92 57.84 70.40
LSTM 78.55 85.28 81.78 76.93 89.64 82.80 85.45 82.50 83.95 89.41 78.13 83.39 86.15 83.27 84.69
CL-MPPCA 82.36 76.07 79.09 56.02 99.93 71.80 73.71 88.54 80.44 86.13 63.16 72.88 76.78 81.50 79.07
LSTM-VAE 75.76 90.08 82.30 73.62 89.92 80.96 85.49 79.94 82.62 92.20 67.75 78.10 76.00 89.50 82.20
OmniAnomaly  83.68 86.82 85.22 88.39 74.46 80.83 89.02 86.37 87.67 92.49 81.99 86.92 81.42 84.30 82.83
InterFusion 87.02 85.43 86.22 83.61 83.45 83.52 81.28 92.70 86.62 89.77 88.52 89.14 80.59 85.58 83.01
THOC 79.76 90.95 84.99 88.14 90.99 89.54 88.45 90.97 89.69 92.06 89.34 90.68 83.94 86.36 85.13
AnomalyTrans 89.40 9545 92.33 96.91 98.90 97.89 92.09 95.15 93.59 94.13 99.40 94.07 91.55 96.73 94.07
DCdetector 83.59 91.10 87.18 97.14 98.74 97.94 93,69 99.69 96.60 95.63 98.92 97.02 95.72 98,93 97.30
DCDAD 94.91 93.80 94,35 98.60 98.30 98.45 93.02 95,12 94.06 96,70 97.84 97.27 97.38 98.44 97,90

TE R R0 2853 5 R e R g R

W BERUR) BT T SCfE B O 20 O R A AR g L 3 —
MR B T W BEAT AT SR L. & IR SE T R R R T O 1k
(OC-SVM,iForest, LOF,Deep SVDD, DAGMM) ok % J& i} Ji
TR SO L PR BT OHE L 00 P R A e AU BE T %
BRI 7 1R 3C AR OC M g J7 TR R R TR 28 B A
(THOC) (% T #i Ul (9 B 7 (LSTM, CL-MPPCA) .3 F H ¥ 1y
FEH (LSTM-VAE , OmniAnomaly . InterFusion) , JX &5 f& i tp |-
T30 B T SR AR 0 R S B ) L A L T 0
I 7 A — R DL ABAE & TR R b 1 SR IATIAS e 1) R 0
WF5E s BB F9E ( Anomaly Transformer , DCdetector) ¥ it JF FF
SCfE B F 55 1805 B 11 IO T B4 A R T R AR E AT
WA AR S R AR e 5 4 1T SO =2 8] (1 22 5

M F Anomaly Transformer Al DCdetector, A% 3 % 1

T B FE BRI 5T OF BAR R TR0 LR SO R s
FHRE #2022 5 A R 2 ) 1 7 SOk Y o
BEACHY) R SCHABOC ZRAZ AW . O A <7 T 2 T i ofi 5 ) o Bk T
VeSS 730 5 SEHe 25 R R 764 B A b id R R 1k e
TR TAEER . £5 b A SCIR B 26 T B R SCIROBE R Y
22 S Al o I KEZLAE I 1 S A DIAT: 55 A A .

B4 R T AEREAI N Zhod 7 v AR OE SRR A B BN
SCAR A 5 FR R 7R 2 8 R O Y S 249 43 1) B 2 A 3 AR U B Y
B T AR AR ) 3 AR L T LA Y B A R B A O WA AR TE AR
FHE BR vp O B B RS W A /NI TR T S R A 22 e A
55 BAE TR S W 8 w0, B HC R g A TR A R
. B GRAE T A SCER A 228 S Ak B H AR SRR A R T 4R
IE 5 RN Z [ Y 22 S 4
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Fig. 4 Radial distance of normal and anomalous points from the hypersphere center during training
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4.5.2 BEABMESH

TWHRKE NZZWH LT UKBCRBEENEESH, T
K N 2R BRI MR 0C R LB R B 4 4 B 5 A
A E MW LR SUR A C R 2 R A= T S50 HOR /MR i
T LA S R A O B R R rP s B R L RO I Y (1 — ) T %
AR IEFREA R BB, AEA Y A [ o — A&
B, 9K 5 0 55— S B R TR BU(E AT 52 56, DA S8 IR 1% 2 B0 A
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Fig. 6  Sensitivity analysis of N
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B BLSE R A A 25 5 DL BB A TR R A B L A
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B4y AR FF7E 4. 22%,1.10%.10. 69%,3. 79% . 1. 23% ., A
A IS 43 B A0 AR A R R R X T BT R N AR A R R O R
SE T MSL 52 3 B8 & A0 X B0 il 29, R B0 A [ % R
MF S 8EE N 3SR/, 255 B4 9 M 6e L 24 6]
i 2 RSN T DA R S R R L LB B I B e 1D,
4.5.3 H@ LRk

1) A5 B v8 il 52 56

ST B VRS AL rh 25 5 b A 3T A 0 L Al O [
BOHEA A B AR L AT RO Rl S0 06, S0 00 S 4R 4. 2
N B R R B

(1)DCDAD (without diff) ; {f 8 DCDAD # %! iy 3= T 1
2B R E 2 4 2% S Al A ST BRSO R HEAT S A
IF BB B 2k R (12 AN AL 58 30D

(2)DCDAD (without clip) : f# ¥ DCDAD Ky 3 T % %% 4%
s UL B 2 S Ak 2 3T R B (HJZ R fff B3 0 B, AR Sk
13X (9) Hh 1 25 A0 E B R BT

(3)DCDAD #5850, Bl A% 3¢ e A

e 1 S 6 B 4 SR AN 2 5 BT AL R B A 22 4k (with-
out dif) FALKr B kr 8 0 (without clip) Y F, 5334 7E 5 4> F
£ F g R, T B &R DCDAD, 3 M 22 Bk i 2 > |
T Lh 4 W7 45 1 BE 6% 2 ) %k S ARG I A 55 ok — o 19 et
3 — 25 F U T 4 AR AL A AR (AT R

2) H6 A T S 4

R T UG AEAS AL i BT A R R AR AT sk B R S
R R SR BR PO AR RIBEES dis, AT 6 R F 9 5% 45
PREES A EURAE D TR bR T R SE 50 . SCR SR 4.2 7,
RERY AR RS F .

(1)DCDADC(only rec) . fif Jil T ¥ 1 25 4E O 55 % 46 o, 4%
315D A7 20 4 Ay 45 I 200 1) S ) 48 2K Creo) FE W ALY R
WA

(2)DCDAD(with rec) : 7F 53 # 5 A5 o I8 I 3 44 451 2k L 4%
KA W H L RS & wd 20 0 & A B8R T 05 TR 45 R
(rec@dis)1E Ry B 21 5% 43 8.

(3)DCDAD B2, ffi F 38 (15) 55 45 B4k g 5 % 15 ¥
R S SR A5 R SR B V4 A

ZARPRTH AL SE 50 P25 RN 6 BT A, AUEFH rec EAR S
NGB AER - KB T rec 5 dis HA45 S B3R A WAL
i dis, BT T4 09 48 A5 B A B 00 SR R AR g, T
EARER A 2 T 055 B8R . X F £ty
B, Ak B 0 R R TR 4 AR 22 S A AT AR 22
FEATGE 0T RE S 805 7 o0 By T I A7 2 e R ul X SR
FE YR MR T E R SO 06 & 5 8 Bk o0 i AR ] BB B8 A —
PR [ T R S
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Table 5 Module ablation experiment results
HE\BESE diff clip SMD PSM MSL SMAP SWaT  F3¥ F
DCDAD(without diffD) X X 90. 55 97.74 92.16 96. 96 96.53 94.79
DCDAD(without clip) N X 93. 65 98.13 93.31 97.06 97.59 95. 96
DCDAD N N 94.35 98.45 94. 06 97.27 97.90 96. 41
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Table 6 Indicator ablation experiment results
HE\BHEE 4 SMD PSM  MSL SMAP SWaT -F# F;
DCDADC(only rec) rec 77.24 83.76 87.74 70.58 79.28 79.72
DCDAD(with rec) rec®dis 94.22 96.53 92.08 96.43 91.18  94.09
DCDAD dis 94.35 98.45 94.06 97.27 97.90 96. 41
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Fig. 8 Feature visualization on DCDAD
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Table 7 Comparison of model size and inference speed

H o\ AR FLOPs Params FPS/ms
AnomalyTransformer ~ 485. 79X 10° 4.86X 106 7.23
DCdetector 1265.50 X106 0.68 X106 11.74
DCDAD 104. 65 X106 1.05X108 3.74
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