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Balancing Transferability and Imperceptibility for Adversarial Attacks

KANG Kai, WANG Jiabao and XU Kun

College of Command and Control Engineering, Army Engineering University of PLLA, Nanjing 210007, China

Abstract Data-driven deep learning models face the problem of well-designed adversarial attacks due to their inability to cover all
possible sample data. The existing main L,-norm perturbation attack methods based on RGB pixel space have achieved great at-
tack success rates and transferability,but the generated adversarial samples have high-frequency noise that is easily perceived by
the human eye. The attack methods based on diffusion models balance transferability and imperceptibility, but their optimization
strategies mainly focus on the perspective of adversarial models. Those researches lack deep exploration and analysis of transfer-
ability and imperceptibility from the perspective of surrogate model. In order to further explore and analyze the control sources of
transferability and imperceptibility,a new adversarial sample generation method based on latent diffusion model is proposed with-
in the framework of an attack method based on surrogate model. In this method, under the constraint of basic adversarial loss,
transferable attention constraint loss and imperceptible consistency constraint loss are designed to achieve a balance between
transferability and imperceptibility. On three publicly available datasets, ImageNet Compatible, CUB-200-2011, and Stanford
Cars,compared with existing methods, the proposed method generates adversarial samples with strong cross-model transferable
attack ability and the effect of imperceptible disturbance to the human eye.

Keywords Adversarial attacks,Diffusion model, Transferability,Imperceptibility, Attention mechanism
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Fig. 1 Architecture of adversarial sample generation method based on latent diffusion model
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Table 1 Evaluation results of normally trained models
Attacks CNNs/ % Transformers/ % AVG FID
Res-50 VGG-19  Mob-v2 Inc-v3 ConvNeXt ViT-B Swin-B DeiT-B DeiT-S  (w/o self)/%
S. Clean 92.7 88.7 86.9 80. 5 97.0 93.7 95.9 94.5 94 91.5 57.8
MI-FGSM 19.9 20.2 28.9 57.8 67.3 67.0 72.4 67.0 50.1 81.2
DI-FGSM 21.2 20.5 34.5 71.6 82.0 75.3 80.5 76.0 57.7 85.3
TI-FGSM 42.4 37.1 46.0 83.6 81.6 83.7 84.5 79.0 67.2 66.0
PI-FGSM 14.1 15.0 24.0 72.5 65.3 77.5 76.7 65.0 51.3 97.9
Res-50 SZI-FGSM 9.2 6.6 18.6 44.1 63.9 52.0 65.9 59.0 39.9 79.8
PerC-AL 83.1 80.2 76.4 96. 0 93.9 94. 8 94. 4 93.0 89.0 58.2
NCF 30.5 30. 3 52.6 78.3 65.7 76.8 75.1 67.0 59.5 70.9
DiffAttack 24.4 22.9 31.0 41.0 18.8 13.8 19.5 15.0 38.3 62.6
Ours L7 21.3 28.8 41.4 49.4 43.6 47.4 44.3 37.5 63.3
MI-FGSM 22.7 15.4 33.5 53.2 73.2 63.3 74.7 68.0 50.5 82.4
DI-FGSM 32.2 23.9 46.5 67.2 84.7 71.9 84.8 80.0 61.4 70.9
TI-FGSM 44.5 32.8 47.4 77.8 81.4 79.3 83.6 79.0 65.7 66. 6
PI-FGSM 22.7 16.4 29.8 68.3 68.0 75.7 79.5 68.0 53.6 96. 4
VGG-19 SZI-FGSM 17.9 11.3 31.8 49.5 74.1 57.9 76.0 68.0 48.3 82.9
PerC-AL 87.5 79.0 76.1 95.1 94. 2 94.0 94.3 93.0 89.2 57.9
NCF 38.3 31.5 52.4 80.5 67.5 77.6 77.4 71.0 62.0 70.4
DiffAttack 21.1 19.4 29.7 43.1 52.9 41.6 51.3 45.0 38.0 63.9
Ours 20.6 17.7 30.1 44.1 52.1 41.4 52.1 45.6 38.0 6373
MI-FGSM 26.4 18.7 31.0 62.0 69.5 65.2 71.6 63.0 50.9 76.4
DI-FGSM 28.7 18.9 33.9 73.4 79.9 71.4 79.6 75.0 57.6 78.6
TI-FGSM 47.2 37.9 45.2 83.0 79.9 80.9 81.8 76.0 66.5 65. 6
PI-FGSM 21.1 13.3 27.6 74.4 65.3 77.0 77.4 66. 0 52.8 98.7
Mob-v2 SZI-FGSM 21.0 13.4 27.2 64.3 74.1 62.6 75.2 68.0 50.7 79.4
PerC-AL 88.2 84.2 76.8 96. 2 93.9 94.2 94.3 94.0 90. 2 58.1
NCF 36.0 29.4 51.9 77.4 67.2 76.1 76.1 68.0 60. 3 69.7
DiffAttack 23.6 23.4 31.6 50.3 51.4 45.8 53.4 46.0 40.7 62.9
Ours 23.2 23.4 30.5 48.2 52.2 44.4 51.4 45.1 39.8 @
MI-FGSM 42.8 36. 6 34.4 79.8 75.3 79.4 78.6 73.0 E 80.5
DI-FGSM 61.7 57.4 51.9 89.9 84.6 86.8 86.7 82.0 75.1 67.1
TI-FGSM 76.0 70.1 66.7 93.8 88.7 91.2 89.7 88.0 83.0 62.8
PI-FGSM 37.9 22.4 28.4 81.0 74.3 83.0 81.9 72.0 60. 1 92.5
Inc-v3 S2I-FGSM 52.3 47.8 43.3 86.3 80.8 84.1 83.8 78.0 69.6 72.5
PerC-AL 90. 8 87.0 85.8 97.5 93.6 95.1 94. 2 94. 0 92.3 58.4
NCF 52.6 45.8 46. 2 85.7 75.9 83.4 82.7 76.0 68.5 66.7
DiffAttack 59.5 55.6 55.4 76.9 75.2 72.8 74.0 71.0 67.6 62.3
Ours 60. 1 56.8 56.1 78.1 74.8 75.5 75.9 72.7 68.8 M
MI-FGSM 34.5 22.4 26.5 41.9 63. 4 18.0 56.5 56.0 39.9 84.5
DI-FGSM 33.6 24.3 29.8 46. 6 71.0 18.8 62.2 64.0 43.8 79.6
TI-FGSM 50.7 37.3 41.1 51.8 70.9 38.8 68.6 69.0 53.5 73.5
PI-FGSM 23.6 14.2 17.1 22.4 43.0 37.2 48.7 43.0 31.2 101. 8
ConvNeXt SZI-FGSM 13.6 9.6 11.9 20.2 35.4 4.2 31.0 31.0 19.6 99.4
PerC-AL 89.0 84.5 84.0 77.5 92.8 90. 0 92.4 92.0 87.8 57.7
NCF 47.1 41.4 39.2 54.7 61.6 63.9 64.8 62.0 54.3 67.0
DiffAttack 20.9 24.8 21.8 25.8 26.7 11.4 21.6 24.0 22.1 73.3
Ours 19.1 23.0 20.9 24.1 25.4 10.4 18.5 23.4 20. 6 75.4
MI-FGSM 55.7 42.3 42.7 55.2 42.5 70.6 64.2 64.0 54.7 72.8
DI-FGSM 52.7 43.0 44.5 56.4 33.9 66. 6 57.2 58.0 51.5 65.7
TI-FGSM 71.9 61.7 56.9 60. 2 66.0 76.3 72.2 72.0 67.2 65.9
PI-FGSM 38.3 21.6 25.8 35.7 54.8 48. 4 52.4 47.0 ﬁ 89.7
Swin-B S2I-FGSM 47.4 37.8 35.4 45.3 26.8 48.5 46. 2 45.0 41.6 68.2
PerC-AL 92.2 87.4 85.5 78.5 94. 6 94. 0 94.1 93.0 89.9 57.9
NCF 49.5 44.9 44.9 60. 5 70.1 63.7 66.0 63.0 57.8 @
DiffAttack 43.5 42.1 40.7 41.4 34.0 39.0 35.0 37.0 39.1 65.5
Ours 43.4 43.1 41.2 40. 6 33.2 39.5 34.6 37.2 39.1 66.5

IR, B 2% 1 n AU ), BT 48 7 2 26 S TR A A B R A I
RSB T e AE R IR A A R . HoP . 5 DiffAttack FE R
BT P OB R 0 B0 O v O TR R K R 7E Res-
50, VGG-19,Mob-v2,ConvNeXt FHYTERESRTF THE 10% ., 24
SR Ine-v3 MG AL 9 T Al 5 AN 50 2k TR K A Mo Oy A T
W 2% , (0 H X R A9 FID MERE B AR 22 . IS B R AR 1 R ] 58

WA R  PerC-AL BA 09 FID HEfg (02 H xR &
R ) T RS BB ) e 25 X R 9 AVG(w/o sel) MR 5 T it
(Clean) EI& 11 91. 5 dE W £, L&A T 2B H g 1. B
W T EARA KRR LR L,

FATTHAL T A 8 B s i A B0 6 Bt B AR, &5 2R
B2 fim. B E 2 A L& B, MIEFGSM, DI-FGSM., Tl
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Fig. 2 Comparison of generated adversarial sample effects
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Table 2 Evaluation results of defense models

F2 P, “A 7 FR W (Attack) B 8L, “D, 7 3R B
(Defense) B, “Tne-v3 oma ™ A2 - 380 I 5 i 455 70 XoF L i o, o
LS R RUR R R IR IR A R FRILFRR, AR 2 TR
I U0 5 % F T B A SRR A (Tne-v3 o ) EL A A 19 T
FHROR Yo i ) FH Diff Attack 7 TF T 10, 3% 5 X B
B G AR L B R M 2 AR 2 H BT 4Ry 1 5 oAty vk
AR L L A 2 R R EL R [R) B AAR R 0T  l R

%) ZRZ B TR G,
D. M fE CUB-200-2011 i1 Stanford Cars W5~ T8 EL 3k fi%;
A Inc Adv- Inc- Inc IncRes- e s s e — . .
T A e ADRLEE SUBECAR Sl 13004 T P B SCIRT6Hy
MIFGSM 0.0 SL1 9.8 557 0.5 FE IR 1000 5 19 4 1L %F HiC BE A 47 3F 0, 5780 R Zhang
DI-FGSM 0.2 64.2 58.5 61.5 74.9 et s
TLFGSM 0.1 66.1 62,4 64,5 76.8 FEEIVHN 5 (1) ResNet-50 (Res-50) , SENet-154 (SE-154) Al
PEFGSM 0.0 42.3 1.0 1.6 62.0 SE-ResNet101(SR-50) , X B 45 2R Q3% 3 B8 Jhrp, “AVG”
S2I-FGSM 0.0 51.8 47.0 52.2 67.7 . .
PerC-AL 7.7 80.8 76.7 75.4 88.6 PR B 5 AR AT R — 35 A A TR 25 B IS o B 0 BORE E ; [)
NCF 17.4 48.8 47.2 49.0 60.5 N \
: : : : 0.5 : i 2 & % _ % ‘
JNCE TS e SR e 1 BRI IR PerCAL TR B IR 2
Ours 3.6 43.7 411 42.7 58.3 TE 1M AR A 35 TR X Ly i
K3 AURLEE 4y R Y I 4 R
Table 3 Evaluation results of fine-gained classification attack
T. A " CUB-200-2011 Stanford Cars
tt. S
acks Res-50% SE-154% SR-101% AVG/%  FID  Res50% SE-154% SR-101% AVG/%  FID
S. Clean 75.7 80.5 76.6 77.6 11.1 73.9 76.4 74.4 74.9 11.6
MI-FGSM 40.7 32.7 36.7 31.7 0 33.5 25.9 29.7 41.3
DI-FGSM 42.7 33.8 38.3 20.9 33.3 29.3 31.3 28.7
TI-FGSM 8 50. 6 43.9 47.3 21.1 0 46.9 41.0 44.0 23.2
Ress PI-FGSM 35.2 26.2 30.7 34. 8 31.5 23.2 27.4 53.2
-50
eS SZI-FGSM 35.1 28.1 31.6 24.3 25.7 24.4 25.1 34.4
NCF 2 22.7 13.9 18.3 35.2 46.0 38.4 42.2 24.1
DiffAttack 52 19.3 16.7 18.0 20.6 e 15.1 13.1 14.1 17.8
Ours 1 17.0 12.3 14.7 21.8 0 16.0 11.3 13.7 18.4
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T. CUB-200-2011 Stanford Cars

Attacks Res50% SE-154% SR-101% AVG/%  FID  Res50% SE-154% SR-101% AVG/%  FID

s. Clean 75.7 80.5 76.6 77.6 1.1 73.9 76. 4 74,4 74,9 11.6

MIFGSM 4.7 0.2 42.3 42.0 37.9 32.4 5.0 33.8 33.1 41,3

DIFGSM 54.5 0.2 48.9 51.7 23.5 15.6 0.1 45.5 45.6 29.1

TLFGSM 60. 1 0.3 56. 2 58. 1 20. 8 54,1 0.1 53.2 53.7 23.0

_— PLFGSM 30.5 0.0 33.1 31.8 16.5 21.9 0.0 26.3 24.1 59.6

SPLFGSM 13.2 0.0 34.0 38.6 25.4 27.7 0.0 25.7 26.7 33.6

NCF 13.5 6.8 17.6 15.5 35.0 38.5 20.7 41,6 40. 1 23.3

DiffAttack 53.8 3.5 51.3 52.6 17.9 37.3 0.9 32.5 34. 9 16.2

Ours 541 3.4 51,0 52.6 19.0 37.7 0.8 34,7 35.2 16.1

MIFGSM 32.8 36.0 0.1 34.4 41,0 25.5 27.6 0.0 26.6 44,6

DLEGSM 39.4 38.0 0.2 38.7 23.5 28.1 29.3 0.2 28.7 28.5

TLFGSM 53.4 55.3 0.2 54.4 21.8 18.7 19.8 0.0 19.3 22.5

] PLFGSM 21.7 29.8 0.0 25.8 45.5 18.5 29.3 0.0 23.9 59.9

SRA01 SPTFGSM 30.4 31.5 0.0 31,0 26.7 20.5 17.1 Bl 18.8 36.9

NCF 9.1 20.2 £ 14.8 33.3 33.4 16.8 12.1 10.1 24.0

DiffAttack 27.0 23.5 3.9 25.3 22.4 17.5 16.0 G578 16.8 18.0

Ours 27.7 23.9 76 25.8 25.0 15.7 15.8 0.1 15.8 18. 1
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52 2% R AL T BB T AR 5 LA I B dle  fEFE R RS RE R
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Table 4 Evaluation results of ablation experiments
Lattack Livan L\mpt AVG,/% FID
N X X 38.0 63. 4
N N X 37.4 64.7
N X NG 39.1 62.1
N N N 37.8 63.3
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Performance evaluation results of different parameters

Fig. 3
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