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Performance Optimization Method for Domestic Cryptographic Algorithm SM9
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Abstract To address the challenge of computational performance optimization in the domestic cryptographic algorithm SMO9, a
suite of performance enhancement techniques has been developed and applied. These methods include fixed-point scalar multipli-
cation precomputation on elliptic curves, an improved Miller algorithm with precomputation, an optimized construction for the
hard part of final exponentiation, modular exponentiation within the cyclotomic subgroup,and modular exponentiation employing
a Comb-based fixed-base strategy. Through these tailored approaches,significant enhancements have been achieved in the compu-
tation of the SM9 algorithm,especially in the time-consuming steps,such as scalar multiplication on elliptic curves, bilinear pai-
ring,and modular exponentiation in the 12th extension field. The seven fundamental SM9 algorithms,encompassing digital signa-
ture generation and verification, key exchange, key encapsulation and decapsulation, as well as encryption and decryption, have
been effectively implemented in Python. Comprehensive testing reveals that the integration of these optimization techniques yields
performance improvements ranging from 32% to 352% for the SM9 algorithms, marking a substantial advance in their computa-

tional efficiency.
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Table 3 Test results before and after optimization of SM9 algorithms

5 i) i) 1 A 5
B /ms  EFE/CK/e) HE/ms  HEFE/CK/s)

HoF AL E R 28.09 35. 60 6.21 161.03
BoF a4 BIE 60. 89 16. 42 33.49 29. 86
Lk 248. 82 4.02 113.38 8.82
LS 32.16 31.09 10. 20 98. 04
i H % 29. 89 33. 46 21.61 46. 27

o 5 35.26 28. 36 11. 65 85. 84
i 32. 00 31.25 24. 33 41.10
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