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Study on Efficacy Mechanism for IoT Data Flow Threats
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1 School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China
2 Nanjing Center of HPC China, Nanjing 210023, China

3 Institute of Network Security and Trusted Computing of NUPT, Nanjing 210023, China

Abstract With the explosive growth in the number of IoT devices,the means of attacking IoT devices have also become diverse
and covert. Machine learning-based detection methods have been actively researched and shown great potential. However, these
models are considered black boxes,making it difficult to explain their classification results and thus unable to explain the specific
means and patterns of loT threats. To address this issue, this paper constructs a technology-feature dictionary based on
ATTR&.CK framework, characterizing attack techniques with traffic features,and builds a threat-technology database, decompo-
sing network threats into the level of attack techniques. This paper designs a threat detection model based on an efficacy mecha-
nism, constructs a real-time traffic feature matrix, summarizes the attack techniques suffered by the traffic,and inputs the techni-
cal sequence into the threat-technology database to obtain the possible threats and their probabilities. Experimental results show
that the proposed model achieves a threat detection rate as high as 99. 595% in the dataset, which is compared to traditional
methods. Moreover,it can adjust the false positive rate according to the experimental environment and provides reliable attack
path explanations for analysts.

Keywords IoT data flow, Threat detection, Efficacy mechanism, ATT&.CK framework
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PR Yk i T RE PR BRI 0, MREEIT 1 B, RN I B i A7 B
PR AT RE M . SRR BT BB RIZ B T
Ja 1) B S Y N - R I W R — 4T 5 B AT
T AR N 38 B, B e AR I — 0 1 e L s () BITR
SEREIY A B0 R J TR T IR IRk 2 TR

J=W-+B
Wi, Wi,z St Wies by
W1 W22t Waies b,
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Wp,1 Wiz 0 Wies bes
65
Dl * b
i—1
65
sz" *b . . . - NT
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65
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Ji>0, RN LB b F 5 0 R0 UM 0 R AR N 5
65, TR IZ B AL T4 ¢ i gl i BE SRR
k2 g E g R
A WO -H AR 2 ), Sim_matrix CHEBLEE 8 F5)
B R 2 T U 30 1) )
LA ST A B AR (% B R AR L

for j in range(num_techs) :
2. B[j]=max(similarity_matrix[i][j] for i in range(num_rows))
3. TTE U 1) )
for i in range(num_threats) :

4. JLiJ=sum(W[iJ[k] * B[k] for k in range(num_techs))

EZBRFTET M TFH BT, 5 AW K
FROR 7 22 o, S AT g/ FRTHSS G AR A B b,
RATRE K, FIETE w B0 B b BE BN (1 — 06,05 7E w
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FZ B it i 32 B A @ g s O HE R

F e J S 0 NIRRT R U A L
BE . PENiZ B & g R I A 0 A L i R 0
RFBZBE WAL T 5 ¢ B W 9 HE S, 5, G (B B2 3T 65
RFZ BT AL T2 7 s o 9 A 38 /s

TET /N B J7 T 7% AR R B AR A B0 #E AT 40 .
H T LW — A IS W AR R/ME, 2 — B gk
W A2 B H AR B 8 IR 5 2 — B A2 B A9 R D AR R
SRR T IR BB % B 0 57 B S OR A ARE R O RN GA
BN 5 AT BEA A LR IR R M BT T ZE R, S
B 5 P B A L 10 5 i 2 TR A 0 A o R — B R il ok B R
M Bz Ak,

25 LTI L - e S 2 g v A B O DA R 1 B
SUHLER I %, B F ATTR-CK HEZE, Xof jgl Bl 847 KUBE BEA , 4%
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Table 3 Test environment parameters

% ¥ T

BERSL MacOS Monterey 12. 3
EHIFIE 43 B 2.8GHz M # Intel Core i7
WF 16 GB 2133 MHz LPDDR3
b HRIET Python 3. 10
FwTh PyQT5
Y 1R B PyCharm CE

FEIF R UL xlsx SO TR 2CHEAT 6 H o () B 38 S g i A 0
BEVL A UERA R R A B TR R R IOR S PR R AR AR HEAT IV AN
I 5 G M R 4y R M REHEAT T X LE .

3.2 HEE

UNSW-NB15 $dls £ J& 732 F F 1Ak 5 8 3t ik 46
RGBS MESOIR AR . T el RO B A R R A 1 T 4
&L EH R, Z B4 L UNSW-Network Tele-
scope FE 32 ¥ VR85 vh 4l A 0 46 3kt R AR . X R R K
ALY TP btk 2 8, A3 U AR 1 SR A T i, D B SR BT

SARAE TR R SR VR L B SRR R T A R I 4% O e R
AL IEH i 4 T SR AL, B LS 9 FhOR [n] 2
F I 7, 4 DoS EE I  R2L H1 U2R, KLl B 5237 5

UNSW-NB15 $4fs 4 © 2 [ FF 58 A 5JF & T4l
SEH TR R G, DL R L AR R 0 S O AR U v M R
B0 R 3 170 S 0 b VA A O A S0k P R
3.3 MHERESR

Xof T AR A= B A ST T RS B SRR R R Y S SRR 4
1) 22 7 D B30 H0 AR Xk AT L T 2 AR 4 L 9 32 T R )
Fe 7 VR R D 2 B Ui A 32 B 0 Tk BRI L AH AL KR 1%
Bt i 5 R AR RRAE A AL B B RN R A & O
PG o 32 I 0 T P 2, T R R SRR 32 BNZ 2 U R

SEIG T FE X DoS Mt UL & Backdoors Xy # 47, A Ik
Xof G o R 43 ) SR B — 2k A BT 4 R ok B R A . B SE ST DoS
Y R 45 SR AT U L Sk 4 TEI] L 58 2099 Rl S M
WAL RS ARG 77 T AL . X T E 5k 2080 F
2099 B9 I i, DoS T it 1Y 43 Ak 2 AR “ S8 3 B i 557 oL F B
PR T 24 A 55 44 I 4% 4 4 IR 55 7 6 X A4S 1 D AR A A
AT, FETT O A5 A A S, B Z B T DoS I
i, AR A 86.9%,

F 4 DoS i K il 25 5 1t B

Table 4 Explanation of DoS attack detection results

il JRAR 4 Fre sk MOE/% R E THRE/%
2075 WER T 92.8

2078 i A2 R 66.7

2080 TRl 72.8

2081 4h 5 3T A2 4 92.4

2082 Tk 60.0

2088 Sh 7 A2 R 5 78.3

2092 IR 94.1 DoS 79.8
2094 I 4 Ji 4 43 4 87.8

2097 R E 63.8

2098 5h A2 R 5 81.8

2099 DoS CESEEY €3 77.7 DoS 86.9

X} Backdoors B ) o W 45 2R 4n 3 5 Fr g1, 55 88313 %%
MESWRHNE"HEARAE 5. U WHLLE., X TiFr5Hh
88294 F| 88313 Ay ¥fi . Backdoors I 7 i 23 fi# 7 A “ i 15
57T [ 2 AR B AR R U IR R AR IR 45 A Bl
BIETTERX A BB A . TR O R B 7 I
B %% T Backdoors Wiy, HHER N 80. 0%,

# 5 Backdoors Tk i 45 4 5L

Table 5 Explanation of Backdoor attack detection results

FE R & B &R &S MOE/ % B4 TRE/%
88290 RERET 63.2

88291 RERT 67.8

88292 R RPN B 61.1

88293 BEH 80. 6

88294 A2 Y R B 89.8

88296 W 246 48 i % 94.2

88297 S 3T AR R A 60. 1

88300 i A2 1 B 88.5

88306 i A2 1 B 78.6

88307 % 2 9 1F] 3 60. 3

88308 B 2% % 87.8

88309 B 5 %% 61.5

88310 i 2 % 66.8

88311 RERT 81.5

88313 Backdoors IR H 85.9 Backdoors 80.0
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Fig. 2 Line chart of numerical relationship between false negative

rate and accuracy rate
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4.2 BEEttkaH
BT IR S B A Y R A AR Sk DL AR 2 3] Bk
(BEHLAR AR S Hp R HL(SVM) JEAT X HL 286, X T A S 3
F BRI B R A AT 3o BT A2 ) R A
FRAE A 75 %6 Bt A SCASE A0 1 3 2 2% 5 K i B2 AR X7 B, 52
T T B A D 2 SRR A L ELR BRI SR 6 BT
6 TR G5 AT

Table 6 Comparison of algorithm detection results

%

Bk 4 TP FN  FP TN
3 F SVM #y B i A 1 A% A 1070 36 592 115695
ESE S CIE NN Y Sk 1038 68 408 115879

FE T BAALFR AR B B A AR A 1013 93 1861 114426

X A A R ) A R A L A TR R TR TR R
R B 6 N PERERS AR IEAT Y A5 R ANk 7 gl

FTORLMERESE R L

Table 7 Comparison of algorithm performance metrics
%)
¥4 xR I BEF BRI & i & S
3T SVM Y g il A 0 4L A 99. 465 64. 380 96. 745 3. 255 0.509 99.491
T BRI Ay R A 0 A A 99. 595 71.784 93. 852 6.148 0.351 99. 649
ST B R AR B B R A A 98. 336 35. 247 91.591 8. 409 1. 600 98. 000
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