wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

—HEFRERENNRBESE
PRZE, [E5e, 8, DB

5IAEX

MRZE, B3R, HE, M. —FETEMEBRENXRIETTED]. HENRSE 2025, 52(8): 403-410.
CHEN Jun, ZHOU Qiang, BAO Lei, TAO Qing. Linear Interpolation Method for Adversarial Attack[J].
Computer Science, 2025, 52(8): 403-410.

HEXEEE (SERXMEE IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
FEHTERSATR RGNS

Balancing Transferability and Imperceptibility for Adversarial Attacks

HEMNREIEE, 2025, 52(6): 381-389. https://doi.org/10.11896/jsjkx.240300083

E TR EFBNERESEEIETTE
Explanation Robustness Adversarial Training Method Based on Local Gradient Smoothing

HEMNREIEE, 2025, 52(2): 374-379. https://doi.org/10.11896/jsjkx.240400210

—FHTRIETSigmoid REBAID HNRE QR ER RS MEHRE
Novel Probability Distribution Update Strategy for Distributed Deep Q-Networks Based on Sigmoid
Function

HEHNRIE, 2024, 51(12): 277-285. https://doi.org/10.11896/jsjkx.240500082

ETFH e RN EXEGRe TR hE
Color Transfer Method for Unpaired Medical Images Based on Color Flow Model
IHEHEIE, 2024, 51(8): 176-182. https://doi.org/10.11896/jsjkx.230700088

TRERET PR ERBI T AR IR

Improving Transferability of Adversarial Samples Through Laplacian Smoothing Gradient

HEHNRIE, 2024, 51(6A): 230800025-6. https://doi.org/10.11896/jsjkx.230800025


https://www.jsjkx.com/CN/10.11896/jsjkx.240700058
https://www.jsjkx.com/EN/10.11896/jsjkx.240700058
https://www.jsjkx.com/CN/10.11896/jsjkx.240300083
https://doi.org/10.11896/jsjkx.240300083
https://www.jsjkx.com/CN/10.11896/jsjkx.240400210
https://doi.org/10.11896/jsjkx.240400210
https://www.jsjkx.com/CN/10.11896/jsjkx.240500082
https://doi.org/10.11896/jsjkx.240500082
https://www.jsjkx.com/CN/10.11896/jsjkx.230700088
https://doi.org/10.11896/jsjkx.230700088
https://www.jsjkx.com/CN/10.11896/jsjkx.230800025
https://doi.org/10.11896/jsjkx.230800025

http: /www. jsjkx. com

DOI:10. 11896/jsikx. 240700058

St A 2
COMPUTER SCIENCE

—MET&MERENXIRITG T E

B E OB & 1 F M WM
HEREGZRF¥RELIER 4L 230031
(chenjun342423@sina. com)

W B REAERLESAEHRABTAREZFORBM, HE2E, FTREFRGOHETHHEZ A - ARKMLBAF
T A RACTN AR . R A R T AR E ARG 7 R AL B KA AL B R B AR I At Bk R . X K 7k £ BRHM B 5 AT
BEREH LR THENRK I T a8, FHEERERBE, FR AW FFGSM st s & F % R 8 4 AL 41 3% P 49 R AL
BHRMEFTHE, CHAIHBE, ERLRET, RAEEIGEEF R RENEY R E T RS R Faoka, 5T,
RE—FHAGETERSEGON R L EFTE, AT EREERR IR TR EF . FREEHERRERGFTHE,
ik b, BT 3k 69 KM G E b AL s S SR AR — AR D AR AL R P AR 45 R L AR e AN O Sk R, KT R4S 5 AR K A
RRMCE M, FRERIEE KBS ET EEA BN LG AN R 5ATHEG SRS & T kS BB RN
SEHE, MRTOALZ . ILFHNLEL X ERBIRAEHFANRTEELRGRAN . ZFRATHERIF . FEERT
RPRFTRSGOHE T,

KEER . REAGE s F 4 BT 5 RS R

FESHES TP391

Linear Interpolation Method for Adversarial Attack

CHEN Jun,ZHOU Qiang,BAO Lei and TAO Qing

Department of Information Engineering, PLLA Army Academy of Artillery and Air Defense, Hefei 230031, China

Abstract Deep neural networks exhibit significant vulnerability in the face of adversarial examples and are prone to attacks. The
construction of adversarial examples can be abstracted as an optimization problem that maximizes the objective function. How-
ever, gradient-based iterative methods often face convergence challenges when dealing with such optimization problems. These
methods primarily rely on the gradient sign for iterative updates, neglecting the magnitude and direction information of the gra-
dient, which can lead to algorithm instability. Studies have shown that the 'FGSM adversarial attack algorithm originates from
the stochastic projection subgradient method in the field of optimization. Literature has indicated that in optimization problems,
using linear interpolation methods to replace stochastic projection subgradient methods can achieve superior performance. Based
on this, this paper proposes a novel linear interpolation-based adversarial attack method, which applies the interpolation strategy
to adversarial attacks and replaces the traditional sign gradient with the actual gradient. Theoretically,the proposed linear interpo-
lation adversarial attack algorithm is proved can achieve the optimal individual convergence rate in general convex optimization
pro-blems, thereby overcoming the convergence difficulties of sign gradient-based algorithms. Experimental results confirm that
the linear interpolation method,as a universal and efficient strategy, when combined with gradient-based adversarial attack meth-
ods,can form new attack algorithms. Compared to the original algorithms,these new algorithms significantly increase the success
rate of attacks while maintaining the imperceptibility of adversarial examples and exhibit high stability during the iterative
process.

Keywords Linear interpolation, Adversarial attack,Gradient sign,Convergence,stability
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Model Methods Res34 Inc-v3 Vggl6 Dens-121  Mob-V2 Vit-B Vis-S Swin-T Average
-FGSM 100.0* 30.3 39.4 40. 6 37.8 5.5 15.3 20. 8 36. 2
LIM 100.0* 50.1 62.1 67.7 59.3 12.9 26.7 34.3 51.6
MI-FGSM 100.0" 56.3 70.3 74.7 67.0 16.8 35.4 40. 4 57.6
LIM-MI 100.0* 58.0 72.2 75.1 68.8 17.6 35.4 40.7 58.5
Resst NI-FGSM 100.0* 59.7 73.4 76.7 71.6 17.8 35.8 41.3 59.5
LIM-NI 100.0" 59.5 75.0 76.7 71.9 18.2 36.0 41.8 59.9
VMI-FGSM 100.0* 73.9 83.5 88.4 80. 2 32.2 55.5 58.1 71.5
LIM-VMI 100.0* 74.5 84.8 89.3 82.8 33.3 54.7 59.2 72.3
I-FGSM 21.5 97.7" 25.5 20.4 25.8 4.8 11.0 14.6 27.7
LIM 39.4 98.9" 41.4 38.1 42.6 10.0 21.1 26.0 39.7
MI-FGSM 43.2 97.8" 48.2 44.7 47.7 13.0 24.9 29.7 43.7
Ineva LIM-MI 50. 1 98.7" 54.5 50. 1 54.5 13.9 26.9 31.2 47.5
NI-FGSM 50.5 98.4" 54.2 51.7 55.9 14.2 27.2 31.8 48.0
LIM-NI 51.5 98.9" 56.6 52.2 57.8 15.0 27.8 30.7 48.8
VMI-FGSM 58.4 98.4" 59.5 59.1 59.5 21.3 35.6 40.3 54.0
LIM-VMI 59.5 98.5" 60.2 59.5 59.8 22.2 36.5 42.2 54.8
I-FGSM 26.2 28.8 34.3 27.6 34.7 92.9* 22.6 36.1 37.9
LIM 37.6 41.1 45.8 40.3 46. 8 92.1* 33.6 47.9 48.2
MI-FGSM 47.5 46.4 58.4 51.5 56.4 97.4* 42.8 55.4 57.0
VieB LIM-MI 48.2 47.9 59.2 52.8 56.4 94. 7% 43.8 55.7 57.3
NI-FGSM 49.4 49.2 59.3 52.2 57.7 96.5" 44.2 57.8 58.3
LIM-NI 49.5 50.2 59.3 53.8 59.4 96.5" 45.6 57.4 59.0
VMI-FGSM 56.2 54.9 64.1 60. 8 60. 6 98.2* 57.5 67.2 64.9
LIM-VMI 56.9 57.0 65.2 61.8 63.6 98.8" 55.4 66. 1 65.6
I-FGSM 25.2 26.2 34.6 27.5 36.3 11.6 91.4" 34.1 35.9
LIM 44,1 42.0 56.9 49.1 57.1 24.4 97.0" 50. 3 52.6
MI-FGSM 52.0 50.7 65. 1 59.6 63.8 29.7 97.2" 58.2 59.5
) LIM-MI 53.9 50.2 67.0 61.0 65.9 30.5 97.7" 58.8 60. 6
Vis's NI-FGSM 53.8 50.5 67.3 61.3 66.0 31.5 98.8" 60. 1 61.2
LIM-NI 55.6 52.7 70.0 63.3 69. 2 30.4 98.9" 59.1 62.4
VMI-FGSM 68.6 66. 1 75.8 74.7 75.9 54.6 96.9" 76.9 73.7
LIM-VMI 69.9 68.1 80.7 79.1 78.4 50.7 98.9" 79.1 75.6
-FGSM 16.2 19.2 23.3 15.5 28.4 5.4 13.6 70.1* 24.0
LIM 30.5 30.0 39.1 30.4 43.1 14.3 28.0 90.3" 38.2
MI-FGSM 36.2 34.9 48.9 38.8 51.9 21.0 34.1 95.9* 45.2
Swin T LIM-MI 37.5 36.9 50.7 41.3 53.5 19.4 34.4 96.3" 46. 3
NI-FGSM 37.2 37.1 48.8 37.6 53.5 20.3 34.7 96.5" 45.7
LIM-NI 38.0 36.8 51.5 41.5 54.4 20.3 35.4 96.2" 46.8
VMI-FGSM 54.8 53.3 62.6 58.5 67.4 46.1 60. 3 97.8* 62.6
LIM-VMI 58.9 56.2 66.2 61.2 72.3 44.7 62.0 99.2* 65.1

D https://GitHub-Trustworthy-Al-Group/ Transfer Attack



408

Com puter Science I HEMLEL2:  Vol. 52,No. 8, Aug. 2025

H“» " RR A G E, S ES LY LINH£ER.
PL Inception-v3 A 4 &5, AN [f] 4 Bt B 580k A Wl 19 7T 90 4k it
POREARTNE 1 AR, B 1 Al 0, 26 1 4 1 380k B0l il oh 3R
TE R AT A5 AL h S0 F B BE A 5 G S vk, R R LIM &
B HAEAARAL Eiy 2l AR T X LA 2 TFGSM ¥ A
B, B 1 RS S A E AR BT AE R
FEFGSM, LIM, VMI-FGSM, LIM-VMI % 1 Jif 4 B 1 % $i B
AR FEATE R — KT,

L4 A Bl A A0 Sy BB, b Ll S [ B 0 A o AR AR I A 0
R A T o 18 5 28 B X 87 19 AL Dp B A/ o X 40 T 7 8 2
Nk 2 Fral, hFE 2 ATALER AT L LIM Bk
MY FFGSM A K 4R B A 5 K 00 3, A2 HOR Wl 4%
WA AR ALDp L FFGSM K. X R W, fE— 2 B Fig
e B0y B T R DA B R AT 4S8 M o RN BRI, VM-
FGSM 5 LIM-VMI 5 % 4 i B8 1 ALDp {8 3 A M Y,
LIM-VMI S 38 T X BURE A 09 BUa A 26 B 0E T £k M 47
B A A AR

= F 2 RREFEAEBT A 0 R T Bl
B
i Table 2 Black-box attack success rate of different algorithms
on defensive models
é %)
= Model Methods Inc- IncRes-  Efficient-  Efficient- ALDp
v3adv v2ens Boadv Bladv
I-FGSM 25.2 12.3 13.5 11.2 0. 045
é LIM 41.6 24.2 27.8 23.3 0.067
Inc-v3
VMI-FGSM 64.9 47.5 45.9 44.0 0. 090
LIM-VMI 66. 1 46.0 48.0 45.2 0.092
=
12} s s o
g 4.3 ERBEFE
g WFoE R W, (A i 2 AR RLAR UE S 1 &L Be 8 A 28R
FEXFHUREA B TR LD R T i — L RUE AT IR AR A
g ROHE L 43 0% LIM, LIM-VMI, FFGSM, VMIFGSM % % 5
= - . "
e RIMBE T ARG A A O BURE A I AT LB, R
B2, R Dong %0 $2 (9 logits H2 i Jr 125 % 852 8 B 47 42
K1 I-FGSM,LIM, VMI-FGSM, LIM-VMI ZE 43 {5~ 16 i} J R F AL ¥ 60 5 = 3R B R & Y logits, fd
RS E =N Res34,Inc-v3, Vggl6 fE R 1 & A AT PUAEA . Tof s o)
FIG.1 Adversarial sample with perturbation value is 16 for W3 3 iy, MWFE 3 A LLE I, 4 IR T 58 o %) ke
PFGSM, LIM, VMIFGSM and LIM-VMI R [ B o KR A 1 380 B 5 AL D {5 2 ] 19 % L e —
R T 25 B UE B A R L LA Inception-v3 R £, A6 E T e M A B 0 A Bk
# 3 RIS AR AR AR A T i e R ) %
Table 3 Attack success rate of different algorithms under ensemble models
(¢79)
Methods Res34 ™ Inc-v3® Vggl6* Dens-121 Mob-V2 Vit-B  Vis-S  Swin-T Inc-v3adv  IncRes-v2ens Efficient-Boadv  Efficient-Bladv ALDp
- FGSM 99.6" 99.0* 98.5" 56.1 52.4 13.3 25.8 33.5 34.3 18.1 29.2 24.6 0.049
LIM 99.9% 99.7* 99.6" 78.2 71.6 23.1 44.7 48.5 54.3 34.2 52.3 46.3 0.067
VMI-FGSM 99,9 % 99.7% 99.8% 90.3 85.0 44.2 65.7 68.3 74.9 61.1 74.0 72.6 0.093
LIM-VMI  99.9* 100" 99.8" 94.3 89.8 42.1 67.4 70. 1 75.5 60. 4 78.0 75.5 0.099

4.4 HIEHESEF X

5 A PR AR S — RF R SCSE  RT LS A B B AR
ARG A N — 2B R TS PR AR T R . R T i —2
I UE 5 1 B A R L 42 ¥ MI-FGSM #l LIM-MI 5 3 F it
TR K8 96 9 J7 5 TI0O, DI, SIMW MRS & . b T T

oo

L A BE Inception-v3 4 F & BER . Trdli il D A An sk 4
1P

HiZ 4 AT LA . SRR SR 0T A 45 8 R RIE IS 15
5 R AR L T DR X HURE AR R T 48 58 1 A A L T3 R i
A BRI BT T A

4 FEBARA RV B R8T T B Tk R

Table 4  Attack success rate of different algorithms under different data augmentation methods

0

Methods Res34 Incv3* Vggl6 Dens-121 Mob-V2 Vit-B  Vis-S Swin-T Inc-v3adv  IncRes-v2ens  Efficient-BOadv Efficient-Bladv ALDp
TI+MI-FGSM  40.7 97.2 49.2 43.2 40.8 10.5 18.7 23.4 41.7 30.9 26.5 25.9 0.092
TI+LIM-MI  45.4 98.0 52.8 46.5 43.8 10.3  19.9 25.9 47.4 34.2 30.0 29.9 0.096
SI+MI-FGSM  57.0 99.6 59.4 58.9 58.1 16.7  30.4 36.7 62.3 43.9 41.9 39.0 0.092
SI+LIM-MI  59.6 99.8 61.4 61.4 61.3 18.3  33.3 36.2 63.8 45.3 46. 4 42.4 0.092
DI-+MI-FGSM  59.6 98.0 60.7 59.0 59.4 20.7  35.7 39.6 64.2 47.0 46.8 45.6 0.091
DI+ LIM-MI 61.5 98.6 62.2 59.6 61.4 21.3  36.5 37.2 63.8 47.3 48.6 45.4 0.095
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4.5 HEABTEEXR

MI-FGSM 2 & vk fy T J 7 3l &2 500, [ 0 8 4% e b
THRE A BAR T . h T 88 UE A (B ik B9 R L L Incep-
tion-v3 Jp &, F R AR IRE T (M 2 B 20 25 L A, MI-
FGSM 5 LIM-MI 53k Jo i 5ol 2 09 A8 A0 i 0, 45 R aniEl 2
Jiw. B 2GR BEE T (6 A W38 K, W9 Fh 3 78 6 UL
BB R R AR e AR SR R B HEE R
Bl 2(b)F B 76 ViTs BERL b B T B AS W7 38 K, 7 Fh 33 vk
¥y — o B I Bl AR R AR SO R T AR AR
SEME .

80
-® Res34 vsMI-FSM
—#- Res34 vsLI-MI

70 -® Dens-121 vsMI-FSM
~#= Dens-121 vs.LI-MI
-® Mob-V2 vsMI-FSM

60 —*= Mob-V2 vs.LI-MI

Attack success rate/%

Numbef of iterations
(a)Source model:Inception-v3, Target model: CNNS modes

40

-# Vit-B vsMI-FSM -® Vit-S vsMI-FSM -® Swin-T vsMI-FSM
== Vit-B vsLI-MI _—* Vit-S vsLI-MI = Swin-T vs.LI-MI
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Attack success rate/%

Numbef of iterations

(b)Source model: Inception-v3, Target model: ViTs modes
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Fig. 2 Attack success rate of algorithms at different iteration counts
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