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Node Failure and Anomaly Prediction Method for Supercomputing Systems

ZHAQO Yining, WANG Xiaoning,NIU Tie,ZHAQO Yi and XIAO Haili

Computer Network Information Center,Chinese Academy of Sciences, Beijing 100190, China
Abstract As the scale of supercomputing systems continues to expand,the probability of computing node failures and anomalies
also increases,seriously affecting the stability of systems. Traditional fault response methods mainly apply post event response
and remedial policies,which can only partially recover the wastage. Predicting node failures and anomalies in advance can provide
more response and processing time, thus has become a research hotspot. This paper proposes a node failure and anomaly predic-
tion method for improving the stability of supercomputing systems and reducing the waste of computing resources. The method
analyzes the historical running data of the system.and marks anomalies through unsupervised methods plus a small amount of
manual assistance. These anomalies are used to find correlating pre-running features are discovered in the original dataset. Predic-
tion models are then established using machine learning methods. This prediction method achieves the precision over 78 % and the
recall around 90% through cross validation over the original dataset,and it also ensures sufficient lead time. The dataset used in

the evaluation comes from the raw running data of a real supercomputing system, proving the applicability of the proposed method.

Keywords Data analysis, Anomaly prediction, Running feature.Prediction model
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Table 3 Judging conditions of prediction results for modeling

methods
Az NB SVM RF LSTM
HIEK(TP)  p=18&I=1 p=18&i=1 p=1&i=1 p=>0.38I=1
B (FP)  p=181=0 p=18&1=0 p=181=0 p=>0.381=0
BIHMEEN)  p=0&i=1 p=08&i=1 p=08&I=1 p=<0.3&I=1
HAMECTND  p=081=0 p=08&I(=0 p=08[=0 p=<<0.38&[=0
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Table 4 Example for prediction results

i 8] HOM & R i 8] O & R
15:01:10 TN 15:07:10 TN
15:01:40 TN 15:07:40 TN
15:02:10 TN 15:08:10 TN
15:02:40 FN 15:08:40 TN
15:03:10 TP 15:09:10 TN
15:03:40 TP 15:09:40 TN
15:04:10 TP 15:10:10 TN
15:04:40 FN 15:10:40 TN
15:05:10 TP 15:11:10 FN
15:05:40 TP 15:11:40 TP
15:06:10 FP 15:12:10 TP
15:06:40 FP 15:12:40 TP

5 BIFIA BN SRR 6

Table 5 Example for merged results

il RS A4 1 % R [ KRB
1 TN 15:01:10 15:02:10 3
2 FN 15:02:40 15:04:40 2
3 TP 15:03:10 15:05:40 5
4 FP 15:06:10 15:06:40 2
5 TN 15:07:10 15:10:40 8
6 FN 15:11:10 15:11:10 1
7 TP 15:11:40 15:12:40 3
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Fig. 4 Examples of prediction effects after results merging
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Fig. 5 Evaluation results of three indicators for the node failure

and anomaly prediction method
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Table 6 Evaluation result for lead time

(s)

method R 3 R AR 3 AT R R AR £
NB 2011. 64 1008. 36
SVM 1982.41 1011.95
RF 1875.18 1122.59
LSTM 1989. 14 1062.07
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