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SRv6 Functional Conformance Verification Mechanism Based on the Programmable Data Plane
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3 Key Laboratory of Cyberspace Security, Ministry of Education,Zhengzhou 450002, China

Abstract At present,the SID in SRv6 is designed to provide programmability for traffic engineering,security authentication,and
other network functions. The realization of these functions depends on the precise matching and execution of flow tables in the da-
ta plane,but when the flow tables are maliciously modified or incorrectly configured,it is easy to cause inconsistency problems in
function implementation. As a classic verification tool with programmability in SDN scenarios, the INT technology can naturally
combine with the two. This paper proposes the SRv6 Function Consistency Verification (SRv6FCV) mechanism based on pro-
grammable data plane. SRv6FCV uses data plane programmability technology to insert authentication identifiers into probe pac-
kets, first dynamically converts the SID into a specific INT metadata structure according to the monitoring needs, then constructs
probe packets and injects them into the network to collect flow table execution information for specific network functions,and fi-
nally decodes the telemetry information and completes the function consistency verification based on symbolic execution algo-
rithms. Simulation results show that SRV6FCV can ensure consistency between flow table rules and business function execution
policies. Compared with previous studies, SRV6FCV, in addition to achieving consistency verification of network functions, has
lower running overhead and significantly reduces verification time.
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Fig. 1 Deployment flow chart of SRv6FCV
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4. // ingress switch:
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6. setSRH. Flags set SRH. Tag
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8. then

9. i=SRH. Segment Left;

10. // endpoint switch:

11. End. T. INT

12. // plain SRv6FCV
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With INTMetadata SL—1—i];
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Left by 1;

15. update outer IPv6 header;

16. Else

17. // endpoint switch;

18. End. DT. INT copy outer IPv6
header with SRH to data analyzer;

19. remove outer IPv6 header;

20. End

21. submit the packet to IPv6

22. FIB lookup;

23. End
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