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Boundary Black-box Adversarial Example Generation Algorithm on Video Recognition Models

JING Yulin, WU Lijun, LI Zhiyuan and DENG Qi

School of Computer Science and Engineering, University of Electronic Science and Technology of China,Chengdu 611731, China
Abstract With the rapid development of deep learning, neural networks are widely used in various fields. However, neural net-
works still face the problem of adversarial attacks. Among all types of adversarial attacks,the boundary black-box attack can only
obtain the final classification label of the tested model,so it is closest to the actual application scenario,and is recognized as the
most practical and difficult attacks.which has attracted more and more researchers to conduct related research. Nevertheless,cur-
rent relevant research mainly focus on image recognition models,and with less research on video recognition models. To this end,
this paper proposes a boundary black-box video adversarial example generation algorithm BBV A. BBV A uses a progressive explo-
ration mechanism to generate adversarial videos, which effectively improves the efficiency of updating samples. Experiments show
that compared with the state-of-the-art boundary black-box video adversarial example generation algorithm STDE,BBVA better
balances the noise size and model queries,and gets the best results in this research field in many measurement indicators such as
visual effect, optimization distance and fooling rate. In addition, under more severe conditions, BBVA even outperforms some
state-of-the-art score-based black-box video adversarial example generation algorithms,such as EARL and VBAD. The proposed

algorithm can be used to provide adversarial training samples to enhance video model security.

Keywords Adversarial example, Video recognition, Boundary,Black-box, Neural networks
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Table 1  Average MSE between the successful adversarial video and the target video under different model queries
n f AL 1) ok H
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
BBVA 275 160 118.4 90.1 68.2 54.9 47. 4 40.2 35.1 32.0 29.4
C3D STDE 275 126 106.6 101. 2 99.2 98.0 97.1 95.3 94.4 94.0 93.3
PSBA 275 222.1 192.3 172.9 164.6 160.7 157.8 155.9 154. 3 153.2 152.5
BBVA 99.7 57.2 47.8 40.6 35.5 31.9 28.5 26.5 24.6 23.2 22.3
TSN STDE 99.7 45.0 44.9 44.9 44.9 44.9 44,9 44,9 44,9 44,9 44,9
PSBA 99.7 84.1 74.4 68.5 63.3 58.9 55.7 53.8 52.4 51.3 50. 6

T IR R SR R

2 AREVIRIUCECT B 0 BT B AR T AOA

Table 2 Average AOA between the successful adversarial video and the target video under different model queries

%

_— . A A 1 K #
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
BBVA 0 58.18  43.05 32,76 24.80 19.96 17.24 14.62 12.76 11.64 10.69
C3D STDE 0 45.82 38.76 36.80 36.07 35.64 35.31 34.65 34.33 34,18 33.93
PSBA 0 80.76  69.93 62.87 59.85 58.44 57.37 56.69 56.11 55.71 55,45
BBVA 0 57.37  47.94 40.72 35.61 32,0 28.59 26.58 24.67 23.27 22.37
TSN STDE 0 45.14 45.04 45.04  45.04  45.04  45.04  45.04  45.04  45.04 45,04
PSBA 0 84.35 74.62  68.71 63.49 59.08 55.87 53.95 52.55 51.44 50.74

T IO R R

3 ORI HRAE AQN . FH AOA FIF-) MSE
Table 3 AQN,average AOA and average MSE of successful
adversarial videos
KA %% AQN  AOA/% MSE

BBVA 19910 10.76 29.6
STDE 19984 33.93 93.3
C3D EARL — — —
VBAD — — —
PSBA 19974 54.95 151.1
BBVA 9662 12.54 12.5
STDE 19825 40.12 40.0
TSN EARL — — —
VBAD 9682 14. 64 14.6
PSBA 19865 49. 65 49.5
TE R <7 0% S g A — 7 3R R X R B ik G i A
20000 YRASE Y 3y i) Y K P4 2 B 2y By o AR 03
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RHEF MK C3D Bf, STDE 0f £ 6 000 YK #5837 7] e $k
PRI B R 2 5 ) 30. 1 %0 . fEL7E R Sk A vh , STDE 1R Mk 4

PEALST BT A4, e foe 2K O R AR AE 31 8V M L Z T
BBV A RJ L) Fifi 25 5 0 177 1] ¢ 250 1 184 o 2R W O Ak ) 40 g8,
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A LLIZ #7463 Bt A AR, E B R A fIK L {X A BBVA ()
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BN K O 3R AR R B 12, 726, (R TE JR 2 D it i R H R e 3
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BBV A T i 2 452 8 15 ] Y 5 18 i AS W7 e 2850 b AR £ % 47 40
A H R A MO R A B T 80, 1%, 43 %l STDE Ml PSBA
By 4.8 f5 A 6.5 4% s VBAD 78 I i i 72+ B2 4K 0 7T LK i
M AL S BT A (0 FL % 9 R B WK BBVA, R T iE—#
Al BBV A 78 A [ 45 74 477 [a] ¥ %4 Fl MSE B T /Y o 6 .
AT T XS, 45 gk 5 Fral, NHEFE S, 78I

C3D If, H A STDE, PSBA 1 BBVA fig % i Ty 5 24 # A 35

IR Yk $ B4 910000 B, BBVA 78 K £ 5003k o #08 T 1
M5 (24 MSE & 5 i, STDE W& 4 T BBVA) ; 24 1 5 35
) Y % R (K F 10000 B . BBVA 4 3% 3% R J2 STDE
1.5~2 1%, & PSBA fy 4 ~ 6 £, 7& M X TSN B, B
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EARL &b, Hoflh 4 Fif 553 25 68 5 D AR s ST 900 . B iAok
PF, 24 MSE /NT 10 i), HA5 BBVA W] i Ty A= B x40 4 03 5

24 MSE KT 10 B, BBVA b3 o8 T H i & vk, oo %R
HZFE R STDE ) 4~11 1%,

# 4 AfE MSE B{H R 25 0941 T AR Vs In) B0 1 19 FR

Table 4 Fooling rate under different model queries when the MSE threshold is 25

%)
g P A 37 19 K #
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
BBVA 0 9.1 14.0 25.4 33.1 44.8 53.4 55.3 65.1 65.1 65.1
STDE 0 21.3 25.7 30.1 30.1 30.9 30.9 30.9 31.8 31.8 31.8
C3D EARL 0 0 0 0 0 0 0 0 0 0 0
VBAD 0 0 0 0 0 0 0 0 0 0 0
PSBA 0 2.4 5.8 9.3 12.5 14.1 14.8 14.8 16. 4 16. 4 16. 4
BBVA 0 10.3 18.3 43.4 54.1 59.8 62.7 65.1 70.2 75.3 80.1
STDE 0 12.7 14.2 14.2 15.3 16.4 16.4 16. 4 16.4 16. 4 16.4
TSN EARL 0 0 0 0 0 0 0 0 0 0 0
VBAD 0 5.6 11.4 20.4 30.6 31.6 34.4 34.7 49.7 58.1 59.8
PSBA 0 3.1 6.3 7.6 8.8 10.2 10.9 10.9 12.4 12.4 12.4
T IR R R M .
# 5 ONIE MSE BB FIUSE Y 37 ] R EO 1 1 FR

Table 5

Fooling rate under different MSE thresholds and model queries

MSE s A A AL K $=10000/ % A A E ok $=15000/% B A AL 1E Ok $=20000/%
B E1 BBVA/ STDE/ EARL/ VBAD/ PSBA/ BBVA/ STDE/ EARL/ VBAD/ PSBA/ BBVA/ STDE/ EARL/ VBAD/ PSBA/
25 44.8 30.9 0 0 14.1 64.2 31.8 0 0 15.2 65.1 31.8 0 0 16.4
20 39.4 29.8 0 0 13.3 52.8 29.8 0 0 13.8 63.8 30. 2 0 0 13.8
C3D 15 34.8 25.3 0 0 9.4 44.3 25.6 0 0 9.4 63.2 25.7 0 0 10.3
10 23.7 19.7 0 0 0 37.6 20.9 0 0 0 39.1 24.6 0 0 0
5 14.2 16. 4 0 0 0 25.1 16.4 0 0 0 32.6 17.2 0 0 0
25 59.8 16.4 0 31.6 10.2 70.2 16.4 0 44. 8 12.4 80.1 16.4 0 59.8 12.4
20 48.9 16.4 0 30.9 7.7 67.7 16. 4 0 44.5 7.7 73.6 16. 4 0 59.8 8.9
TSN 15 35.3 4.8 0 25.5 2.2 53.4 4.8 0 41.2 3.1 68.2 5.9 0 41.8 3.1
10 13.3 0 0 0 0 44.6 0 0 0 0 58.5 0 0 0 0
5 9.7 0 0 0 0 14. 1 0 0 0 0 15.3 0 0 0 0
TE & AL % g d PR AR
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Fig. 2 Effects comparison of BBVA and STDE
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