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Abstract Deep neural networks have achieved widespread application in the field of image recognition, however, their complex
structures make them vulnerable to adversarial attacks. Constructing adversarial examples that are imperceptible to the human eye
is crucial for evaluating the security of these networks. Existing adversarial example generation methods for images typically in-
volve small perturbations to the original samples,constrained by /,-norms. This simplistic approach treats all pixels equally,ap-
plying uniform constraints to the allowable perturbations at each pixel, which limits the flexibility of adversarial example genera-
tion and makes the perturbations more detectable to the human eye. In practical applications, human visual sensitivity varies
across different colors and image regions. To address this issue, this paper proposes an adaptive perturbation scheme based on
perceptual sensitivity,where different perturbation constraints are applied to different pixels,thereby enhancing the robustness of
the adversarial examples. Specifically, this method employs spectral analysis to divide the image into high-frequency and low-fre-
quency regions and applies novel spatial constraints to regulate perturbations. Larger perturbations are introduced in regions less
sensitive to high-frequency changes,improving adversarial effectiveness. Extensive experiments conducted on the ImageNet-1K
and CIFAR-10 datasets demonstrate that the proposed adversarial example generation strategy can be coupled with various attack
me-thods, significantly enhancing adversarial performance while ensuring imperceptibility.

Keywords Deep neural networks, Adversarial examples, High-frequency, Perturbations, Robustness
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LPIPS JHI T £ 18 7 149 400 50 01 o RS ) SRV L A5 G 1 £, 48
AR R RE T AR R E ., LPIPS &
— 7 ek PRGN AR L BE (9 38 B, 1B AE T AT M AL 2R B
RGBS F 0B, FESLE b T ResNet50 #6A17E
ImageNet-1K %4 4 19 A GBI, i A ResNet20 B2 RI/E
CIFAR-10 #4828 1 H &R,
4.3 LWHERSW

TEHEBE R T X R A X PUREA A B kAT T
PEAG Hop B bR AR A 2 58 @ RT U5 ) (1, SE 4 A T Image-

(HFMD &5 4

A, -FGSM.PGD #l MIM #% ] L.
iEﬁe*8Q05 ALK N a=1/255,
WE R R 2 T, 5L H I, HFM-I'FGSM A
HFM-PGD fi LPIPS M 0. 01638 1 0. 02835 &2 0. 00132
H0.00191, HFM-C& W 1E $ 3 7 B ms A B4 vy 5 3 F
LPIPS {50 0. 00014 B % 0.00012, —L85 HFM 4541
kb B Y i i HEM-1-FGSM 4% ﬁ@%uiﬁquLE@é%ﬂL
I, PerC-AL #1 SSAH T 4F, i 22 B, HFM & o ¥ 3t 3
h‘i&i?%‘%ﬁ&iﬁ,ﬁ&i%ﬂTXHMEEZM@M%KM&‘V#Q
4N, HEM-PGD % 8 4k 7R T PGD 7 ik A= & 26 = 1) 47
LB HEE L BT PerC-AL A1 SSAH. X ff 75

A 4L ¥R 43 00 R ) 8 B0 B R AR R A R
WE A, 3l BB

Net-1K Hl CIFAR-10 % % 4, % # 4% B BE i O vk (- HEM J5 B 7 AR R dE DLSE 58 A X BT R AR I B 4 T 5 Y 52
FGSM,PGD,MIM Ml C&W) 5 [ i )i i AL B L3k k.
£ 2 HEBERBCR ILE
Table 2 Comparison of white-box attack effectiveness

Dataset Attack RunTime/s v Iteration  ASR/% 4 Iy v Lo v LPIPS y
PerC-AL 14668 1000 99.3 1. 82 0.1100 0.00310
SSAH 975 150 99.7 2.23 0.0027 0.00233
-FGSM 253 10 100 4.29 0.0300 0.01638
HFM-I-FGSM 274 10 100 2.04 0.0300 0.00132
Image PGD 826 40 100 7.32 0.0300 0.02835
Net-1K HFM-PGD 776 40 100 2.69 0.0300 0.00191
MIM 260 10 100 8. 80 0.0300 0.09543
HFM- MIM 244 10 100 2.38 0.0300 0.00183
CewW 12616 1000 100 0. 39 0.0042 0.00014
HFM-C&W 12871 1000 100 0. 39 0.0048 0.00012
PerC-AL 3248 1000 97.3 0. 90 0.1800 0.00051
SSAH 436 150 99.9 0.47 0.0200 0. 00010
I-FGSM 33 10 100 0.82 0.0300 0.00037
HFM-I-FGSM 33 10 100 0. 81 0.0400 0. 00035
CIFAR-10 PGD 90 40 100 1.15 0.0300 0.00068
HFM-PGD 92 40 100 0. 80 0.0300 0.00032
MIM 34 10 99. 8 0.63 0.0300 0.00020
HFM-MIM 34 10 99.8 0.61 0.0300 0. 00019

C&W 5032 1000 100 0.09 0.0100 5.7X106

HFM-C&.W 4949 1000 100 0.09 0.0100 5.6X10°6
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H 1 3 R o AR R B AR RS TR B N @Iﬁz%ﬁ?ﬁ%
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15 BRTRR B4R S, 4 2l B2 v 7 TRIR 00 55 91 DX 3, 7 AH [] E’JIAZ
RN AR A BURE AR TE IRk . T S W R R
YR o FRGSM M CRW 5 3 0 =5 49 A 2 4 5 2 ol
TGS A B X BUREAR AT T AT S SRR 4 TR . 45 b
FUIR S5G T B I R e AR TR AR 1Bk 1 ek O v AR DR R e
AR B0 R, 0 2 IR T X BB AR 0 8 3 K L 9 B
SEIF UL, RO P 2l i B 38 K, W00 B AT SR A5 3 T 35

BIM HFM-BIM C&W HFM-C&W

? E!
b/

P4 PRI Oy v A i R S I Y X L

Fig.4 Comparison combining two attack methods withhigh-

ey

frequency weight matrices

4.4 SEMIEMN

AR PEAG T A I 7 B 7E ImageNet-1K B4l 4£ | A4
B T R A B B, S B BE T TR B A O 3k R AT T
A7+ 53 5 A 45 AE R 455 (Feature Squeeze, {3 3R % & K 6) il
JPEG HE45 (45 it ¥ B o0 75) . 5 AF R 4 58 i b IR A
LUE NS 2 R N RV T AN AN [ RS RN
T e 45 X PO AE A M LA R0, G 7 96 AR R0 0 T o 38 AR T
AR BN B T 8 B ) FE R 4 SRR 2 B 55 S
% . JPEG F& 45 By f38 ot %t i A B4R 347 TPEG He 45 i
AR ERAE L Ok W 55 5O BR S BUREAS Th RN R B, SR X
— LN B 1 A R X T R A A A [R] 14 8% A BB (LPIPS)
THEAT R, 3R 3 PN T AETC B R AR R 46 DL & JPEG R
AP T AR B 7 2k B B L 26 (ASR)

# 3 AR T Uy vk i o iy &

Table 3 ASR of different attack methods

%)
Attack No Defence Feature Squeeze JPEG
PerC-AL 99. 3 89.4 80. 3
SSAH 99.9 43.7 39.5
I-FGSM 100. 0 85.7 74.9
HFM-I-FGSM 100.0 86. 1 78.6
PGD 100. 0 85.9 75.7
HFM-PGD 100. 0 87.4 78.0
MIM 100. 0 99.7 98.9
HFM-MIM 100. 0 99.7 99.7
C&W 100. 0 31.5 34.1
HFM-C&W 100.0 31.8 34.6

1E JPEG FEZ B T . HFM-I-FGSM 1 HFM-PGD 34
dr IR BT = 78, 6 % Hl 78. 0%, M HL R A T HEM 1
I-FGSM 1 PGD A % 42 F-. HFM-MIM £ 7 & B 40 1%

TR EREET 100 %0 MM T F . T — 207 WL TE B AR Y
FIAU PerC-AL, AT B2 K PerC- AL 78 A& B X H1 B A if
AT RIS E, AT m T 8CE s %, 44
HEM 53k 09 BUts 75 75 A A AE 42 T+ 4 2 04 Ba i 1 . 38 fg i 3%
8 iR T T RE AR 7E R 45 BT AR R A S0Pk S BE 68 7E LR G AL 58 A 8L
BRI 4R T AR U SR G 8
N AN R A o AR v e R AN R R A Ak ke B

B AR S TN ik BLE e, R IEESS S T HEM
U5+ B A TE R UE A B B 0 RO 1 T B 2 T A kR R
A B TR PIBGE AR RUR
4.5 SIS RIAEEFERT L 4 Hr

7 B v A A E A I A A O 2 A I A AR AR A
[ (LFMD , oo 4 A o0 R Fom %18 3 08 18000 X 8] 1 72
B, 4 X T LFM 5 HFM 4 5 45 & T-'FGSM, PGD,
MIM Fil C&W J5 ik A i i 5 B0 FE AR 72 B B 3R (ASRD L,
JEEL L JEHORB AR L (LPIPS) TR,

# 4 LFM Ml HFM 5350 5 Yoidi Jr i 45 6 %t 1

Table 4 Comparison of attack methods combined with IFM and

HFM

Attack ASR/ % A Iy v loo v LPIPS Y
LFM-I-FGSM 97.2 1.96 0.0300 0.00240
HFM-I-FGSM 100.0 2.04 0.0300 0.001 30
LFM-PGD 97.5 2.66 0.0300 0.00400
HFM-PGD 100. 0 2.69 0.0300 0.00190
LFM-MIM 91.4 2.33 0.0300 0.00710
HFM-MIM 100. 0 2.38 0.0300 0. 00180
LFM-C&W 100. 0 0.50 0.0053 0.00017
HFM-C&.W 100. 0 0.39 0.004 8 0.00012

NFE 4 TTLLE H .5 HFEM 254 5 8907 1276 4% 3 4 L 5
Yoah o B (R £, F L BRI A —BO WRTIR T Gl E R
/NBY LPIPS RIS &5 19 MOl L2 %, HFM-TFGSM 19 3 i A
&N 100% , H LPIPS 24 0. 001 3, ] 8 & T LFM-I-FGSM
iy LPIPS {H(0. 0024) ; HFM-PGD #1 HFM-MIM L%%U%Iﬂ
TR HERE  H LPIPS 4 33 I F A B i LFM AR AR,

2 W o 491 A o 4 IV B O A A G D 3 O EL T A 4 TR X
PG SN AR XU REASTE N e B A SR, 55—

T, 5 LEM &5 & AE B 09 4 PR A e 0 s T % LI R BLR
K HFM 2546 77 3%, 58 3 & 78 MIM i, LFM-MIM J7
HEHEEH R ETBE 91, 4% . HFM-MIM W 8 4% (4% ¥
100 %0 By Mgk i 2h 28, 2 W 785 49 30 3 % DNIN #5804 4%
M Wang %5 (19 0F 58 26 B, 5 R 1) e B 56 7 A0 000 1 o0 A T
DNN 7 T2 1) Bef 5040 A5 B e i 4 35 38 43, i 5 LFML 45 &
Jai s T 434t 3h Bk B wh AE AR AR 43 P L X DNIN HRUBINT: 45 1
BV 5 WA SN, S B R BRI . PRI o SR B 0 B i
B P AR AR B

MR F .5 HFM 256 09 B0 5 1 fe 0% 78 08 & 19 B0k
BTy 2R S BT A (7 J N B A N 1 I 3 SRR R o
5 LFM @& X5k r ik BRAREH 8 40 LR I —E L
B S AR T RO 55 .
4.6 ETEHESMN B EEMN

Sk B6AE [ 38 IO e A AN T P G RORE PG sl i A A, B aE
N AE Y ImageNet-1K £4f 45 BG4 &5 ARAX 3 46 B HFM 54K
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Fig. 5 Comparison of perceptibility of noise in high-frequency

and low-frequency regions
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Fig. 6 Visualization of adversarial samples generated by different

methods
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