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MIREF B A0 E B 460 I w5 4 0 S AAY 2 M & T B ReLU & & 384 WA AZ &, 5 I Dockerfile % 4% Bt & 4
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Dual-stream Feature Fusion Approach for Dockerfile Security Misconfiguration Detection

ZHAO Ning, WANG Jinshuang and CUI Shuai

Institute of Command Control Engineering, Army Engineering University, Nanjing 210007 , China
Abstract Dockerfile misconfigurations frequently lead to container security vulnerabilities. Current detection methods rely on
structural analysis and semantic understanding of the text, while pay little attention to metrics such as command frequency,image
layer counts,code complexity,etc. To solve this problem,a dual-stream deep learning detection approach is proposed, which in-
tegrates feature metrics with semantic comprehension. Firstly, it identifies and annotates Dockerfile samples containing security
misconfigurations using static detection tools such as Hadolint and KICS. Then, by constructing abstract syntax trees, it parses
and extracts code metric features and refines crucial security features using the random forest algorithm. Lastly.it extracts textual
information and security feature metrics and then inputs them into a dual-stream model for detection. Bi-LSTM network is utilized
to trace the forward and backward dependencies within instruction sequences,which is helpful for uncovering deep semantic asso-
ciations. Transformer model is employed to create high-dimensional metric representations, which can model mappings from me-
tric to security misconfiguration. CNN sublayers with RelLU activation functions are used to fuse information from both streams.
Experimental results indicate that the proposed method achieves 96 % ,98% and 97 % in precision, recall,and Fl-score respective-
ly. The proposed approach can detect security misconfiguration more accurately compared to existing approaches.

Keywords Container security,Dockerfile,Security misconfiguration detection,Deep learning, Dual-stream model
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K2 R A T R B 7 12 38 BT e N AR 0 e 5 B L
I 44 55 2 e B AR RO SE B . 32 1 T ARG L A AR, B4 L U el
HEA R B (A A2 R T AU 4R M S A AR BT B A A A
BERAS AR XoF & A M AE 45 . 9 I 7E £ 4T Dockerfile £ 2
SR LT B ) Hadolint® 620 () #5 4> 32X 20. 6 %60, #F
WA 6.5% .

. FROM ubuntu

. RUN apt-get update & &. apt-get install -y nginx
.ENV DB_PASSWORD=123123

. COPY public /usr/share/nginx/html

. EXPOSE 80

. CMD [“nginx”,“g”,“daemon off;”]

o U1 e W o —

1 BRIA root BRI 7 Bl

Fig. 1 Default root privileges risk example

1. FROM ubuntu:18. 04

2. RUN apt-get update & &. apt-get install -y nginx
3. RUN useradd -r -s /bin/false nginxuser

4. ENV DB_PASSWORD=123123

5. COPY public /usr/share/nginx/html

6. EXPOSE 80

7. USER nginxuser

8. CMD [“nginx”,“-g”,“daemon off;”]

F 2 USER 454 SRR 61

Fig. 2 USER instruction privilege optimization example
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D https://github. com/hadolint/hadolint
» https://github. com/Checkmarx/kics

3 https://github. com/docker/docker-bench-security
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1) Dockerfile S TERFSE . SCHKL10 148 M, 76 w55 5T 2t 4R
41,81, 3% 1) Dockerfile /M & — Fp 2 4 iR L E L T 76 %
WHARAE T X — B ik 97, 6% . SCHRC11]X) GitHub
STAR HE% #7519 10064 4> Dockerfile 35 H 9 30 £ 5 3 X
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PERE TR M52 Mg, AR A 28 U Y Dockerfile 5 kA i 45 [F] Hif
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Dockerfile Jit & 2 () LB PE

2)Dockerfile & A T. H . Wi X Dockerfile ) BT it
Pl , BRTC A 2 F R T &, 40 Hadolint, KICS” , Docker-
bench-security® , Trivy” il Checkov™ %%, & 17 3 B i #i ik
FRU 2R AT #R A 40 AT, LA R SRS A (R A, SR 10 ] % 33k 2
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Table 1 Analysis of dockerfile misconfiguration detection methods
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Fig. 3 Framework of DSDC
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Table 2 Dockerfile security misconfiguration detection rules
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BRI 5 2R L FE M #E Dockerfile SCA 7R B, H A S 8EIA A
SRR T KO EATREAR B T8 E . R T 4
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8 Dockerfile I4l 4 38 2 B, IF 18 BUE (9 55— A5 5B A
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file M SCAAR B . AF T SCHRL7, 9 MG OGBS mA/EA To-
ken (77 1%, 41 508 75 AT LR B Dockerfile m iy BT A 55 3 48
LR T RCRA AR A R RE ). I 4 JRBR T — AR
{1 Dockerfile SC{4 . H3F B () Token J¥ 41 % : {{LFROM][ py-
thon][ 3. 8-slim ][ WORKDIR][ /app ][ COPY][. /app ][ RUN]
[ pip][install J[--no-cache-dir J[-r ][ requirement. txt ][ ENV ]
[FLASK_APP][ app. py JLEXPOSE][5000][ CMD][ python |
Lapp. pyl}.

. FROM python: 3. 8-slim
. WORKDIR/app
. COPY . /app

o =

RUN pip install --no-cache-dir -r requirement. txt
.ENV FLASK_APP= app. py

. EXPOSE 5000

. CMD [“python”,“app. py”]

~N o o e w

& 4
Fig. 4

i ¥ Dockerfile 715 4

A simple Dockerfile example
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D https://github. com/moby/buildkit/blob/master/frontend/dockerile/parser

» https://github. com/mvdan/sh
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