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Research Status and Challenges of Eavesdropping Attacks and Defenses Targeting Voice Assistants
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Abstract Voice assistants serve as convenient interfaces for human-computer voice interaction, finding widespread application
across various settings including homes.sports,and vehicles. They play a pivotal role in facilitating the intelligent advancement of
industries,such as healthcare, finance,and education. However, the widespread adoption and convenience of voice assistants have
also precipitated significant concerns regarding the eavesdropping on user conversations,consequently leading issues of user priva-
cy disclosure. Existing literature primarily focuses on voice spoofing attacks and defenses,as well as adversarial sample attacks
and defenses. However,there remains a notable gap in the analysis and synthesis of voice eavesdropping attacks and defenses. To
address this gap,this work delves deeply into the mechanisms of eavesdropping attacks on voice assistants and meticulously re-
views existing research in this domain. Firstly, this work conducts a comprehensive review and in-depth analysis of various eaves-

dropping attack methods, categorizs them based on their implementation strategies. It explores the means of attack.,targets.neces-
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sary technology and permissions,and concealment techniques employed,aiming to provide a comprehensive understanding of the
potential threats faced by voice assistants. Secondly,recent research efforts aimed at defending against voice assistant eavesdrop-
ping attacks are systematically reviewed. Through the classification and summarization of different defense technologies,coupled
with insights into their application scenarios and detection effectiveness,the paper highlights the shortcomings and challenges of
existing defense mechanisms, thereby offering valuable insights for enhancing the security of voice assistants. Lastly, this study
meticulously analyzes the primary research challenges in the realm of eavesdropping attacks and defenses, while also discussing

potential future research directions. By identifying these challenges and proposing future avenues of exploration.the paper aims to

guide ongoing research endeavors towards bolstering the resilience of voice assistant systems against eavesdropping threats.
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Fig. 3  Overview of side channel-based voice eavesdropping attacks
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