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Intelligent Botnet Traffic Detection Method Based on Multi-granularity Statistical Features
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1 Trusted Computing and Information Assurance Laboratory,Institute of Software, The Chinese Academy of Science,Beijing 100190, China

2 Institute of Information Engineering, The Chinese Academy of Science,Beijing 100085, China

Abstract With the rapid development of information technology, botnet attacks have become a higly harmful cyber security
threat. Botnet detection and disposal can prevent attackers from launching other derivative attacks based on botnets. The current
botnet detection methods have limitations such as single feature selection perspective,easy to be bypassed or high false alarm
rate. In response to these limitations, this paper proposes an intelligent botnet traffic detection method based on multi-granularity
statistical features. This method extracts local coarse-grained statistical features of the network flows to be detected and global
fine-grained profile of the source IP based on historical network flows,and then uses the long-short term memory networks with
a multi-head attention mechanism to mine the difference in these features between benign network flows and botnet flows at dif-
ferent times. The botnet is ultimately identified based on these differences. Comparative experiments are conducted on the CTU-
13 and ISCX botnet datasets,the proposed method achieves more than 99% in accuracy, precision,recall and F1 score.
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13. globalFeatDict[ sip][dim][dport] +=nf[dim]

14. globalFeatDict[ sip ][ “ave_dur”][ dport ] = globalFeatDict
[sip][“dur”][dport]/ globalFeatDict [ sip][“totpkts”]
[dport].

15. globalFeatDict[ sip ][ “ave_totbytes”] [ dport | = globalFeat-
Dict[ sip][ “totbytes” ][ dport]/globalFeatDict[ sip ][ “totpk-
ts” ][ dport].

16. for dim€ {“dport”,“ave_dur”, “ave_totbytes”,“proto”} :

17. nfFineFeatDict[ sip ][ dim]= globalFeatDict[ sip][ dim];

18. return nfFineFeatDict.
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Table 1 Distribution of different network flows in various scenarios in the CTU-13 dataset
Scen. Total Flows Botnet Flows Normal Flows Background Flows Bot Name
1 2824636 40961(1.45%) 30387(1.08%) 2753288(97.47%) Neris
2 1808122 20941(1.16 %) 9120€0.5%) 1778061(98. 34 %) Neris
3 4710638 26822(0.57%) 116 887(2.48%) 4566929(96.95%) Rbot
4 1121076 2580(0.23%) 25268(2.25%) 1093228(97.52%) Rbot
5 129832 901€0.7%) 4679(3.6%) 124252(95. 7%) Virut
6 558919 4630(0.83%) 7494(1.34%) 546795(97.83%) Menti
7 114077 63(0.06%) 1677(1.47%) 112337(98.47%) Sogou
8 2954230 6127€0.2%) 72822(2.47%) 2875281(97.33%) Murlo
9 2087508 184987(8.86%) 29967(1. 44 %) 1872554(89.7%) Neris
10 1309791 106 352(8.12%) 15847(1.21%) 1187592(90.67 %) Rbot
11 107251 8164(7.6%) 2718(2.5%) 96369(89.9%) Rbot
12 325471 2168(0. 67 %) 7628(2.34%) 315675(96. 99 %) NSIS. ay
13 1925149 40003(2.08%) 31939(1.66%) 1853207(96. 26 %) Virut
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Table 2 Distribution of different network flows in various scenarios

in the ISCX dataset

Scen. Type Num.
1 Neris 8322(15.57%)
2 RBot 13998(26.2%)
3 Virut 1302(2. 44 %)
4 Normal Flows 29811(55.79%)
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Fig. 5 Training loss and validation loss of M-AttLLSTMBotModel
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Fig. 6 Validation results of the proposed method
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Table 3 Analysis result of model detection
Dataset Method Accuracy  Precision Recall F1
BiLSTM-GANL20] 0.8551 0.9155 0.8238 0.8672
1D-CNNE21] 0.9330 0.9750 0.9210 0.9950
CTU-13 -
LSTML21] 0.9764 0.9814 0.9698 0.9990
Ours 1.0000 1.0000 1.0000 1.0000
BiLSTML20] 0.8345  0.9527  0.7577  0.8441
ISCX
Ours 0.9925 0.9927 0.9925 0.9925
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Table 4  Ablation study results of the M-AttLSTMBotModel

HEE B\ AE Accuracy Precision  Recall F1
AL A Ry AL KL JE 4 AE 0.558 0.311 0.558 0. 400

CTU-13 A4 @k E ik 0.961 0.953 0.961 0.957
AR XA AR 1. 000 1. 000 1. 000 1.000

AL A Ry AL KL JE 4 AE 0.560 0.318 0. 560 0.405

ISCX A2 R EEH 0.955 0.959 0.955 0.955
AR XA AR 0.993 0.993 0.993 0.993
EERAE A SCE X 2R W4 R ik b bk g
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Average attention weight maps of the multi-head attention ouput of M-AttLSTMBotModel based on part test samples
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