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Dynamic Analysis Based Fuzz Testing for Memory Safety Vulnerabilities

YIN Jiale' and CHEN Zhe'**
1 College of Computer Science and Technology,Nanjing University of Aeronautics and Astronautics, Nanjing 211106, China

2 Collaborative Innovation Center of Novel Software Technology and Industrialization, Nanjing 211106 , China

Abstract Systems written in C often contain potential memory vulnerabilities. Fuzz testing integrated with dynamic analysis tools
can uncover memory vulnerabilities but introduce significant performance overhead. Meanwhile, current popular fuzz testing me-
thods focus more on improving overall code coverage, while efficiently triggering memory vulnerabilities in already covered code is
also an important capability. To this end,the dynamic analysis tool Movec is improved and combined with AFL,with the innova-
tive work primarily using pointer metadata to guide fuzz testing for efficient memory vulnerability detection. The core steps in-
clude using a source-level hash table and secondary tree to manage pointer metadata to reduce page faults caused by combining
fuzz testing with dynamic analysis. Then it removes coverage instrumentation of dynamic analysis code at the assembly level to re-
duce the impact of redundant instrumentation on coverage calculation. Subsequently it adds minimum pointer boundary distance
and memory allocation peak indicators to guide fuzz testing in efficiently detecting buffer overflows and memory allocation failure
vulnerabilities,and finally optimizes the seed queue filtering logic to streamline queue size and prioritize seeds related to memory

ulnerabilities. Experiments on CVE programs show that the execution throughput of Movec combined with AFL is 54% of
native, while Asan and Msan are only 10% and 4 % , respectively. Compared with advanced fuzzers,it can uncover memory vulner-
abilities in a shorter time,reducing the time consumption by an average of 48. 4 %.

Keywords Memory safety,Dynamic analysis, Fuzzing,Source-level instrumentation
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Fig. 1 Flowchart of AFL

HHT, 78 AFL SEA AR bR AT 40 R (TR T AE & 4
. AFLFast™ ¥ A0 I 3 o0 A2 A A S — A4~ D /R 1T R4
K I P 9 78 S S B ) B PRAT A T B M SR A S R T R
B F RSB, LI IE L AFL 1968 & 20 B S 15
ASAT I 328 505 ) - R B A U ) R A 0D X 3 . FairFuzz
TR o 2 A 3 SR DA £ B v AR SR O SR R IR AT
722 S 0, DA O B 00 32 H £91) v B 8% B 55 W A 03 S G BE T
5. PATAN FIF % 42 I8 15 05 40 B0 107 1 R it s 0 3k
MM CHE T . B F T HET TR USRI E S
PEAZ

BT 5 BRI K 25 & B A A B . u] DL R R xR A
RT3 7 38 F 2 Y o A7 T T I e AR a2 o B0 B, Gl e
AR BRI LA ik 2 ot Ak A s IR A 0 3R 497 A 2 — T B e
J1. LA AFL S0, 25 00 0 46 4 55 30 00 1 B Bk 42 )5, B
PR R I 43 SOk A AL 3 SCBREE H R R B 1T 3 iR A e
SWMCE A MR RN T IR AL JoA R R ], R AR
fE LR 2 09 B8 AR . Horp i — b 40745 2 L 0 45 e
A BRI T 09 25 2 O AR i v S A A b R B



384

Computer Science T HHLFIZ  Vol. 52.No. 11, Nov. 2025

2. AFL fEIB 17 B e 3¢ bk JE A Yok i b i i, 9F B
X BT B T X N A B i g BRI BT G A T
FE S BT AT 00 3T 400 O g 0 S g, i . R ﬁ'J
TR B S RO ] R A S A 3 U XA
Bk 9o 4 2w Ik T 6 8 A5 3 A el i b 4 9 XTT“E’J@Z
TGN 85 M AT v Y i b I 2 00> i T 4 2
WedE AN E R 1. SR A BB H BE A 4 U, R 2
S Gy 8 5 2 T 2K P 491 el A B AR Bl i P 7 UK X Y
YN 8B 7 A T v B i b i 2 0 2 i T R 2 vk
otk

EB I LN € EEPOPIE & e

Table 1  Number of hits and corresponding magnitudes
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3 4
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void func(char * str.int * arr.int i) {
whileCstr[i]!=\0"){
arr[ i+ + ]=str[i++]—65;}}
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Fig. 2 Program with buffer overflow vulnerability
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Fig.3 AFL enables Asan option
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Fig. 4 Definition of check function
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Fig. 5 Definition of the function to collect test cases
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void * PRFmalloc(size_t size) {

void * ret=malloc(size) ;
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free(ptr);
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Fig. 6 Definition of the wrapper functions for malloc and free
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TE T AL G AU Y C BREOT Sk M4 B oy 51 A . LFB num)
. LFECnum) FRiH, A8 30K N Movec %4 3. LFE(num)Z
[E] 4 AR A% IR0 2 Movec PRI, DL UL BUE X Movec TUA 1A
)AL i R AT A

__RV_check:

. LFB221 s AFL 16 pR A F A

inb. L3853 3 AFL 7E 4> 3¢ Bk #% ib 4 bk

. 1.3853: s AFL 78 53 32 Wk B 04 B AR S ddfi i
. LFE221

B 7 % o A S RS
Fig. 7 Assembly code for wrapper function

PRI 2 4 % o B 2 T Movec TG 5 3K B o8 8 AY TR AR
T SR AT AR A 81 0 Ay PR R 50 T 1% B2 R B, PR A4 o B
inline PR£%, JFAR e R D 2 £ 24 o1 BRI, 2 0 HC P B e AL L AR
7, S BUR AR T R AL S TR 2k R B A sk ARG
B 43 2 R L TR BE 2 52 ) AFL (078 35 R A A . 7R 30 4 10 1D
mE s frR

. LVL3508:

5 IR 19 22 0256 o B A
.loc 12501 7 is_stmt 1 view. LVU13808

cmpq 9640( % rbx) , % rsi

Pl 8 PAIBR I £ % bR 5 B i AR

Fig. 8 Assembly code for inline library wrapper function

ST A I S T AR F A L AR SCRY A e D 9k 2 2o R i
ARG, E T IO 4 R A Y . ARV GRS T, IR P 2
fii . loc {5 BoRF /R SCAE R IR, W58 2 4719, loc 1 2501, H
1R RS B B I SCF D, T ID AT B Y SCE 4 4
TE 4 ARG S 36 BEAT % 3, 8 5 A L e 05 B TR ) S
AFL b sp U 24 1. loc A0S B 2 75 /8 F Movec B JF £ 3%
BRI ST A, 4 2R 2 D) BB A 5 R A A, B R — A, Lénum) 1Y
L. 3T W B Movec [ TUA IR ME , fic ¢ 7™ A5 1 3 55 4 A
R A AFL #fifE HZ W 1 f%.

3.3 BERTIPHERAERBRE

JFJE AFL /9 Sanitizer 355 . v DL Asan 55 8 &)
T T I At B AR 000 A 0 P A7 T O AEL X 25 5 AR i ARSI 11
BT T, T BOBORT I M BE AR R Asan (952 F N AE
H red zone ¥ i, Movec ffi 3T 5 GRS E 0 O k5t H
PR P R AT N AE 2 A A Ay, [ AE ) disjoint-metadata J7 5
R UCE BARRR T R AR . (B Movec 7E 52 3L J7
WA 1 A X D 23 A g AR R S0 I AF I T 28 L T 2
TE VR AR A 2 53 455 FH 19 b B 4 45 4 R A7 it 4R B T Bk R BN RA A
AN A I BN R . TR B AR Y b Ak R
ME— Y, Movec {fi FH 48 £ A s i (G VR key.

TEWG Ay RALET - Movec {ff HI 6 3 ik 2k 40 B0 vh 58, IF H. 24
RIOUERBE DRI 1/3 Lh LB BRI 58 65 06 7
VIR RN 1024 x 8 F1,

index=hash(addr,capacity) (3

TE BT Movee 4 key MARAZAY 26 3 48 fifE
N— R RBIE  MROL Y 4 2] 25 fiffih —HRBIME. H—%
REMEX R ZRRGPRE A SH ZRRFBNF. — R
RN ZRRMWEE L1530 Ry 22 A H 22 Y,

primaryIndexr= (addr>>25)0x7FFFFF 4

secondarylndex= (address>3)0x3FFFFF (5)

AT Asan A 03 . Movec 78 18 5 % 8 Ak 19 ] 35 A %t
B R M DX S R AT 5 (0] B AR, T 7E AR T i AT B 48 B AR A g
i} i HE N AE ., TR, Movee 1A R A1 4t 3 K HE N A7 i 5 3L
DU R TG0 i 9 15 20 7 1148 B T B0 B SR KRR AR T 5 D b
WHRY &, RSOl B 2E AFLAFL+ Asan, UL f AFL+
Movec %I 4 4~ CVE #ft45 i 19 #2 )7 A7 B8, Of HoR 4R 78
PAT BFRFRIT 1000 WG & AE 19 80 b Bk 4, i 3& 2 sl
Xt HCRHL, AFL 787 )5 Asan B3 , 5 K P= A4 M H R A AFL
29 4% B B 5T AP BT VR B T AFL 454 Movee W2 2 17,

2 BRI BT 1L

Table 2 Comparison of page fault counts

CVE AFL AFLA+ Asan AFL+ Movec
2019-14275 94390 1755861 236725
2022-30045 59856 1487568 89030
2021-45385 47407 1405590 69057
2021-44956 72881 1526870 165926

3.4 AFL #-FBAFIERIBEMRL

AFL 72 A4 808 i i 32 3 i 76 IR /Y2 48 P i e & )
W H R 5 R B TR BT AT AR AR A N & K5,
A SCRYPEAR S S TC e DU 12 A5 R B TR 00 R T AT %
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T2 o HB 20 TS B 5| R A T R 0 5 P 90 AR - BA B L 4
IXRE 2 5 BORh - BA S 1 MR AR A5 JE K, B AR ASERT I 38 1 12 15
PERE . P 7 2 XS Rl A #EAT RS . AFL i@ i update_
bitmap_score Fl cull_queue ¥ 4™ bR £ 3 17 FF F BA 31 19 4 1) 5
el . A REUAER B 1 119 32 47 I 18] F03C 4 K/ 1 e 7R
A T B IF AN 8 B L 70 3 — S B F AT A B A0 3T f die
R T Rl T L i o R e e OB A B 0 A R T R AR L Bt
Wk, LU IE i — A 875 iR 5= BASI . FE B Al b A
SCAE ) W 75 44 0 A 0 0 5 ) o A A BA B B B —
J2 T e B A

DAFL ZHEG Frgg 2 e 5, — & 28 FHom A
NIRRT

2) AFL & 300030 460 A BLA 37 i A2 AR SR A 1) T2 51 & Y
A7 I 25 8 4 B A R R (AN 25 5 51 kA T Y
¥,

WANERE T 7P 7~ BASE RE op o th T AFL KRB JEF 72 &
TS5 51 & VAT T DRI A SO g B0 5 46 30 R B s
PR A 43 TC 0 84 R A 41 TR 22 A Fil - 1 TE AR 48 B 3T S R
T o 0 ol 5 BR B R AT S, OB RN ¥ BAB on] DU 2R B AL
R AR HE RS 51 R WA F 7 8 R T 55 208 5
[F) A e SO £ A O L AR R AR BA B0 18 LA 3 X A A
DAY PR RETAAE . Fh - BAB S B an 1] 9 o,

121 122 23 HA24

| | |
T EAC [ P ]—Ir{ 72 ]—lr{ 73 ] :
[ P ]—:—{ P ]—lr{ 73 ]—;—{ T4 ]
B & hE
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|
|
|
|
RIFHATIE|
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|
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Fig. 9 Seed queue update diagram

4 IWHLHLR

AU %2 T Evaluating Fuzz Testing!* 3¢ TR I 3 52
B L N 4 AT T A A IR L

D BB 25 4001 T2 5808 2%

FEHL Asan, SoCets, Valgrind 31 & 70 7 L B o FLEL, 56
HE Movec £l P9 77 i ) 9 A6 A0PE . 38 IS 55 38 30 55 R 0
PR 3 A 4 M T2 Asan fil Msan b & U 28, 56 9F
Movec 5B 28 2% 45 A (8 H i nl DL 3% 28 i it 00 b 7 0 0
AT EGPERE T4 . L AFL, AFL+ +7, AFLFast,
FairFuzz 563 RBOETI 3K &5y B o L 38R 48 51 oo 8 51 = 07
LA LU sz i C By N Tm T .

2) FE e i 4R

ARSI B E TR C R T AT T L DN B 22 A~
WA C B )F CVE 1E b 23 48, 3 50 0 T 1 4l 5 8
HABRTT .

RRR S =R

AR SCH B I Y Movee 54588 3 25 & 147 41 0 C A2
VPN A T T 1 47 B R ARG I PR A U IR 7 A R R T
A8 AR HEAT S50 . Movec fff FH VR 47 Ak 5 B 1) — R 2
o 4T TT R 1 8 2 AR 4 5 2 e TO A B 0 R A, DA
T 5% 255 2 A 5 L vl 7 R0 70 4% 47 0 5 38000 4 B T 4B I R, R i
e PRSI 3 e AR B RPBAT H AR TR T 00 B I 48 AR 2R AT
SEB . Movece SEIL T S/ BT SR B L AE 43 TE WA 1 4
EFICEE S| 507 1 AR AT R AL X C AR P N AE T TR 112
k%, R O (8 A 0 35X 42 %% B CVEE )45 4 P9 A7 U TR
FEI AR S P4 98 b 4T SE 5

4) 2B f E] 5 I 85 T

i 5% 24 h 9 Ris 1784 CVE i &5 09 B8 i,
] Sy R I 327 A B AL 5 70 ok R AR T 4k ) 45 R £ ™ AR R
SRS BL L BT LA — A~ 45K Y s 1] 1 S 52 96 i8] L 9 Hoas 7
ZURREAREE RATBENLTE . AR50 F 524 64 i Ubuntu22. 04
R A PEE N AMD RYZEN 4000, 7K 16 GB. 4% 88 4
gee-12. 3.0,
4.1 AERRBRMNEHEELR

A THRPUNA 2 S 2R )T 43 15 09 A2 e, JF 1
e 25 BRI 3 2 AL O P9 A T T A R ) T Ay BB, AR SCHE
224~ CVE it % b 347 52 %, b % Valgrind (memcheck) ,
Asan,SoCets X 3 > T HH Movec &% £ Fh P9 77 I 17 25 B 4
Kol g 7 Scge s R g 3 g, Y ARE A, N R FET
bE Rl

* 3 AR

Table 3 Validity comparison
R E R Asan SoCets Valgrind Movec
(memcheck)

ok K Y Y Y Y
WL B K& K Y N N Y
Tt R AR N N N Y
4 B M A Y Y Y Y
AR E B Y Y Y Y
kA A N Y Y Y
EH A AR Y Y Y Y
W 7 Y N Y Y

Hh S 36 4% 55 AT 41, Movee 1] U I Y36 3 JiT A S A Y
AR TR o o - % G b AR R 4 1 45 4 1 L 5% 1) 4 B AR
51 B0 45 4 4R HoAth B 51 1 P AE 25 1], B T Movece R84 47 5 —
AR R A B AL TR AT DA RO I S A R L i Asan
H Valgrind FUAG TN 48 41 2 75 48 1 4 A~ 85 48 7R T 15 7] o9 £ 58
V] A TE 7 31 205 A K Bl 5% 22 T 5 ) e B
4.2 BEnREFHITEMREXN

R T B A R A8 1T M A L AR SO IR A AFLLAFL A+
Movec,AFL £ % Asan,Msan % Ff 355 31 25 70 #r T B 98 17 %t
Lo 4 LA bR Sy 24 AN IE AT T 3 B AR AR T AP 00 BOAT IR B
FIGLE AN 10 TR, XTI 5 A CVE i )7, °F
Y35 47 1 B B 48 4% YA Native, Movec, Asan, Msan, 4%
4 Movec Ji AR 54% . 454 Asan J5 b 10% ., 454 Msan
Jah 4%,
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Fig. 10 Comparison of average execution speed(execs/sec)

4.3 NERBDEZEEEIE

T B P SR AR A I CHE AR A2 AR C R Y N AT R B 2
RS B 5 AFL, FairFuzz, AFLFas, AFL + 4P 4 4
RO 25 JF 5 Sanitizer EAT X LY 4] HL 48 47y #6 58 CVE 4

AR O FERT . SCURSE RNk 4 BT g, Hoh NaN R e
B0 3K ) % 46 5 4 T

FT ST 56 245 SR AT, AR SR (0 ASOR 0 3 AE 48 T DL B
A TSR I 2 8 SR M A 4 R A C B P N AR . FE AR S
BOWIIARAE B4 JE 8 9 A CVE R iGvh 3 T — R4 1%
BB T AFL B S50 %Ak T 5L 3 530 8 i sk 20 B 31, T30 25 I 1
(B RN AR AE I T B M R 08 T 48, 4 %0 R 32 38 A
W, HohFRIAY 2209 2021-44956 F1 2022-41220 R4, 43 Hr
PR B 7 2 B B AR 0 03 R 490 L P g 4 B T 5040 4 A T A
W A 1 0 3 P 80t i AT R A 8 T A 3 X Al
A B i 35 | B HE 43 B L SC PR AR S A FE A5 I 2023-1010 FE A I
% .2021-36531 WA KN AR, 2 H bk 8 7o 80
PRI TGRS B a5 R, BT DL, BB A ACAD 4 32 B RIE
KRS

4 4B AR 16 L

Table 4 Comparison of memory vulnerability exposure times

CVE & & EX) Movec+ AFL AFL++ AFLFast FairFuzz AFL
2018-10677 2 X 0.99h 2.89h 3.0lh 3.22h 3.43h
2018-11576 Zof X i 0.017h NaN NaN NaN 0.021h
2018-14052 e X i i 0.0006h 3.21h 3.04h 3.33h 5.63h
2023-1010 WA A K 0.00001h NaN NaN NaN NaN
2019-7581 W Bk K 0.001h 0.072h 0.12h 0.11h 0.038h
2019-16167 SR 13.40h 16.12h 16.82h 23.11h NaN
2019-14275 Zop K H 20.19h NaN NaN 21.22h NaN
2019-1010302 %or K 16.22h 18.75h NaN NaN NaN
2021-3404 %o X 19.55h NaN NaN NaN NaN
2021-44956 Zop K H 0.005h 0.002h 0.003h 0.003h 0.003h
2022-41220 %or K 0.003h 0.002h 0.002h 0.015h 0.002h
2021-36531 % F X i NaN 11.20h NaN NaN NaN
2023-1010 Zop K H 5.68h 0.021h 0.018h 0.005h 0.002h

FERIE X CIEFERF AL RL THGHE
I3 AT BB R ¥ SR BORY B2 AR 4 458 IR QR 20 47 4 1 T 4K
. M CVE R85 75y I AT A 200k A0k e 52 8 45
FM], A SCHR L B 3l 3 S SRR I a4 5 1 T TS BB A A AL
ZiE C RN AR, JF AL A R B E 4
PERE

RS B AR e T T HE — 25 4 BRI LAY 1 RE L AR
By 35 43 B B AR ke 1 B M R 5RE . IR IR IR AER P9 A7 U IR 46T 1)
D38 6 S AT B A AR AR B S WAL BRI AR 0 18 A e AR o
HA BT 23 SCIR 2R RE
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