wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

BEFESHESMIMMERSMES R
BHRA, XUZERA, F/INER, XURER, KKE

5IAEX

PR, XUZERE, PR, XUBERI, oKt BETFEEEESMININERSIMESRN]. HENRE
2025, 52(11): 408-414.

XIE Zhenjie, LIU Yiming, YIN Xiaokang, LIU Shengli, ZHANG Yongguang. Additively Homomorphic
Encryption Scheme Based on Domestic Cryptographic Algorithm SM9 [J]. Computer Science, 2025,
52(11): 408-414.

HUXEEE (SERXME IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)

E T AT &K EMR AR ARAE BB E %

Large Scale Network Defense Algorithm Based on Temporal Network Flow Watermarking Technology

HEHRIE, 2025, 52(6A): 240900110-6. https://doi.org/10.11896/jsjkx.240900110

EEEIESMIMRERILTTIE
Performance Optimization Method for Domestic Cryptographic Algorithm SM9
IHEHEIE, 2025, 52(6): 390-396. https://doi.org/10.11896/jsjkx.240300141

EBFRFS: B, a5k
Federated Graph Learning:Problems,Methods and Challenges
IHEHEIE, 2025, 52(1): 362-373. https://doi.org/10.11896/jsjkx.240500118

IR B R R iR S R FASR S 3R T E MY
Fuzzy Labeled Private Set Intersection Protocol

HENRIE, 2024, 51(12): 343-351. https://doi.org/10.11896/jsjkx.231000131

ETFE WA SHIEE UDP RS HAIMGR B 5%
New Type of UDP Reflection Amplification Protocol Recognition Method Based on Active-Passive
Combination

HENRIE, 2024, 51(8): 412-419. https://doi.org/10.11896/jsjkx.230500227


https://www.jsjkx.com/CN/10.11896/jsjkx.241100188
https://www.jsjkx.com/EN/10.11896/jsjkx.241100188
https://www.jsjkx.com/CN/10.11896/jsjkx.240900110
https://doi.org/10.11896/jsjkx.240900110
https://www.jsjkx.com/CN/10.11896/jsjkx.240300141
https://doi.org/10.11896/jsjkx.240300141
https://www.jsjkx.com/CN/10.11896/jsjkx.240500118
https://doi.org/10.11896/jsjkx.240500118
https://www.jsjkx.com/CN/10.11896/jsjkx.231000131
https://doi.org/10.11896/jsjkx.231000131
https://www.jsjkx.com/CN/10.11896/jsjkx.230500227
https://doi.org/10.11896/jsjkx.230500227

http: /www. jsjkx. com

DOI:10. 11896/jsikx. 241100188

St A 2
COMPUTER SCIENCE

ETEZEZXZ SMINMERESMZ TR

WHRA S IR FNER O XIBEER Skt
I REIRAYAAZAZARENELALHE  H M 450001
2 FE AR MEHE 78156 WK E K 400039
3HBEARMKE 92330 I LK F 8 266000
AnHEEAZe2EBERLRE ML 5% 314033
SHERFHEEAAGE = ANFR T # X 314033

(jsonxie@126. com)

H E EsHARET BAWmEFTEERPHENERARN  LEFL LA TTHEAM, AEAREREATE—FAF,
MSTEZERATHRERES ZLSHTH BT T FRATHAR, B, DA TAAREDAKRMGE Z L% SMI mE kA
LT AR AR SRRAGARRMEF R, mBESTT 5 EGEHMEF LR &K, M ¢BCAAL #= DDH B x4 19 # h 4
T 5 EREA IND-CPA AR, st e e A A R TH#mgE, NAXLERAN. R B EREMRES £dhh
HEMBETRAETERAT 42X BEXERITT 20%0~62%.

FXEF . BEHEE;SMI; xR A mEF ;BT E

FESES TP309.7

BOope (w

o
b

Additively Homomorphic Encryption Scheme Based on Domestic Cryptographic Algorithm SM9

XIE Zhenjie!"* , LIU Yiming® , YIN Xiaokang', LIU Shengli' and ZHANG Yongguang'"®

1 Key Laboratory of Cyberspace Security, Ministry of Education, Information Engineering University,Zhengzhou 450001, China
2 Troop 78156 of PLLA,Chongging 400039, China

3 Troop 92330 of PLA,Qingdao,Shandong 266000, China

4 National Key Laboratory of Electromagnetic Space Security, Jiaxing, Zhejiang 314033, China

5 The 36th Research Institute of China Electronics Technology Group Corporation, Jiaxing,Zhejiang 314033, China

Abstract In the cloud computing environment, traditional encryption schemes not only protect data confidentiality but also cause
the ciphertext to lose its computability. Homomorphic encryption solves this contradiction and has been widely applied in privacy
computing fields such as data aggregation, secure multi-party computing, and federated learning. Based on the encryption algo-
rithm of the domestic cryptographic algorithm SM9,an identity-based encryption scheme with additive homomorphism property is
constructed. The correctness and additive homomorphism of the scheme are carefully derived. Starting from the ¢-BCAA1 and
DDH difficulty problems,the scheme is proven to have IND-CPA security. And the improved message recovery algorithm is de-
scribed in detail. Test results show that the encryption efficiency of the proposed additively homomorphic encryption scheme in-

creases by 42% compared to the similar scheme,and the decryption efficiency increases by 20% to 62%.
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