wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

—HEFRESRRSHHEMEFIEFIIESE
FREEE, HIGE, 178

5IAEX

B, HM3GE iR —METRESRRESHBRENEEIREATIETED]. TEHRE, 2025,
52(11): 425-433.
GUO Jiaming, DU Wentao, YANG Chao. Neural Network Backdoor Sample Filtering Method Based on
Deep Partition Aggregation [J]. Computer Science, 2025, 52(11): 425-433.

BUXEEE (SERXIME IE JIREREEXE)

Similar articles recommended (Please use Firefox or IE to view the article)
EFMRFBIBRBZ IR EGE

Backdoor Attack Method for Federated Learning Based on Knowledge Distillation
HENRIS, 2025, 52(11): 434-443. https://doi.org/10.11896/jsjkx.250100146

ER RIS ASEARYE 2 TSt ax ol [: DY EaNavdap ey

Survey of Adversarial Attack and Defense for RBG and Infrared Multimodal Object Detection

HEHNRIE, 2025, 52(11): 349-363. https://doi.org/10.11896/jsjkx.241200151

ETEZREBRRMBHAKRERHEIEEH

Neural Radiance Field for Human Reconstruction Based on Multi-scale Hierarchical Network

HEHNRIE, 2025, 52(11): 175-183. https://doi.org/10.11896/jsjkx.240900141

ETHEIEENS RS IREEGIBRIR

Multi-level Feature Fusion Image Emotion Recognition Based on Color Enhancement

HEHNRIE, 2025, 52(11): 157-165. https://doi.org/10.11896/jsjkx.241000016

ETEHNETEANHBIASWAEZEG
Human-Object Interaction Detection Based on Fine-grained Attention Mechanism

HENRIE, 2025, 52(11): 141-149. https://doi.org/10.11896/jsjkx.240900113


https://www.jsjkx.com/CN/10.11896/jsjkx.240900007
https://www.jsjkx.com/EN/10.11896/jsjkx.240900007
https://www.jsjkx.com/CN/10.11896/jsjkx.250100146
https://doi.org/10.11896/jsjkx.250100146
https://www.jsjkx.com/CN/10.11896/jsjkx.241200151
https://doi.org/10.11896/jsjkx.241200151
https://www.jsjkx.com/CN/10.11896/jsjkx.240900141
https://doi.org/10.11896/jsjkx.240900141
https://www.jsjkx.com/CN/10.11896/jsjkx.241000016
https://doi.org/10.11896/jsjkx.241000016
https://www.jsjkx.com/CN/10.11896/jsjkx.240900113
https://doi.org/10.11896/jsjkx.240900113

http: /www. jsjkx. com

4 A A 2
O tﬁ-m sa;tg? DOI: 10. 11896/jsikx. 240900007

—HMETRESRESHMENERIERLIRT E

WEH' X B 8

1 KRFRE TR L A2FR KX 430062

2 M AFIENFR KX 430062

SHEERS GEAIERMABLE TEF R PO R IX 430062
(1196951311@qq. com)

W E RENZEMEHZENAE AEZTABLIHBEREN T XHEAB T FHFERGTH, LT . EH T ERHX
FAR BEFESXAKREE AR I X SR H T H. EAALGORME, XFTHARLTEH I X ETEMANBNTHITIE P
LERDELEHASEEGEAXLZ BB 3 FRA AR RABMBITT AT EF e FOHRTES H, ZF EER
RE 5 R F 4 (Deep Partition Aggregation,DPA)BIE R F T 72 5 R Z AN HBEERFR L LRI E, RELEF L EF 3
SRR ANBFETENTZTRFT EFOAMMN FEFES>EBBEELRATTREER, AR 459 MkTE BN LY
BEIMHA, AN, 5RO RTEFT LA ERER KA T IR ELIEFT HEA T EF L habeg M, X PEBET
Github # 77 & 3 B backdoorbox JF & .

KB REFT  BBERF BT EFTHET,ERF T AT R

HESES TNII5 08

Neural Network Backdoor Sample Filtering Method Based on Deep Partition Aggregation
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2 School of Computer Science, Hubei University, Wuhan 430062, China
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Abstract Deep neural networks are vulnerable to backdoor attacks,where attackers can implant backdoors and hijack model be-
havior by poisoning data. Among them, class-specific attacks can bypass most defense methods due to their complex mapping rela-
tionships and close association with normal tasks,making them more threatening. This paper studies the relationship between at-
tack success rate and model classification performance in the process of implanting backdoors for class-specific attacks, summari-
zes three properties,and designs a sample filtering method based on these properties to address class-specific attacks. This method
uses the Deep Partition Aggregation(DPA) ensemble learning method and voting method to iteratively filter backdoor samples.
This paper mathematically proves the effectiveness of this filtering method based on three properties of class-specific attacks,and
conducts extensive experiments on standard classification datasets. After four iterations, it filters more than 95% of backdoor
samples in all experiments. At the same time, the results of comparative experiments with the latest sample filtering methods,
demonstrate the superiority of proposed method in addressing class-specific attacks. The experiments in this paper are based on
the open-source project backdoorbox on Github.
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sl AR/ BT D B ST O O 4

R BRI R 6 4 R R U A

B AT B 30 T A B R TR S ECHON LB 4 A LA (FLE B 74 A7 4 51 A B =
FRLBBEE A W DR RIS I BB E 7SR T i 2 5 BORIE 2 IOk 00

oK 00 4 0 X T P sl 7 O 5 7 5 450 T W 25 o 4 385 U 17 28 o

i

5 B 97:2024-09-02 3R 1& H . 2024-11-21

FAETH . EHRK A RBEIA (61977021 WAL A T ADFL 1T (2021BAA18S)

This work was supported by the National Natural Science Foundation of China(61977021) and Key R&D Program of Hubei Province, China
(2021BAA188).

WEVEE 8 (stevenye@hubu. edu. cn)



426

Computer Science T HHLFIZ  Vol. 52.No. 11, Nov. 2025

(Backdoor Attack) ff g — Bl £ Bl % 2% > 45 1 o 4y Bon] A B
RCRAE SR G BT ikt R BE A 2] AT B R A 1Y 1
PE A0 1 BT s, FEARERE A b, Pk o T DU i 7 i A E s
HR AR A N S 1D i A #5R B R AR B TN X A T
T J5 1715 M 0 LA R A R AR S 3 DL R B R AT T
RURTRL 5 A R A% 008 L R B AR S T S 4k S =

ﬁ#ﬁ#?ﬁiﬁ(ﬂ‘:. R E 3
A Tfﬁﬂl‘ o .

’%‘xﬁ}ffié
HAE R E

EHAE
\ 8 > 4
Ja 1% &

a
, A %

R ' o

A %

Bl 1 BLaRa= 2] 4 5 ] e 52 19 B0t
Fig. 1 Machine learning pipelines and potential attacks

HR A I B BER R )L J5 1 B A v 2 A 2000 o 3
TR R R 5 1 B 2 B B AR I ad A b 52 S T AR
AR R B S EUE T8GRl I k™, iR
Tt J2 75 O RE A R 2K L T K R T RO R T 09 ) 1T G R 4
42 HF 2 (Class-specific)” B i 5 “JE A 7] 41 (Class-agnos-
tic)” Wit (B M« All-to-All Attack” 5 “Singal Target At-
tack”™), Hh R EBCGE H MU X R E R R IER
1T 45 B 1 50 A9 4 450, TT LLZE3d Neural Cleanse'*?, B3DMY,
SentiNet'"™) & Z B 4 B J5 '] Bij 480 J5 %, &% # 9 SCALE-
UPH L IBD-PSCH 45 o 18 7 vk Al i 28 6 B3t PRI otk A B R
JBEST AR SCEE X SRR B AT R ST 4 0T O 4R Y —Fh
FEA 0B Tr i, R TAR T

DHENE AT, A SCIR A SR Bk DL RN AR AR IR 287
WA Y 2 R AR T BOUN R ot B b B BT R (Attack
Success Rate, ASR) X} -+ 1 5 48 73 25 ¥E 7 R (Clean Data Ac-
curacy, CDA) BB 1 . ML Ah, B F 5 TTHE A AR R 52
HERYf T F 43 24 v BE , PR ok E B T PE AR RAT A TR R, CDA
MR T ASR, LB R LI — 45, RN, BT T
B A T R A TR R AR IR TU AR BRIV X I A AT
TR (19 43 %) AR IH AT RA7E CDA R FEAS B 52 09 A 32 T 0028 315X
—WR, WTX—ME A CLE LR BT 3 &P,
JE B AT LA S 3 A5 A ok 30 14 T 9 S NS 2 R T T B A

DB MITEE . SET R AENI SR T R X SR
BYREAS S Oy ik . ZO il DPATY 58 ER CDA 5
ASR [ 2248, 7] LUIE 2 A Bk A, 76 B G PR BT 0 B i B
Erbomy 2 KM 5 TR AR AR CTE CIFARION™ 5
GTSRB' 45 19 A~ A k43 2 #0418 42 1= 43 3 /8 1] BadNets™/ ,
Blended""® , Physical BA"™, WaNet'™ jx 4 Ff 25 8 5% 3 05 ¥,
SEHLT IR B L 1) R E Bk O BT 4 7 AR O s AT R
A UE L AR R A RIEHEE T 95% VL A JE ITTAR A it
DB, K S S AR W] T 7E B 4 A R A I R A 1
BT 38 2o B B B AT 09 5 1T 2 Mk DL T A — R A
SEBLER R H AR R A R

2 MXIIE

2.1 ETFHERSHNEITRE

2017 4E,Gu 4% 1 T BadNets! , i 1 A5 id — 36 4 VIl 45
REAR B o H AR 2 09 77 28 FE Y i o R P R B R A R 1T
AR MM Z R ERE =5 TR #9188, Chen
ST Blended™ , RGN T A R4 5 1120 He w5 Li
PR T Physical BA™T BFSE T BT RIMG fih & #5% 78 1 3 AH A
oY I 55 PE DRI IS T 25 % 7 vk s Nguyen S 42 H T WaNet™,
K O vk 5 T G i 2R IR e DL R A ok e 2% L 52 R
T ASHEESE G 17807 s Doan 45 $2 H A9 LIRAPY W 75 1 FE R,
¥ il K A% B HE AR B O B Souri 5% 48 Y Sleeper
Agent™ ™ Wi I T — FloBs BE X 57 09 ok AT G T e di . B
TR BT R 1T 2 i & R B B Ak o R RE AL L Bh A 1k L B
FHmta.

2.2 ETHASERNEIIBEAZE

MLAS 2 20 8 T8 R TR B BUA R TR 5 T TR A8y k0,
B W SR G B LURE AR 3 08 O 3, 33 26 0 19 TR R g T Bl
0 — M BB LR . BT REAR G U S 1T AR vk R A
FRAEGE VT G 5 00 L fh & #8 E He e 45 AT

FERFMEGE VT 5 T, Tran 88500 37 63508 7 an ol DA Bk 4 46
rh ol IR SRR GIE B T R B AR AR 1] A R AE ORI U
2238 v B R TR 04 9K 3 5 Hayase %42 5 T SPECTRE™!,
) FH 8 M T 2 A3 T 18 SR 50 R B0 1) A0 3% R AE 5 Javaheripi 4
T CLEANNY I F 7 3 57 RNAR 5 38 30T o R AE B M5
PG4T R H UK 5 filh % 8% ; Zeng 4500 XoF A4 00 10 3k
T T 500, RIVE 2 5 1130 230 W ™ 55 1 & 4 00 5%, 9 HLaX
B £l 5 7E N [7] (0 B0 4 A 43 H % vh RE 247 7 s Huang %60 38
T DA ZE 1 N G v 4 T TT 5 SO [R] A AL A o 1 /N LR (B
RN R B TTRE AR (1 DA AR =R 5 1 /D

TELTE J7 T » Amarnath 2542 T TESDAMY, #i| FH + ¥
REAR 15 5 11 RE AR 70 TR B P 25 190 2% v 18] 2 R AF 43 A7 P 5 AR 1 22
SR AR LA D T s Chen 2548 HY T 38008 T 2805 19 5 £ 0 9%
VT 130 1 43 M VI 2 BT 0 e 2 19X 245 B8 R 1 ot DI AR AR
FTER2E MR 3 25 45 5 ) W )l 25 B3 4 2 45 vh 355 Hou SR AR
Jai UVREAR b5 R B A A 9 A R 50 40 25 5t T — Bk - A
%5, %3 T IBD-PSCHY

T fol % 2% 5 B8 VE O i L Lin %542 1 7 TROJDEF™ A N
24 ] BEAS AR 7S B, BLOE LS T A R PR O e
0TI 55 A Ak St PR R I B K T 9 465 A s Chen
DA B A fil & 2% I A R A B RRAE RN L TR R A
PR IE 2 % K 480 T AU R T I BT TR R R A — Sk
H(FCT R E E &, LI SR TTREAR S T4 Guo
S T SCALE-UPM™ % 7 i 36+ — Fh Bl 4, B 24 i K T
A FAA N A 8RR A 0 T I B E R M AR AR ) T T
— 3,

FEFREAR I U F 1] B A Oy 9k R 25 0 By 4 L Bl = B
WAKE , H 2845 5 do i 5 28 Rl e A8 3 2 FR0E - R4
WE , R 0H 30 38 A7 A Xof 28 A 5 Tt B A A 25 1 s A B A Y
T 585 IE 57 0 D) %ot 97 0 35 R 7 T A A A S R R T AR B 7
2R ELUE R SR T BT,



SRR AF P TR A DR B R I 2% T TR AS S B U vk 427

3 BifREE
BT SCR AT EIRAT S RO 3L
#1 SR AE X

Table 1 Symbols and their meanings
lila EpS

D 4% %

D, WNHEFTHEEANES
D, NHEFREITHANES
ID| ES S

’ ok p— O
CDA BAMTEEEW S REHRE
ASR BEE 3 5 TR A By o0 KB E

3.1 REBEREHERST

HETHMEE LB, ARG RR e dEn 3 &
PEJF

DX PERE R4 B B AR 1Y A 28R e BT 17 i A 2 Ty
R

CDA>ASR €))

3 — P JO R U — o G AL Y S A 1) 4 AT 55 LT N
J3I) H AR AR 0 YR IS T 28 e A o A U U K 1 Bk Ak 1
U i 2 25, O IE 00 il 22 U 171 3 8 R A 1) e 25 el 52K e A 3
WihET N EFRZE, B, 75 28 SR R T4 T, T L

PR ) = PGRUNIEZE) « P GR I ik % 2% |

PP « PR & ST R 5
fisk A HLUBR ) (2

o, Za0E 8 ) A % BB B ASR, BB TR 25 A S RD
CDA. B A ASR B 4G 2¢/NF CDA, 3 H AT DL el 78
I a2 A0 RIS, 5 171 20k 0 fih 2% 25 0 e ik » TR S 31 B AR 2K 19
M 5 G Z B A2 2% L ASR 7 4 ARG

AR 3¢ fd i BadNets 78 MNISTSY 4328 4F 45 | 4 A 06 31 4%
BT, —A 8k F B A ARG TR 2 )
IyZeRE FXTURARZE N L W RPESR A s B9 23 2645 51 07 24 05 2 .

F(s)=1 (3)

F(s®)=(+1) mod L (4)
H,t HZMEARBALE TR M AR L b F W& R
S

L SE T BadNets SEHUAG IR R 7 J5 1] 19 JiL A J& BadNets
JI A B fih 22 25 5 TR 50 L B AR 67 38 8t A oAy R B [N e T
PIR i BEAAE A 55 Ml & J5 171 A ME B e R b 8 15 5 15
B ASR, A0 5 1T R 4 L30T R Mo, ) 78 S 58
B X an ot 15 25 (9 05 17, R 2 W SR B ASR B2 /T CDA
ENE:E

SHGZE RBIE T X — S AR W 2 R

T 045 55 1 ZHER R, FIRA K CDA 5
ASR 7EYIZE AR RAB IR B AR . (AAE 20 RRHEH, ASR 3
/NF CDA, XY BadNets 5Z B 38 A8 A7 %01 2 5 1 A9 1% 0 72 A%
fief IR (4 6T B AN 3 BITOR .

A LA H £ 3T BadNets SEBLEOAR ] Jn g o i, 4% B0 1
UM o A S A4 B R 9 B0 R AT B ) ASR
RN B KT CDAL X — % Fe il B 7 36 UE 5236 i A Ak .

1.000
0995

099

0985 M—W\/
0s80 A £ A A A
o5 N R A N
0970 SN~ 2 N

0965 |

CDA/ASR

0955
0950
5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Epochs
—e— CDA --4-- ASR

€2 BadNets f£ MNIST EAEAJEIRFALETTH CDA 5 ASR
Fig.2 CDA and ASR when BadNets implants a cyclic shift
backdoor on MNIST
1000 4~ y--k-A--A O R . b i

2 x
0995 kN 3
a-A

0990
0985

0980

CDA/ASR

0975

0970
5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Epochs
—— CDA --4-- ASR
3 BadNets 78 MNIST FSEHIZEAR R/ A 19 CDA 5 ASR
Fig. 3 CDA and ASR when BadNets implants a class-agnostic
backdoor on MNIST

2) TEASE Y 55 A 2 503 A TR) B, 5 T I R A I 2 4
i 2

1 <p2 (5)
A .

CDA,=CDA,,ASR, < ASR, (6)
RISe R 1) Mo i 2o A2 b, £ 8 5 0 FUS2 ) 1) B0k (9 T
T AN IO 5% Wi R TR X T e A A 1 43 S 2%

X — PR IR TR 1) B A B A R BRI R 1)
AN N 5% 0 3 SR TR0 ¥ REAR 9 43 25 Be . XL 2 T
BE B #E 1 5 1T B0 R R SO R 2 BT
A ) RIS P 2 AN R S T B0 A AE B B R A O Y T
W& fHEGRZAR L R TTEASSZ2 TR . B, %
B35 8 5 T B0 AN 7 (B R 1Y) CDA AR, A 304 51 3k T
BadNets L 0.05,0.02,0.01,0.005 ) #% 7 KX MNIST #17
Y oL, S e 4 iR .

099

CDA

0980
5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Epochs
—e— =005 --a-- $=002 —a— p=001 --e-- p=0005

Bl 4 BadNets 78 MNIST | DIAS A4 8 3R ADG R EE (75 1109 CDA
Fig. 4 CDA when BadNets implants a cyclic shift backdoor at
different poisoning rates on MNIST

AHEF IR CDA I 1 A B 48 55 3 119 [ I T 1 28 9
W, 52 AR BRI B ASR, S2I 45 B d AT A PR R I
TR T A e B B AR Y L5, AR 5 TR . Bl $ T R I R



428

Computer Science T HHLFIZ  Vol. 52.No. 11, Nov. 2025

i BEALFE A F] epoch [ o AT A< 8L 1 BH A 25 5

100
095 *-
090
085
& 080
< 075 :
070 /
065 !
060 e !
-
055
5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Epochs
—— =005 --a-- =002 —a— p=001 --e-- p=0005

5 BadNets 78 MNIST | LA 48 25 A A6 2R B A
JATTH ASR
Fig. 5 ASR when BadNets implants a cyclic shift backdoor at
different poisoning rates on MNIST

TR 5 AL S HOIS A R A7 e, <Ze, <1 A5 PR
BRI Gr BT 12

ep>%>er 7
WA .

CDA,; _ ASR, %

CDA,” ASR,

B F e RE A MR TR TIREAS B T R B o0 A e Rk
Y 25 55 8 t Je Dol A R0 5 Al I A1) DI 2 ) 5 R 7 I AT 55
b R R 7 BRI RN TR T 4%

it F— A~ B BT R Y AR L AE — S TR P s A
Ptk R S XA R Y IE F AT 55 5 ) TR A 7= AR S B M s
I A 1 R XA Y 7 A S 5 B ) A U 2 B A L g R MK
ey s MERE I il 2, WIBE AL ¥ CDA 5 ASR ok ik 812
B 5 AN LA BIF ST T SC o 0 A A1 8 R G 15 WAL S5 I 2 B A L
BB {E Fe, . 75 LRL R BE T P9 00 25008 2 2E A7 1 25 0 1
TR E WAL ST A LY Rk # R E, [ a3
CDA 5 ASR A Lo fiff FH 438 85008 4 47 I 25 04 1 0 B A — 5 e
BEM R W A 18 (5 4 35 B8 Dy I 25 45 1 M /R 2 80k
CDA, 5 ASR; . it I HE o 76 5 {8 v B P9 ) 4 D, T 45 19 1
€24 CDA. 5 ASR, , U4 .

CDA,<<CDA, ,ASR,<<ASR, (9

Sk Et . f TSR 1A R R B S T
PLTE & 18 55 (0 8 B 1 O 2L 5E L 4 0t CDA (9 B4 i BE R A% T

ASR.HJ ;

CDA,—CDA, ASR,—ASR,

CDA, =~ ASR (10)
FBC T A5 I T

JE 2 800 2 1) TO A M SR B 38 o B 4R S I T 3K
o A e i, A0 2 7 0 3 e A AR g 0 A 1 I Y B . T
o7 3 AT LK — 38 43 T e B ARG SO TG TTREAS , TR 46 1.0 5%
Wi A5 0 1 B 5 B AR 3 0 TT LA FE A U R TR AR i B A7 T kR AR
— TR R WA SO U T LT F AT DLk e 1k AR
BT R A D 5 ) 2 88 CDA FRAR A VDG 3 . M T
JETTREA, T fe AR Rk 1 B B M O T DPA S8R MNA
Ak,

A4 5 L MNIST $od 46 i 4 5848 . 1/3 $dlE . 1/10
R 5 1/20 B95 8 A BadNets SEIUIEIR LG 1], 52 50 45 5

w6 E 7 R,

CAD

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Epochs

—e— AHBA --a-- V3K —— VIOHA --e-- V20HK

6 BadNets £ MNIST At A [ A5 5% D11 25 586 A8 A 976 36
B AiJE 110 CDA
Fig. 6 CDA when BadNets implants a cyclic shift backdoor
with different proportions of training data on MNIST
100
095 ,_ "

090
085

ASR

080
075
0.70

065

0 .
5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Epochs

—e— AWHAR --a-- 13K —— VI0HE --e-- V204K

€ 7 BadNets 7E MNIST _F A A [ A7) 9 11 5 B8 4B A 976 30
BALE T ASR
Fig. 7 ASR when BadNets implants a cyclic shift backdoor

with different proportions of training data on MNIST

A LA B B I 2 BE AR B0 2>, CDA 32 31 Y 52 i IR
BIE,ASR M3 T B B0 TR, ERFERN 0. 05 H
1/20 50 = A9 L L CDA A T IE R YNk R T 2% 2
i, ASR L T 29 1506/ T . Btk 7E 4 MNIST ik A
o g A A5 2 20 B X AR CDA ¥ % 9 5% i 7 L) 208 AR -
3.2 EFDPAMBNIHEALIREE

AT ER I EERWE 8 fian., EITREALIE .
EERIFEFREWAESG  BED. 5 L EDow , KD, H
BRI EE D, D, B2, Fk M H AR 28 o 258 %A
Do TR TTREAR SR TT BB 22, T ¥4 B A J0) £ 45 A 6T B 2 1) 4
B, AR RS i DPA BT 08 3% 07 20 4 K
GEBREREWH .

D) 43 KNGk B Dy, 43 81 0 05 28 4 A A R B9 4R 4 T4 45
F AR50 3 53 B R B K/ S B F 4R 0T DL F 4R U2k
B MNGRIE A TR EBAH F B R ITREA,
B S 5 B — R I 5 T AR 48 S TR 48 1T AT AT I 25 A 4

TR . R S R kR 2 R 3>,Eu@>%>

e o BAHE To HIE B e (8, TR R & AT Hs AR AR 53
SRR AE S A R B — A 3 A BRI ST PR S 2R
A5 HY CDA N2l e 48 3 98 U5 B 454 89 Dy Bl il 2, S R
ek AP E ik RAR A GE MY R 2R . 7RI AL B O W AR

AR S 43 XU 25 ifi - Bagging™* #9 )51 R 7£ T Bagging
SRR EL S 5ESRBINGNEAR, BT HRBERE
TEH AN LA IR MERE. 5 ITHA E 2 2 51140



A — R TR 4 KR A I 4 2 R 245 05 T AR AR 2oL I8 T TR 429
A gk R Ik B KNSR kR Do TR DSER . USSR S . HA
—H%, CDA>ASR, & 3@ W8 LW <% CDA 5 ASR i L8 i
DI A Gl R R KT R SRR HYR.
B TERETE IR Y K Ar 228, X ALK X ) i Il 2R 4 D o e D ey L] B A B S Uk R e 2 S
ﬂ@’@/l\#z!xuﬁ’@ RIEH R G ZAEAR R ADL B FWARIEH 519 Dy, #547 F — 8 2k AR, 2 45 A NDKE Doy, h 9

o o BTAENE AT LA E AT AE 58 1 DPA S5 9 £ 558000 451
Xﬂf“i‘ﬂﬁzli TEn NEDRBEPEELH DDA
B o S 4 R 5 HAR AR TR UK 2R R R Dy 75 U ) A

D

________________________________________

B A B AR 5 TTREAOE & 56 R B D AR R I 254 D,
W7y 60 T LA AR A LA SRR R K A 45
LR » Do K/N T I B B H . 225K

®lteration

FF, D, R/ E

; Srogi D

¥l 8 A SCRE TTREAS 3o U8 Oy 3 1 T AR
Fig. 8 Flowchart of the proposed backdoor sample filtering method

3.3 AWML

A3 R TR T D 2 g m AT IS 5T
LA B DA B AN S5 53 2525 10 T 25 SR 5 B AR b 25 A1 [
A2 X AD;, . 1R DPA iy B 4325 &% H A AR Y CDA
5 ASR,

S8 n AR B ERTD, TR N p, W E G
BN parrs pr IR T 2 B0 T WA EEENC,,
JETTHEALER AP, B EEHMNC 0 5P . WA

Coi1= EC,,, « CDA, (1—CDA,)" (1)

P,ﬁl:ECjN + ASR,"(1—=ASR )"’ 12)
i=tk

HIPE BT 1) A AL, X AR B S 2K 88 3 CDA™ASR, 5
Coir > Py s N T 15

brir=pr* pIP,,Hﬁliﬂ—p,)(:7,+1<P‘ (13)
B po<<pro HIPERT 2) 5PEBT 3) AT 41, ASR, <<ASR; ,
CDA, =CDA, , )\ i 7] 18
C;=C, (14)
P,<<P, s
_ Py
O O B eTen
<py e P =p (16)

P +0—pDC,
L 283 L AT IR B s Wl
Pui1 b an
BV %6 3% AR B4 D, 0 4535 A WA [ e 0 AR A7 0 %
LIS Ik

4 KBWHERSDH

4.1 EWEE

A3 3% W BadNets, Blended, PhysicalBA, WaNet % 4 F
WHJE 1% )78 CIFARL0 5 GTSRB B AN A7 i 43 25 81
P4 LS T X ResNet-18 [ 1 #4588 1 26 45 52 ) 1] e il , IF

il AR SO B X I 4R 4 R AR DL AT 2 vk, HoP, Wa-
Net FJ#FERNA 0. 1, KRBT EWHRFERII N 0. 05; %K
i s CIFARLO 4542 %0424 5 17, 4 GTSRB £ 40 4 X
G3R T AR s BRTERLIN B AN F AN S AR A 2 R
RAD,”,
4.2 BTN
AL T AR — 2 R S B R R S T A,
# 25 T HIEE N GTSRB. X i & BadNets M5 5T . 45
4” EACHY T 2N G4 BT . L CDA B AGHER,
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Table 2 Results of DPA on clean dataset and poisoned dataset

of BadNets-GTSRB

[€79)
THEHHEE #HEHEE

CDA CDA ASR
Mo 96. 28 96.13 42. 86
M1 96. 29 93.55 33.00
M2 96. 48 95.13 65. 40
M3 97. 14 94. 00 40. 30
M4 96. 35 94, 38 22. 89
M5 95. 95 92.63 27.79
M6 96. 09 95. 94 20.18
H 1 96. 37 94. 54 36.06

4.3 TERER

EAERINR 3. 4 Pid) L TR AR 2 AT 00 T ik E)
T 8000 L LS ITAEA ST DB A, 26 A 4 S A1 00 T 235 2
T 95 Lh ERyuE A, &9 g i T o 0 T A uE T S A I
SRR EAT NG, YN 23 A2 b i J5 TR I 0L . A £ ) TR AR



430

THEPLESE Vol. 52,No. 11, Nov. 2025

Com puter Science

M ROHE BE RE AR G TR N R 5 R 43 58 WU 1) it
IER I 2R BE B TR SE UG TR A, R4 HBEAE A ™ 55
ERYETT,

3 A RIAUR TTREA YT 38 R

Table 3 Filtration rate of backdoor samples in four iterations
[€79)
Attack Dataset  Recall_ 1  Recall_2  Recall_3  Recall_4
CIRARI10 43. 24 81.08 94. 66 97.00
BadNets
GTSRB 83. 44 96. 34 96. 34 96. 34
CIRAR10 39.12 84.39 96. 60 97.25
Blended
GTSRB 77.30 98. 46 98. 46 98. 46
CIRARI10 38.41 83. 80 96. 39 97.03
PhysicalBA
GTSRB 49.25 86. 56 95.52 95.52
CIRARI10 76.87 94.53 95.93 96.78
WaNet
GTSRB 78.67 97.06 97.49 97.49

TR AS B 45 R AR AR S 8 A AT HE G Y R, AR 4
TR LU AR M A L (DR B R AR B S R OR AN B

R AR R NAMERY) CIFARLO 20281145 RSB B . {2
BE T T v B 0 U A, — s R A R 1 A T B 2 TE R
WE 10 iR, M0 AR AR U 2R 48 (o A5 00 i A 5 3 ) 3
YRAR ISR ASR ¥4 T .0 CDA IR A Wl A8k, 52
8 45 A W T AR SC ¥k BT RAAE AR5 R SR 24T 45 A w48 o
N S WL N

P4 IR LA B LY R

Table 4 Experience result of the forth iteration
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BadNets . B
GTSRB 0.181 96. 34 96. 76 99.67 96. 55
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Fig. 10 Comparison of training results before and after filtration
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4.4 FLLSREE
AT SCALE-UP 5 IBD-PSC W i 5 37 09 #F 7% 3
BT AT X b SE 86, A A 7 CIFAR10 5 GTSRB L 4 Xt

BEATNE IR AS 1) B0 — M3 A3k 7,58 8 Bl

%7 IBD-PSC 5 SCALE-UP £ CIFAR10 | 4 T Il — & v
a5 8BS0k E

Badnets, Blended, Physical BA 5 WaNet #F47 8 38, I 00 T Table 7 Mean prediction consistency and hyperparameter settings
Xf 4k T BadNets B9 2 A W] 01 Mg 5 09 3 98 &5 2R A S 18, 4n of IBD-PSC and SCALE-UP on CIFAR10
%é 5 \%:2 6 ijﬁﬂ o Defenses Attacks avg_benign avg_poison hyperparam
. Badnets o .
# 5 SCALE-UP Ml IBD-PSC 55430 J5 £ 7E CIFARLO |93 145 (allzone) 0. 1187 10000 wi=0.4.T=0.9
Table 5  Filtration results of SCALE-UP,IBD-PSC and the proposed IBDPSC BadNets 0.0887 0.1726 2i=0.6,T=0.4
method on CIFAR10 Blended 0.0887 0.1726 2i=0.6,T=0.4
y Physical BA 0.1853 0.1430 xi=0.6,T=0.4
(% WaNet 0.1238 0.1465 x2i=0.6,T=0.3
Attacks De fenses Recall Precision Accuracy F1 Badnets
: — 0.0394 2.2708 T=0.5
Badnets IBD-PSC 100 91.48 95. 14 95.55 (all2one)
(all2one) SCALE-UP 97.72 84.87 89.73 90. 84 BadNets 0.2572 0.1325 T=0.2
, SCALE-UP
IBD-PSC 17. 34 66.47 55.48 27.51 Blended 0.0323 —0.3569 T=0.2
BadNets SCALE-UP 17. 34 66.47 55.48 27.51 Physical BA 0.0217 —0.4745 T=0.2
ours 97.00 43.93 93. 66 59. 81 WaNet 0.0526 —0.4474 T=0.2
IBD-PSC 15.19 42.93 48.78 22.44
Blended SCALE-UP  16.43 49.04 50.75 24.61 # 8 IBD-PSC 5 SCALE-UP 7& GTSRB L i Bl — 8
ours 97.25 42.88 93.43 58.78 ﬂ]ﬁ%‘ﬁﬁé}ﬁﬁﬁ
IBD-PSC 10. 21 34.77 46.94 15.79 . . .
’ Table 8 Mean prediction consistency and hyperparameter settings
Physical BA SCALE-UP 15.19 34.17 44. 44 21.03
ours 97.03 77.79 98.45 86. 91 of IBD-PSC and SCALE-UP on GTSRB
IBD-PSC 17.91 31.47 40.93 22.83 Defenses Attacks avg_benign avg_poison hyperparam
WaNet SCALE-UP  11.41 28.76 12.81 16. 31 Badnets _ -
ours 96.78 52.76 90.88  66.76 (allzone) 0200 100000 im0 4, 10,9
_ BadNets 0.5551 0.2506  2i=0.4,T=0.9
# 6 SCALE-UP il IBD-PSC 45 A SOy kA8 GTSRB L9 id k45 PP plended 0.7687 0.7246  2i=0.15.T=0.9
Table 6 Filtration results of SCALE-UP,IBD-PSC and the proposed PhysicalBA 0.3327 0.6099 2i=0.4,T=0.9
method on GTSRB WaNet 0.5488 0.5926 xi=0.4,T=0.9
D Badnets = 4100 1.3300 T=1
o0 (all2one) : o
Attacks De fenses Recall Precision Accuracy F1 BadNets 0.0279 —0.3205 T=0.2
- SCALE-UP
Badnets IBD-PSC 1 86.45 92.08 92.73 Blended 0.0276 —0.3890 T=0.2
(all2one) SCALE-UP 95.59 80.03 85.72 87.12 Physical BA 0.0167 —0.4909 T=0.2
IBD-PSC 13.81 23.67 37.20 17. 44 WaNet 0.0170 0.2030 T=0.2
BadNets SCALE-UP 56. 81 46.17 46. 87 50. 94
ours 96. 34 96.76 99.67  96.55 B R RHER W A TR R S TR
IBD-PSC 47. 85 75. 64 66.97 58.62 > o N ) S -
0 ’ A RMEFEARRZENTN —SE 22 R ERFESE TG
Blended SCALE-UP 35. 60 46.79 52.87 40.43 R
ours 98. 416 :)8. 63 96'45 73. 50 #j&% E'HE#ZIKEgm?ﬂugﬁ‘@ﬁmﬂﬁ%hﬁﬂgj{d\%%o ﬁ
WOPSC 2003 ana LIS 2025 (AR LT R e M L A g LA 0 i o
Physical BA SCALE-UP 27.57 37.11 42.15 31.63 o _ . . NN )
. . ) RO B A 75 AL T 2SR Tk A A P B T A X 1
ours 95.52 93.32 99.77 94. 41
IBD-PSC 25. 36 33.60 39.02 28.91 B 40 5 s
WaNet SCALE-UP 39.49 49.68 54. 84 44.00 N A= s
e 7 4.5 WEARTMHMEIHERATIRER
ours 97.49 94. 54 99. 26 96. 00

HEH SCALE-UP 5 IBD-PSC 317 % Fb 52 36 1 J5 R 78 T
HL AT LA AR B 28 R T 0 0 %o 2 56 i AR O vk 04 ek SR T AB
R IR M S T RE AR R AE R A TARAS MR R AR Ak . X T
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SE4 it U8 A 1T RE A, H A R X 2R B T i R R RE
SCALE-UP 5 IBD-PSC ¥ # 43 #8 & B & 5 i 38 i B o
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Table 9

Experimental setup and filtering results for class-agnostic

attacks based on BadNets

MNIST CIFAR10
&S BadNets BadNets
& F 0.05 0.05
EER A ¢ 1 4
aRHE 50 7
CDA # & 0.940254 0.478000
ASR ¥ 18 0.258586 0.903857
Recall 0.981333 0.979200
Accuracy 0.999067 0. 785800
Precision 1.000000 0.186785
Fl-score 0.999533 0.301826
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